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SUMMARY

The Internet has changed signi cantly in size, interconnectedness, speed, capability,
and usability over the years. Especially after a few years of remote work and remote learn-
ing, we can safely say that the Internet is an essential resource for the modern world. While
the internet has gone through massive expansion, the backbone of interconnected networks
still rely on many of the same fundamental technologies. The Domain Name System (DNS)
is one of those fundamental Internet technologies; its main task is to translate human read-
able domain names into resources on the ever-growing network.

Due to the vantage point it provides, the security community continues to leverage
the Domain Name System for studying current abuse and as a building block for tools
that combat new and existing internet threats. In order to develop, evaluate, and deploy
defensive mechanisms, researchers and threat analysts need access to quality datasets. Such
datasets will enable new algorithms and methodologies that can assist with early detection,
better tracking, and a fuller understanding of the lifetime of modern Internet threats.

To that end, this thesis presents the concept of Active DNS data collection through a dis-
tributed querying infrastructure. More speci cally, we show how this new public dataset,
which we name Active DNS, compares against traditionally utilized passive DNS datasets.
We document our system's unique features that enable it to function as an alternative to
passive DNS data in many applications. We then demonstrate the ability of Active DNS
data to detect online abuse by utilizing it to amplify already known malicious web infras-
tructure and potentially identify new abusive infrastructure before use. Finally, we show
how our distributed querying systerhales allows us to study the operational aspects
of the global DNS infrastructure, explicitly investigating the proliferation of a new DNS
extension and measuring the impact and ef cacy of this new DNS extension through active

probing.
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CHAPTER 1
INTRODUCTION

The Internet is the rst truly global network consisting of billions of computers and other
electronic devices. With access to the Internet, it is possible for users to access almost
any information, communicate with anyone else in the world, and do so much more. One
very important component of the Internet that assists in connecting resources together is the
Domain Name System (DNS) which primarily maps domain names to IP addresses or other
resources, thus providing an essential service to most Internet-connected applications. Due
to this reliance, it is not an exaggeration to claim that DNS is one of the Internet's core
protocols, providing an agile and reliable infrastructure for Internet-based applications. As
the Internet and its uses have evolved through decades of constant development, so has
DNS, resulting in changes that affect the ability of researchers to collect and process DNS
data, especially in the recent past.

Malicious actors also utilize DNS for the same reasons that any Internet application
does, to provide an agile and reliable infrastructure for their applications, even if their
eventual purpose is malicious. That is one reason why the security community has been
studying the Domain Name System and DNS datasets since the introduction of the dataset
we call Passive DNS [1]. However, in the past decade, how DNS operates for many users
has changed as the protocol has evolved. For example, DNS over TLS (DoT) [2, 3] encap-
sulates DNS packets inside Transport Layer Security (TLS) packets in an effort to improve
user privacy. Another recent change introduced as an extension to DNS is called EDNS
Client Subnet (ECS) and tries to optimize the resolution process for CDN traf c. These
changes come with unintentional security consequences, especially for users that are un-
aware of these changes.

Considering the constantly changing situation, we must evaluate the primary type of



DNS dataset used in research by the security communitydé&tactodataset for studying

DNS and conducting DNS research, as we mentioned, is called Passive DNS [1] and relies
on monitoring the DNS traf c of a local network, nowadays usually by some endpoint
security appliance, to obtain the associations between domain names and resources. The
main issue with this type of dataset is that it is limited to the local network visibility and thus
can only capture a small subset of the global DNS associations. It also relies on the activity
on the network, which makes the dataset entries inconsistent from a longitudinal standpoint.
Also, this DNS dataset type is increasingly affected by the adoption of DNS extensions,
such as the already mentioned DoT, that encrypts DNS traf c and thus prevents the effective
collection of DNS data. Overall, passive DNS can be useful for cybersecurity research,
but, as the situation stands, it faces issues with dataset accessibility, data uniformity, and
completeness.

Other methods that network operators have used to capture DNS data for use in the
security community include sandbox execution or dynamic execution of malicious soft-
ware in an effort to capture the domain name resolution attempts. These, however, are
only snapshots and cannot provide researchers with longitudinal data. As with any useful
resource, there are, of course, commercial providers of DNS data, but as we will further
discuss, this is far from an ideal solution to the issues we have already mentioned, as it is
subject to the same limitations as any other passive DNS collection. Additionally, these
datasets can be expensive to obtain and often require restrictive legal agreements, limiting
the potential sharing of datasets and other information, which can be essential for new re-
search to be evaluated and recreated by other researchers. Ultimately, most DNS datasets
involve network-level packet captures that require Itering and processing before they can
be utilized, further raising the barrier of entry for including DNS data in security research,
thus limiting the repeatability of research in network security.

Providing the security community with a free and open DNS dataset will inevitably

lead to further innovation in the types of security research conducted using DNS data.



The community has already proposed a number of analytical systems [4, 5, 6, 7] that rely
upon DNS data to identify and react to new threats in order to keep networks secure. By
offering an easy-to-obtain, already processed (parsed), wide-reaching, longitudinal dataset
without legal encumberment, we wish to encourage fresh innovation in DNS research and
enable repeatability of security research through a DNS dataset we call Active DNS. We
are con dent that our dataset will be a great tool for security researchers since it has served
us so well over the years and has enabled us to conduct experiments such as the ones we
demonstrate in chapter 4 where we will also show how we utilize Active DNS data to enrich
other network related datasets.

To that end, we identi ed that a system that can systematically collect DNS data for a
large portion of the global domain name space would offer a partial solution to some of the
issues researchers and security professionals face when they try to source DNS datasets.
This system would be able to interface with the global DNS system and record a large and
expansive DNS dataset ef ciently while also operating for years without major data loss.

In this thesis, we show how we designed our answer to these requirements; we present
“Thales’ a system capable of generating billions of DNS queries per day while collecting
and processing the corresponding responses in order to generate what we call an Active
DNS dataset. We document the design, implementation, and evolution of the infrastructure
that supports and enabl@halesto operate. We then discuss and document the unique
properties of the resulting dataset, which we name “Active DNS” and provide extensive
comparisons showing how it compares with traditional passive DNS data captures. We
provide empirical evidence which suggests that the Active DNS datd badésgenerates
can be used in several security applications and related research. Furthermore, we present
a short taxonomy of existing research created using Active DNS data as an artifact of its
introduction and sharing with the community. This taxonomy also documents the recep-
tion the system received from the community, which we further document in section 3.5.

Based on these observations, we note that the resulting dataset can act as a standardized



and well-documented dataset for validating existing and new research in network security.
Ultimately, providing this dataset will increase the repeatability of research in our eld.

After the introduction ofl halesand the Active DNS dataset, we present a study demon-
strating how Active DNS data can be utilized in a security application. More speci cally,
we present a study in which we assisted in studying the issue of Technical Support Scams
(TSS), in which scammers dupe their victims into sending hundreds of dollars for fake tech-
nical support services. The TSS scam problem started with scammers making cold calls
to victims claiming to be legitimate technology vendors but has now evolved into sophis-
ticated online abuse tactics to get customers to call phone numbers under the scammers'
control. We use our newly documented Active DNS dataset through a novel enrichment
technique to expose previously unseen portions of networks operated by cybercriminals
to scam users. In fact, after initially identifying more than 5,000 TSS-related domains
operated by TSS scammers, we utilize Active DNS data to amplify our information and
expose an even more signi cant portion of their netwagkpanding our identi ed scam
domains to over 9,000/Ve then further expand on documenting the capabilities offered by
Active DNS data by showing how the dataset can help identify other already studied types
of abuse, such as domain reputation abuse.

Our nal study focuses on the expansive capabilities of our previously mentioned col-
lection systemThales and how its contributions can go beyond just generating the Active
DNS dataset. In this study, we show h@lalesenables us to conduct a study of a recent
addition to the DNS protocol itself, called EDNS Client Subnet (ECS), that changes how
client IP information is shared with the DNS infrastructure in order to optimize for Con-
tent Delivery Network (CDN) selection. For that purpose, ECS provides more granular
client information to authoritative DNS servers that reveal information about the underly-
ing client making a request. We show how the protocol's real-world adoption grew before
and after its of cial adoption as an RFC in 2016. We then examine the steady adoption

rate over the years, noting that numerous popular DNS providers support it. We then dis-



cuss how the newly introduced, as part of the protocol extension, information can assist
researchers when they utilize it as a tool for forensic investigations and the ability to con-
duct overall security measurements for a large portion of the Internet. Finally, by utilizing
a new capability off halesto conduct a novel worldwide study, we demonstrate that many
ECS-enabled domains do not bene t from ECS use but rather activate it without regard for

the potential impact on the end-users' privacy.

1.1 Motivation

As with any scienti ¢ discipline, to understand, measure, and make accurate observations
with any predictive ability, we need to start by assembling a dataset that adequately repre-
sents the object of our study within the proper context for the speci ¢ study. In our eld of
information security and even more speci cally, network security, one of the more widely
utilized datasets is based on one of the fundamental protocols of the Internet, DNS, which
provides information that ties the human understandable domain names into Internet ad-
dresses that software can use to serve the client. This dataset is called passive DNS and
requires the monitoring and recording of all DNS traf ¢ in a sizable network. The value

of the dataset comes from all the recorded associations that DNS serves. Thus, the more
extensive the network, the more valuable the dataset can be, as it contains more data points
and captures a more signi cant portion of the overall associations across the Internet.

Even though passive DNS is widely used, it faces several limitations that diminish its
effectiveness for researchers, such as limited global visibility or poor visibility into newly
registered domains. In Passive DNS, the data collected is limited by the domains resolved
within the network. For example, an overwhelming number of new domain names ap-
pear on the Internet daily and many will never be queried from the collecting network.
Further, DNS is changing while also becoming increasingly encrypted, limiting the data’s
wide-reaching visibility while potentially challenging experiment repeatability. Of course,

since this is such a valuable tool for network security, researchers have the option to utilize



commercial dataset offerings, which come at a cost and with various legal restrictions (pri-
vacy, anonymization, access control) if the collection is not a practical option (small-size
network, insuf cient resources).

Our primary motivation for this work was to generate and share with the information
security community a DNS dataset that can provide the main bene ts of the already es-
tablished passive DNS datasets while simultaneously avoiding the main issues preventing
its more widespread usage and introducing an important element of standardization and
consistency in the data collected. To overcome the limitations of existing passive DNS
datasets, we present a new type of DNS collection system chitlalsto the community,
and we document the resulting dataset, which we name “Active DNS.” We speci cally
engineeredrhalesto be an expansive, ef cient, distributed collection system to generate
a large, diverse, longitudinal, and legally unencumbered DNS dataset collected in a sys-
tematic, consistent, and widely scalable fashion. Researchers can use the collected data as
either an alternative to traditional Passive DNS or to enrich and complement other datasets,
including Passive DNS. Furthermore, we document the unique characteristics of our dis-
tributed collection systeni,hales and we show how we utilize its powerful active querying
capabilities to conduct operational research based on active probing. We further hope our
dataset can serve as a well-documented and standardized dataset with a consistently broad

reach of global Internet resources that can help verify security research for years to come.

1.2 Thesis Statement

This thesis describes the design and implementatidinafes a data collection system that

can actively, ef ciently, and reliably collect and store the largest open DNS datssete

DNS Active DNS, which includes domain names from the majority of Top-Level Domains,
can complement or replace passive DNS datasets for network measurements, infrastructure

expansion, and cyber threat analyses and detection.



1.3 Contributions

Active DNS collection system:As we have already established, DNS datasets have plenty
of important security applications [4, 5, 6, 7]. Passive DNS has long been the only evalu-
ated and well-understood dataset for DNS-based security research. However, as we have
already mentioned, Passive DNS datasets come with several limitations, including being
expensive to obtain, either by purchasing or collecting, and are often burdened with legal
restrictions due to the presence of user activity in the dataset. Further, Passive DNS datasets
now provide incomplete coverage due to the increasing adoption of encrypted DNS com-
munications through new extensions such as DoT [2, 3]. This thesis presents a new DNS
dataset created by an active, distributed system sending DNS queries to most operating
TLDs through a distributed DNS collection system we ddiales Our system collects
billions of DNS records ef ciently, and we provide the resulting dataset, which we call,
Active DNS, for free to the community in an accessible manner. We document the system
and its constituent components along with an introduction to the unique attributes of ac-
tively collected DNS data that make it a well-received tool for studying online abuse and
a dataset that can enable repeatable research. We then offer comparisons between our free
Active DNS dataset and passive DNS and discuss the limitations of each dataset.
Infrastructure expansion through free Active DNS datasets:Since it was initially
made available, the Active-DNS dataset has been utilized by researchers and has both en-
abled new studies as a free alternative of passive DNS and has aided other works as Internet
infrastructure ampli cation. A case of the later and one of the rst uses of Active DNS, is
our assistance to Bharat Srinivasan [8] in conducting the rst systematic study of Technical
Support Scam (TSS) abuse of search-and-ad channels. Technical Support Scams is an old
issue in which virtual actors trick unaware victims into spending large amounts of money
for fake support services. Our contribution to this work was developing network enrich-

ment techniques that leveraged the Active-DNS dataset. More importantly, we showcase



how we have utilized Active-DNS to amplify the scam domain names found by Bharat
through their infrastructure increasing the number of TSS domain nam&3d8gof the
originally found domain names. We then demonstrate how other existing applications of
abuse detection, which were initially developed for other types of datasets, such as passive
DNS datasets, can be adapted to perform over our Active DNS dataset and how Active
DNS can aid in other security relevant tasks such as enhancing public blocklists and track-
ing malicious domain names.

Studying the operational impact of changes to the global DNS infrastructure through
distributed active probing: Finally, we demonstrate how Thales, the system behind Active-
DNS has enabled us to study the operational deployment of a new at the time DNS exten-
sion called EDNS Client Subnet (ECS) [9], which was initially proposed as an experimen-
tal Internet draft in 2011. Our primary concern in monitoring these changes in the global
DNS hierarchy and conducting a study is that ECS changes how client IP information is
shared with DNS infrastructure to optimize for Content Delivery Network (CDN) selection.
Our study utilizes oul halesinfrastructure to actively probe popular domains and identify
whether the users of these domains bene t from having support for ECS. Our study shows
that the vast majority of highly ranked ECS-enabled domain names do not currently bene t

from the use of the new extension.

1.4 Dissertation Overview

Initially, chapter 2 contains a background of related material necessary in the context of this
thesis. It provides the foundation for the research discussed later, including technical details
around DNS, information about the contents of DNS packets, the resolution process, and
overall data collection considerations. Further, in section 3.5, we quickly review some of
the existing works from the research community that utilize Active DNS data to document
the impact of Active DNS data in security research.

Then, in chapter 3, we focus on our Active DNS collection infrastrucilinales where



in section 3.2, we describe how our system operates. We document each component of
our system and the changes implemented over the years of operation. We then compare
the Active DNS dataset we generate to passively collected DNS data in section 3.4 in the
context of network security research. Finally, we include an analysis of each dataset's
various properties and unique attributes in subsection 3.4.2.

In chapter 4, we present one of the many applications for Active DNS data, enabling
abuse detection by pairing our dataset with information enrichment techniques for network
data. More speci cally, in subsection 4.2.1, we present part of a collaborative work headed
by Bharat Srinivasan in detecting Technical Support Scam (TSS) abuse domains by utiliz-
ing search engine query results and then amplifying the visibility and reach of our results
with our Active DNS dataset in order to reveal the extended infrastructure that malicious
actors are using to target users [8]. Then in section 4.3, we present further case studies ex-
amining our ability to adapt the experiments so we can utilize Active DNS data to conduct
abuse detection research.

In chapter 5, we examine the operational capabilitie§Shatles our distributed collec-
tion infrastructure, by studying the operational impact that the deployment of a new DNS
extension called EDNS Client Subnet (ECS) [9]. This extension introduced new security
and privacy implications due to including a portion of the user's IP in the DNS packet
for more effective CDN selection. In section 5.3, we present a study that quanti es the
real-world adoption of ECS since its inception. Then, in section 5.4, we present the re-
sults of a novel experiment that utiliz&8thalesin order to quantify whether the users of
popular domains that support ECS bene t from it but discovered that the vast majority of
highly ranked ECS-enabled domain names do not currently bene t from the use of the new
extension.

We conclude the thesis in chapter 6. In section 6.1, we discuss the overall contribution
of the systems and research presented in this work. We then discuss the limitations of

Active DNS data collection and considerations for anyone utilizing actively queried DNS



datasets in section 6.2. Following that, in section 6.3, we discuss potential improvements
for the system and future work that can follow up by utilizing Active DNS datasets. We

conclude with some closing remarks in section 6.4.
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CHAPTER 2
BACKGROUND AND PREVIOUS WORK

2.1 Background

The domain name system (DNS) [10, 11] operates as the phonebook for the Internet. Its
primary task is converting human-friendly identi ers called domain names to computer-
readable IP addresses that computers can use to reach resources. This simple process has,
over the years, shaped the modern web, but it has also become a resource used by cyber-
criminals due to the agility that DNS offers. For that reason, DNS datasets have been
a key tool for security researchers as they battle the increasing sophistication of modern
attacks. The security community has proposed new analytical systems [4, 5, 6, 7] that
utilize passively captured DNS data to shorten the response time necessary to react to new
threats and secure networks. These systems rely on the ef cient collection and presentation
of passive DNS datasets. However, such datasets are dif cult to nd, challenging to collect,
and often require restrictive legal agreements. These obstacles can make further innovation

dif cult and impede the repeatably of research.

2.1.1 TheDomainNameSystem

Because studying the various aspects of the Domain Name System is fundamental to this
work, we present some necessary information about DNS and its important components in
this chapter.

The most visible component of the DNS system is the domain name. A domain name
is simply a string of text that will be queried to provide the computer with an IP address to
contact the appropriate resource. In even simpler terms, a domain name is a text, usually in

plain English, that a user types in order to reach a particular webpage. Domain names can
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be broken up into various levels, each separated by f]Jdot The section of the domain
name to the right of the last dot is called the Top Level Domain (TLD). Usually, the label
to the left of that dot is the second level domain (2LD), or in some cases where the TLD
is comprised of two labels separated by a dot, such as in ntanyk domains, where

we label the second level domain an effective second level domain (e2LD) as this is the
portion of the domain that denotes delegation to an entity or organization. Anything that
follows to the left of the e2LD before another ddt is the third level domain (3LD), and

the delegation continues by adding labels to the left for increasingly more child labels, as
we call them.

To understand why domain names have the above structure, we describe the hierarchy
of organizational structures that underlie the Domain Name System. The rightmost label
is always the TLD and can be one of the various terms, but not unlimited. The Inter-
net Corporation for Assigned Names and Numbers (ICANN), which has authority over all
TLDs used on the Internet, delegates the responsibility of managing these TLDs to indi-
vidual organizations. There is now an abundance of TLDs created by ICANN for various
uses. The rst type of TLDs are gTLDs, which include the very comnuom, net,
org... . The second type isountry code TLD$ccTLDs), reserved for use by countries
and sovereign states. These consist of two-letter identi ers for the corresponding coun-
try, such as.gr",".uk",".ch" .etc. The third type of TLD is the sponsored TLDs,
which ICANN recently introduced as a way for companies to create their own hierarchical
communities and include TLDs such ‘aapp",".edu” .etc. The nal few types of
domain TLDs are the infrastructural TLDs, suchapa and the reserved TLDs, for use
in local networks or demonstrations, suchlasalhost and.example .

Three types of nameservers respond to DNS queries, corresponding to the levels of
the domain name hierarchy. Root nameservers consist of a list of known DNS contact
servers that can then point to the next step of the hierarchy, the TLD nameserver. The

TLD nameserver is the server that holds the registrar's record of domain delegations inside
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that TLD and is tasked with providing the next point of contact in the hierarchy, which

is delegated to a separate organization. After the recursive resolver traverses the root and
TLD nameservers, it will arrive at theeuthority nameserver, the authoritative nameserver

is the last stop in the nameserver query. If the authoritative name server has access to
the requested record, it will return the IP address for the requested hostname to the DNS
resolver.

The hierarchy of the domain name system can be abstracted away from the clients
through a recursive DNS resolver, referred to as recursive or recursive resolver. Internet
service providers (ISPs) often operate recursive resolvers for their clients. However, it is
becoming more common for clients to turn to cloud DNS providers such as Google DNS
or Cloud are. When a client wants to access a domain name, it queries the recursive
resolver and awaits the nal response. In turn, the recursive resolvers must navigate the

DNS hierarchy to retrieve the requested resource for the client.

Figure 2.1: Example of the DNS resolution process.

Now that we have established the primary components of the DNS hierarchy, let us
explore how the DNS resolution process works in steps.
Figure 2.1 shows the process of resolving the domain naxaenple.com , which

is the domain suggested for use in such examples by IANA. The DNS resolution or DNS
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lookup process can be split into the following eight steps.

1: A client needs to connect to a resource with a domain name. A DNS request is

sent to the client's recursive resolver.

2: The resolver (assuming no previous caching) will contact one of the root DNS

nameservers.

3: The root DNS server will respond to the recursive resolver with the TLD DNS
nameserver (in this case, .com) responsible for the domain names under the TLD

Zzone.

4: The resolver sends the request to the TLD nameserv@m().

5. The TLD nameserver responds with the address of the Authoritative nameserver

for example.com .

6: The resolver sends the request to the Authoritative nameserver for the domain it

was instructed to look up.

7. The Authoritative nameserver responds with feecord (IP Address) for the

domainexample.com .

8: The DNS resolver then responds to the client that made the initial request for

resolution.

As we have shown, the steps that a recursive resolver follows during a typical resolution
process are simple and correspond to a hierarchical search of a distributed database. Also,
we note that DNS recursive resolvers utilize a caching mechanism as part of the DNS
protocol. That cache allows the resolver to skip the steps to obtain the answers to some

resources if an active record that can provide the reply is in the resolver's cache.
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2.1.2 DNSRecordsandTypes

After introducing the various elements of the Domain Name System's structure, we now
brie y describe how a DNS packet is structured and what different types of information it
can provide. We brie y explain the relevant information in each DNS packet and speci c
query types that provide us and our dataset with more information than a typical A-type
query.

In order to put these various types of information into context, we need rst to dis-
cuss the structure of a DNS record. Each DNS record can contain the following sections,
Header, Question, RecordsThe record section is partitioned into separate sections named
Answer, Authoritative, Additional .

Each DNS packet contains a header section. The information in the packet's header
section is crucial for the operation of the entire DNS and the ef cient routing of the packets.
For that purpose, the header contains information codes and ags that designate various
technical properties about the DNS packet, such as the size, if it is a response or a request,
if the server provides an authoritative response or not, and many more. Here we will brie y
discuss the labels relevant to our study and this thesis. The portion of the DNS header with
the highest relevance to us relates toR&@ODEwhich stands for the response code written
to the package by the DNS server replying. This information is important to us because it
contains information as to the status of the query and informs us if the resolution has failed.
One of the primary reasons for a query failure in our system NXDOMAINwhich is the
RCODEhat designates that the domain name does not exist.

The other portion of the DNS header, which provides us with information relevant to
our data collection system, is the sequence of ags that describe the contents of the packet
and inform us as to what the contents of the packet describe and what type of response
we have received. Other important identi ers are the query ©p& PE which indicates
the type of response the client requests, and the record tyRd6PE which indicates

the type of record provided in one of the answer elds by the DNS server. Various record
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types in DNS support additional types of information to be recorded. The most important
record type is thé type record, which encodes the IPv4 address of a domain name. Other
important types of records includ®AAA which provides the IPv6 address of a domain
name. Another popular DNS record type is @dAMEvhich forwards a domain to another
domain record but does not provide an IP address. This type of record is also referred to as
a Canonical namend is not a type that the client queries for, but DNS authorities can use

it to point to another domain zone. The other type of record that is informative for the DNS
servers and the DNS resolver but that the average user has little knowledge oNS the
record, which stores the DNS nameserver for a particular domain. The recursion process
generatedNSrecords as the recursive attempts to locate the Authoritative nameserver for
the user query.

Further types of records support other uses and protocols outside the typical user's
perception of a web browsing session. One of these DNS record typeshN®itezord,
which informs the client of the email server domain address and supports global email.
Another record type is th&XT record that allows the zone administrator to store text in
the DNS zone. The text can be anything encoded inside a DNS packet, but nowadays, it is
mostly utilized for email security.

DNS also supports more record types that are not widely utilized in day-to-day oper-
ations but can reveal a great deal of information about a DNS zone and how it operates.
Information that, when recorded, helps analyze topics such as domain name transfer of
ownership, as shown in subsection 4.3.1. One such record type that our system queries for
is SOArecord type, which stores administrative information about a domain and is essential
for the process of a zone transfer where a DNS nameserver transmits data to a secondary
DNS nameserver. Finally, we have the DNS record typ& for which systems or users
can query to obtain the domain associated with an IP address in a process called a reverse
qguery. Our system collects, processes, and stores the information included in these data

types when available, except for PTR. We do not query for PTR records as this is a reverse
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lookup process from IP to the domain, and our interest is in recording and mapping the
domain landscape and its associations. Speci cally, we send queries that request replies
for A, AAAA, MX, TXT, SOA records and collect and process every type that comes
through our recursive resolvers, including all of thi8andCNAMEype records generated

as part of the lookup process.

2.1.3 DNSvantagepoints

As we have now established some basic knowledge about the operation of the Domain
Name System and the kinds of information that it encodes, we will discuss one more topic
that is important to be well understood before we move into the chapters that detail the
operation of our system and compare it with other DNS data solutions. We need to discuss
the various proposed and implemented types of DNS data collection for these comparisons.
Dr. Weimer published the initial work describing the motivation and methods for DNS data
collection more than fteen years ago[1]. Since then, the security community has utilized
datasets captured in that fashion as the basis of what we call a Passive DNS dataset. In
order to understand the design decisions that we present in chapter 3, we need to have a
brief discussion and explanation of the available approaches for DNS data collection.
Figure 2.1 notes the two popular collection points of Passive DNS detimw the

recursiveand above the recursiyeeach approach yields a different kind of dataset. The
rst point of DNS data capture is below the recursive. If our capture point in the network
is just before the recursive resolver inside the local network, our dataset will contain all
requests and replies from all devices on the network to the DNS recursive. That type of
visibility records each request for resolution from every one of the clients with their full IP
address recorded.

The other popular collection point for DNS data is the point just above the recursive.
This collection point can record every packet that the recursive resolver sends as part of

the DNS resolution process and every reply the resolver receives. From this vantage point,
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we have no visibility into the IP addresses of the clients that submitted each query to the
recursive, but on the other hand, we record a number of packets that contain valuable in-
formation regarding the DNS hierarchy, suchNg&Stype DNS records, that are sent to the
recursive as part of the resolution process. That is why this is the observation point usually
utilized for Passive DNS data collection, as it retains the bene ts of having better visibility
into the DNS hierarchy and is also more ef cient than the alternative because it does not
record every DNS request and reply in the internal network, which in many cases includes
a large number of cached replies, and thus, redundant information for the types of research
we are targeting with our systemhales

Passive DNS datasets require network monitoring. For the dataset to be of any rep-
resentative value, the network should contain a certain amount of traf c representing a
proportion of the global or regional DNS traf c. A number of academic researchers have
utilized datasets captured from university campuses that tend to include many categories
of users, such as residential for student housing, business users in administrative positions,
and more. Others have obtained passive DNS data from a commercial provider. In this
short segment, we present some of the actual costs of obtaining passive DNS data from
commercial providers. Unfortunately, many providers do not publicly disclose their pric-
ing policies and require contacting their sales team or going through an online subscription,
and of course, the costs depend on the number of queries made, with full access being pro-
hibitively expensive for many researchers. For example, the following is the pricing for a
commercial provider of passive DNS data that provides three service tiers. The rst tier
of service is quoted as “PRO” and provides access to a passive DNS API with daily lim-
its of 2,500 daily and 25,000 monthly queries for a yearly fee of $10,000. The second
tier is labeled “ENTERPRISE” and provides access with API limits of 25,000 daily and
250,000 monthly queries for a cost of $60,000 per year. The nal option is the “ENTER-

PRISE +” option, which provides unlimited access to the query API and “real-time data
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feeds” for a yearly cost of $120,080This is only a sample pricing for access to passive
DNS data; unfortunately, most major providers do not offer public pricing and require a
sales inquiry, an additional barrier that security community members must clear in order
to obtain quality DNS datasets. Furthermore, all commercial providers require signing an
agreement that limits the information that can be disclosed and usually prohibits sharing of
the purchased data, which is essential for study repeatability. This information is always
subject to change, but we include it in order to put into context some of the actual costs and
limitations of obtaining commercial passive DNS datasets and what drove us to contribute
our very own DNS dataset, which is well documented, free, and open to the academic

community.

2.2 Previous Work

As we have already mentioned in the Introduction, the rst one to describe and advocate
for the use of passive DNS data was Weimer et al. [1] as a method that network operators
could use to investigate security events in their environments. In this section, we discuss
the kinds of work that in uenced and shaped our approach to studying such a complex issue
as the creation of Active DNS datasets. These datasets were meant to have applications in
the cybersecurity space without the issues of user data and privacy considerations as part of
the design. So we were inspired and guided by what others had done before us in an effort
to move the space further ahead. Then we document the works that inspired us to nd and

document other use cases for our dataset.

2.2.1 DNScollectionandmeasurements

After the introduction of Passive DNS, Zdrnja et al.'s work [12] was the rst that presented
how passive DNS data analysis can identify and study security breaches. Subsequently,

research using DNS datasets, such as Notos [13] and Exposure [5], began to impact security

https://iwww.spamhaus.com/product/passive-dns/
2https://www.farsightsecurity.com/order-services/
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by introducing the concept of reputation to DNS tree nodes through statistical analysis of
resolved passive DNS traf ¢ characteristics. Numerous researchers have since utilized
proprietary passive DNS data to develop security systems for identifying internet abuse [6,
7,14, 15, 16, 17].

Passive DNS has become an invaluable tool for network operators and security re-
searchers to combat internet abuse. Our Active DNS project aims to offer open access
to high-quality DNS datasets, similar to passive DNS, while addressing concerns about
personal information, nancial costs, and legal barriers for repeatable DNS research.

There have been numerous attempts by both private companies and government orga-
nizations to establish passive DNS repositories. However, the fees associated with these
commercial offerings can be prohibitive for researchers and network administrators. Per-
haps the most successful has bpassiveDNS[.Jcn  , which was swiftly dismissed as
an untrustworthy source of DNS information due to its place of origin. The logic behind
this development seems clear to us: the Chinese operators simply collected DNS records
that had already been censored by their egress sensors. In our project, we do not censor the
views of the recursive DNS servers tfidtalesuses to resolve the seed domain names on a
daily basis. Regarding active scanning efforts, the majority have been carried out by indus-
try. However, recent research from the academic community [18] has emerged that enables
researchers to scan the entire IPv4 space and use the results for open security research.
This is the work that most closely resembles our propoRealescollection system, but
with the signi cant distinction, Censys was created to scan the IP space, speci cally IPv4,
rather than the domain name space. Therefore, while researchers may be able to locate
some DNS logs within this extensive public project, our work supplements Censys and is
also intended to address DNS scanning and provides a well-documented and already, in
only a few years, well-utilized Active DNS data as we document in section 3.5. Several
works [19, 20] offer slight variations on our data collection model for active queries and

primarily document the scaling issues actively scanning for DNS data brings. They also
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offer new ideas on how other researchers can utilize actively collected DNS data.

2.2.2 TechnicalSupportScams

Miramirkhani et al. [21] performed the rst work we know of that de ned the Technical
Support Scam by focusing on scams delivered via malvertising channels and interacting
with scammers to identify themodus operandiAs we will focus on the dataset enrich-
ment methods we contributed to this project, we limit our discussion of related work to
those closest to our contributions. Speci cally, we focus on existing studies that cluster
abusive or malicious infrastructure. As we have mentioned in the related work to Active
DNS, several studies uncoverer previously unknown infrastructure and link it through DNS
datasets to known malicious infrastructure. This discovery is accomplished with assistance
from clustering algorithms to better identify potential campaigns based on infrastructure
information. These studies use different types of information in order to uncover these
campaigns, such as URL information [22], or IP and DNS infrastructure [4, 5], while oth-
ers focus on the content of the pages [23]. Hierarchical clustering techniques have also
been used effectively in a number of published works [24, 25, 26]. We expect to con-
tinue observing new studies utilizing these methods to identify malicious resources and
the infrastructure that hosts them to tackle emerging threats such as more sophisticated or

targeted TSS scams.

2.2.3 DNS ExtensionEDNS Client Subnet

Finally, we will discuss our work on EDNS client subnet (ECS) and other work that studied

information leaks from Internet protocols. The interaction of DNS and anonymity networks

has been well studied. Krishnan et al. [27] have shown how DNS prefetching can leak
information regarding users' activity online to the degree that information regarding web

searches can be inferred by simply logging a browser's resolution requests.

Zhao et al. [28] perform a deep analysis on each step of a domain name resolution pro-
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cess, showing information that can be inferred from users' private data by only looking at
public data. They also propose a simple range query scheme that can be used to protect the
user. In the same context, Guha and Francis [29] describes an attack by passively moni-
toring DNS-related traf c that can provide a variety of information about a user, including
location, habits, and commute patterns. Moreover, Bortzmeyer, in RFC 7626 [30] attempts
to enumerate the attacks and privacy implications, aggregated into six different categories,
made possible only using DNS; they concluded their work with several security consider-
ations on the matter. Lastly, Bortzmeyer also describes potential privacy issues and attacks
via monitoring DNS traf ¢ and examining the domain names included in packets, which
can be solved by implementing RFC 7816 [31]. On the other hand, ECS is a relatively new
technology and is motivated by the performance challenges related to the growing use of
public recursives [32], as discussed by Huang et al. [33].

The guidelines in the corresponding RFC [9] provide a general outline of how ECS
should be deployed and how ECS-enabled servers should be operated. Streibelt et al. [34]
demonstrate how one could utilize ECS-enabled authorities to uncover details about an
ECS-enabled zone's infrastructure and the owner using it. Recently, Al-Dalky et al. [35]
studied a more speci c aspect of ECS that has to do with the caching behavior of DNS
resolvers when it comes to ECS-enabled answers and the variety of different caching be-
haviors that can be examined. Our work focuses on a long-term study of the behavior and
adoption of ECS. Lastly, Otto et al. [36] have measured how adopting ECS can increase
the accuracy with which authorities can identify a client's geographic location and provide

better content delivery.
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CHAPTER 3
ACTIVE COLLECTION OF DNS DATA

3.1 Motivation

The Domain Name System (DNS) is a fundamental component of the Internet. Especially
considering that the Internet is still expanding both in active users and services being of-
fered, which inevitably means that the amount of traf ¢ that traverses each network is
ever-growing. Even though there have been changes over the years to how the Internet has
grown and how its component applications are being utilized, it is still the case that most
network communications on the Internet start with a DNS lookup, which maps a domain
name to a corresponding set of IP addresses, or other resources to contact. It has also been
well documented that cyber criminals frequently leverage DNS to be able to provide high
levels of network agility for their illicit operations. As an example, malware still relies
on DNS to locate its command-and-control (C&C) servers. Such servers are used to send
commands from the attacker, ex Itrate secret information, and send malware updates.

Initially, network operators relied on static blocklists in order to detect and block DNS
gueries to domains associated with malware operations and stop the abuse. However, static
blocklists can no longer keep pace with modern threats' quantity or network agility. That's
why the research community has proposed analytical systems [4, 5, 6, 7] that utilize pas-
sively captured DNS data to shorten the response time necessary to react to new threats and
keep networks secure.

However, such datasets are dif cult to nd, challenging to collect, and often require re-
strictive legal agreements. Furthermore, we have already noticed a shift towards encrypted
DNS communications, especially in the case of commercial open recursives. This situation

likely arose from the growing awareness of users about their privacy but has led to a situa-
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tion where established detection methods that rely on processing network-level information
are getting less and less effective at detecting malicious behavior. All these obstacles can
make further innovation in the network security space dif cult. It also creates a divide
between researchers with access to such datasets and researchers without access to large
amounts of funds that can enable them to purchase a commercially available dataset or
without access to a sizable network to monitor and collect their own limited dataset. This
situation ends up limiting the repeatability of research in the space and also makes it more
dif cult for new researchers to explore the value that DNS datasets can offer in the context

of security research.

The lack of open and freely available DNS datasets, thus, puts the security community
at a disadvantage because they lack access to the datasets describing a critical component
and infrastructure used by adversaries on the Internet. Clearly, the security community is
in need of open, freely available DNS datasets that can help increase situational awareness
around modern threats. This is further illustrated by the fact that most modern threats rely
on DNS for their illicit activities.

This chapter aims to provide a solution to this issue by introducing and documenting the
concept of Active DNS datasets while we discuss and present a new large-scale distributed
collection system we callhales which is able to systematically query and collect large
volumes of active DNS data. The output of this system is a distilled dataset that can be
easily shared with the security community. Our distributed collection sy3testeshas
been reliably active for more than six years and has collected many terabytes of DNS data
while causing only a handful of abuse complaints. The system has evolved and has been
upgraded to keep it in line with modern network demands and to make its operation more
consistent and easy to monitor while also ensuring that the resulting dataset is a complete

and accurate representation of the activity in the DNS.
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3.2 System Overview

In this chapter, we introduc&hales the name of our Active DNS collection system. We
will begin by discussing the network and system infrastructure necessary to collect active
DNS datasets systematically and reliably. Then, we will discuss the details of the domain
names that compile the daily seed for Thales. The section will be concluded by discussing
the long-term measurement behind the collected active DNS datasets.

The reliable collection of DNS data is far from easy. Thales was designed to retain high
availability, ef ciency, and scalability levels. The goal of Thales is clear; the generation of
active DNS datasets that will provide periodic snapshots of the DNS infrastructure several
times per day. These datasets will enable the security community to construct a timeline of
the evolution of threats on the broader Internet.

Our system, Active-DNS, comprises two main modules, as seen in Figure 3.1: (a) the
traf c generator and (b) the data collector. The rst is responsible for generating large
numbers of DNS queries using a list of seed domain names as input to the system. The
second module is responsible for collecting the network traf c and guiding these raw DNS
datasets for further processing (i.e., data deduplication). Since 2019 the implementation
of each of the modules has changed, but the overall data ow and results are similar. The
changes were made to improve the reliability of the system as well as increase collection

capabilities.

3.2.1 QueryGeneratiorinfrastructure

In order to achieve high availability, redundant systems are used to generate traf c. Linux
containers (LXC) [37] are set up across several physical systems, creating a DNS scanning
cluster of 30 LXC containers. Each LXC contains its own local recursive softivanel

is assigned a job where a subset of the overall daily seed domain names will have to be

resolved by a particular container. High ef ciency is achieved by increasing the rate of

We used the Unbound (https://www.unbound.net/) recursive software in every LXC container.
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Figure 3.1: The Seed API is responsible for collecting the seed domains from various
sources, and the Seed Generation reduces them to a list of unique domains. The container
Farm corresponds to the query generator which is connected to the Internet through a Net-
work Span. That, in turn, is sending traf c to the Collection Point from where data is being
reduced and stored for the long term on our Hadoop Cluster.

DNS resolution requests (a.k.a. queries per second) that can be handled by the recursive in
the LXC container. However, just increasing the resources of the LXC container will not
suf ce for the container to handle a large enough number of DNS requests. This is because
the local recursive in the LXC is bounded by the maximum number of ports that can be
used for UDP sockets. This means that the number of requests that a host can send has to
be limited to the number of available concurrent ports that the local recursive (in the LXC
container) can handle.

At any given time, a container could theoretically handle up to 64,212 ( 1029
sockets per IP address —and, therefore, 64,512 UDP query packets in transit. The LXC con-
tainers support custom network interfaces, which support assigning a different IP address
to each container. More speci cally, we use 30 contiguous IPs from an assigned IP block
of 63 available addresses (/26). Thus, they can send and receive8Qp t64,512 22
simultaneous DNS resolution requests from the infrastructure. These results are achieved
by deploying the containers on two physical systems. These two systems have 64 process-
ing cores and 164GB of RAM. It is worth pointing out that using LXC containers allows

us to scale the infrastructure horizontally by simply adding more systems to our scanning
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cluster.

As we have also mentione@haleswas upgraded in 2019. One of the main changes
to the Active DNS collection system was the introduction of a more exible container
management system based on Docker containers after they started supporting better VLAN
management options while also improving the performance and reliability of the system by
introducing automated monitoring systems into the system architecture. By utilizing, the
more modern Docker containers, we can more easily deploy more, self-contained workers

to expand our collection capability or introduce new features.

3.2.2 DomainSeed

Before Active-DNS can begin scanning the domain name system, it has to be provided with
a list of domain names that will act as candidates for resolutions. We will refer to these
domain names as theeedfor Thales. The seed is an aggregation of publicly accessible
sources of domain names and URLSs that we have been collecting for several years. These
include but are not limited to Public Blocklists, the Alexa list, the Common Crawl project,

and various Top Level Domain (TLD) zone les.

Figure 3.2: Number of domains over time per seed input. The security vendor list contains
about 1.5 billion domains, and from the TLDs com is obviously the largest one, with about
127 million domains.

More speci cally, we are using the zone les published daily by the administrators of

the zones for com, net, biz, and org. In Figure 3.2, we present the number of domains ob-
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tained by each zone le. Because of the relative number of small daily changes, compared
to the size of the zone les, the daily changes are not that apparent in Figure 3.2. We note
that the number of domains obtained by zone les changes as new domains get registered,
and old ones expire (and get removed from the zone). In Active-DNS, we input these zone
les that we collect daily to our domain seed. This way, our seed includes the current state
of each zone every day.

We also add the entire Alexa [38] list of popular domains to the domain seed. This
ability provides us with a large number of domains that would most likely be queried in a
network by users.

To capture domains that might not be available in one of the zone les, we built a
crawler that collects and parses domains seen in the Common-Crawl dataset [39]. The
Common-Crawl dataset is an open repository of web crawl data that offers large volumes
of crawled pages to anyone. We used components (i.e., URLs, HTML code) from the
common crawl dataset to extract only the domains of the pages visited. Due to the size of
even the Common-Crawl “metadata section” from the common crawl, we are still using the
data published last September 2015 and will start updating that list regularly. Because the
common crawl data is published in monthly releases, the domain list that we extract from
it and use in our seed list remains the same between updates.

A different list of data we utilize in our domain seed is a feed of “interesting” domains
provided to us by a security company. This feed provides us with domains that have been
observed to engage in forms of potentially malicious Internet activity. Because the feed
constantly provides us with new domain names, we gather all new information and append
it to the existing list of interesting domains. We push the updated list to our collection
infrastructure daily. The feed provides us with tens of thousands of new domains each day,
making this list one of the fastest-growing lists we use. Also, we use a collection of public
blocklist data to provide our data with interesting hand-curated domains that originate from

malicious activity. More speci cally, the public blocklists we employ are: Abuse.ch [40],
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Malware DL [41], Blackhole DNS [42], sagadc [43], hphosts [44], SANS [45] and it-
mate [46]. We aggregate these lists daily and input them into our domain seed by replacing

the old list.

3.2.3 DataCollection

In this section, we will discuss some of the unique details about how our DNS traf c cap-
ture system was implemented before its eventual update in 2020. Some more references
about the general issues surrounding the topic of DNS data collection are documented in
subsection 2.1.3. The requests submitted by Active-DNS were initially collected at two
vantage points. The rst point is on the container that has submitted the resolution request
for a given domain name. The second one is at3RANof the switch that routes traf c

for all of our containers. As mentioned earlier, we are utilizing several IP addresses from
several local virtual LANs (VLAN). These VLANs have been “trunked” to a single 1Gbit
interface on a host that collects all port 53 UDP traf c. We are collecting traf ¢ at both

points for redundancy and veri cation of correctness for the daily active DNS datasets.

3.2.4 ParsingandDeduplication

Capturing network traf c resulted (on average) in a massive 1.7TB of raw dgtadket
captureformat (pcap). This data was transferred to a local Hadoop cluster composed of
more than 20 data nodes, by that time. The Hadoop cluster was responsible for parsing the
pcap les, deduplicating the resource records (RRs), and converting the RRs into meaning-
ful DNS tuples of the following format{date, QNAME, QTYPE, RDATA, TTL,
authorities, count) as seen in Figure 3.3. Deduplication is a critical and impor-

tant step since many responses we collect remain the same throughout the day. That means
we only store the DNS tuples we referenced as unique per day for each tuple. Thus, after
removing duplicate RRs, we were left (on average) with approximately 85GB of processed

data daily.
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3.2.5 StorageSchemandconsiderations

As previously mentioned, operating Active-DNS generates more than a terabyte of packet
capture data daily. In order to be able to store and utilize the data ef ciently, we have to
process the network captures into some form of storage. Initially, we attempted to parse
the collected data and keep the entirety of every DNS packet we received. Unfortunately,
this proved impossible within a matter of weeks of continuous data collection and storage
of the data. We then took a detailed look over the dataset that we had been collecting. We
tried to identify the necessary information we need to preserve while removing the types
of information that a typical DNS packet contains, which would be redundant to store. The
decision of what information we discarded came down to the scope of the intended use
cases and the unique considerations of operating an Active scanning infrastructure. Specif-
ically, disregard information from the lower layers that are also captured in the process. So
we do not parse any information about Medium Access Control (MAC) or any IP or UDP
data since they are not the focus of our work and account for a signi cant portion of the
initial capture storage.

The obvious next step in our process is to process the DNS replies we receive as part
of Active-DNS. Because all DNS packets contain information provided by the client in
the reply, we can safely ignore that information as part of our long-term storage schema
since we provide that information. Thus, itis entirely predictable and under our control and
provides low informational value for the types of research we have developed this system.
There is also the consideration that keeping all of this data long-term would be redundant,
thus requiring more expensive storage. At the same time, it would reveal information about
our internal network layout to the people with whom we share our data. Considering that
we built Active-DNS with the explicit purpose of being able to share our datasets, it was an
easy choice to opt not to retain client information in the storage schema.

After considering all our limitations and design goals, we also decided to apply a dedu-

plication step. That became necessary because of the high volume of queries we send and
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because we try to query every domain in our seed list multiple times daily. This results
in multiple DNS replies that are identical from the standpoint of which elds in the DNS
packet remain static from query to query for the same domain. So we store only the unique
information for each queried domain per day.

As we have established, the processing and deduplication of the data were necessary
to run the program and achieve our research goals. The way we initially implemented
the parsing was by utilizing our Hadoop cluster. This allowed us to store the processed
information in HDFS, a high-level le system that allows easy data replication across a
cluster of nodes while also being easy to work with from within the Hadoop paradigm. Our
process ingests packet capture les and runs them through an application written based on
the Map-Reduce programming paradigm that works well for distributed systems.

Initially, the Map stage parses the network capture information and keeps only the elds
inside the DNS packet we intend to store. This step results in a tuple of date and time, query

name, query type, response data, TTL, and authority IP.

Figure 3.3: A sample record from our original dataset that shows the data elds that are
stored. Theauthority IPs eld represents the authoritative nameservers that replied
for this domain name and theurs variable captures the hour of the day that this record
was seen in a 24-bit integer.

In this step, each DNS reply is a tuple of the mentioned data elds. We then utilize
the reduce step of the paradigm to deduplicate the DNS information. The nal output is
a unique tuple for each queried domain per day, including the date of scanning and the

information we extracted in the previous step attened so that each domain occupies only
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one tuple per day. For that, we have to modify how we store the data. Instead of keeping
the exact time and date of the query, we simply reduce the resolution of the date eld to
contain only the resolution up to the datBDATAIs stored as a string of the response
contained in the response data in the capture and is described bypbe as to what

type of information it provides. Because multiple authoritative nhame servers can serve
domains, as is good practice, we modify the authority IPs elds to contain a list of all the
authoritative IPs that have given us this exact answer for that day. We also calculate how
many tuples were attened and add it as a count eld. Finally, we add some information
about the sensor that sent the query.

The eventual output is in the Avro format and was stored as mentioned on our Hadoop
cluster. The average nal le size for a typical day is around 75GB to 80GB. This makes
utilizing our collected data more ef cient as we can utilize the programming capabilities
of Hadoop to run applications that will generate a result or simply process them for storage

on a database-like system such as Hbase of Apache Hue.

3.2.6 Thales2.0

After several years of sucessful operatidhaleswas upgraded in 2019. This upgrade took
advantage of newly available technologies and allowed Active DNS to continue to be an

asset to security community [47].

3.3 System Reliability

The original Active-DNS publication presented initial measurements from the dataset that
had been collected for a little less than six months during the time of the original pub-
lication of this paper. Over six months of operation, Active-DNS was able to identify
approximately 10,714,784 unique IP addresses, 199,110,841 uniqgue domain names and
662,319,389 unique RRs per day. Figure 3.4 shows the average distribution of IP ad-

dresses, domain names, and RRs per day from October 5th to March 3rd, 2016.
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Figure 3.4: Volumes of IPs, resource records, and domains observed with Active-DNS.
March 7th was the day when we started querying for the QTYPEs: SOA, AAAA, TXT,
and MX. There were two full outages on October 25, 2015, and January 23, 2016. On
December 6, 2015, we had an outage that lasted for most of the day, but we were able to
recover the system later in the day.

During these months, we experienced two minor outages. The rstwas when the system
was initially set up because of an update that was not rolled out correctly and caused the
system to go of ine. Therefore, there is no data available for the day of October 25, 2015,
and our operational policy has been updated to avoid future interruption. On January 23,
2016, our campus data center was undergoing maintenance for the cooling infrastructure,
which caused a temporary shutdown of all our systems that were outside our immediate
control.

Active DNS can now mitigate such cases because of all the work we have made to ren-
der the system portable, allowing us to move it to another location within a day's prior no-
tice. This was an active area of improvement as it also offers capabilities such as scanning
from speci c locations, etc. Also, on December 6, 2015, early in the day, we encountered
a hardware failure on our system that was detected early in the morning. We recovered the
system and performed a check of all important components by the same afternoon. Af-
ter the system check, we immediately restarted the collection process, but there was not
enough time in the day to go through the entirety of our seed list. The signi cant dip in

the data depicts this. This incident was not a total outage since we collected some data
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for the day. Over the years, the system's stability has been similar to the performance we
maintained during our rst year of operation. Most outages are resolved within a day and
have only resulted in a minor data loss. After some targeted updates to various system
components of haleswe managed to successfully operate a large-scale network collection
system that has been scanning for more than six years and has thus amassed an archive of

all these years.

3.4 Comparison of Active and Passive DNS datasets

Passive DNS has been an invaluable weapon in the community's arsenal for research com-
bating malware, botnets, and malicious actors [4, 6, 7, 48, 49]. Passive DNS, though, is
rare, dif cult to obtain, and often comes with restrictive legal clauses (i.e., Non Disclosure
Agreements). At the same time, laws and regulations against personally identi able infor-
mation (PII), the high nancial cost of the passive collection, and storage infrastructure are
some of several reasotizat make passive DNS cumbersomeThe primary goal for the
Active DNS dataset is to reduce the barrier to (repeatable) security research on DNS or to
use of DNS data. This section shows how active DNS relates to and contrasts with tradi-
tional passive DNS. We will see that, while not a true replacement for passive DNS, Active
DNS is able to create DNS datasets that, in many cases, contain an order of magnitude

more domain names and IP addresses.

3.4.1 DocumentingDatasets

We will rst discuss how we obtain our passive DNS datasets. Our passive DNS dataset
consists of traf ¢ collected at our university network. The collection pointis beflbwand

above the recursiveThis means that we collect the responses on both paths; (1) between
the (anonymized) clients and the local recursives and (2) between the local recursives and
the upper layers of the DNS hierarchy (i.e., name servers, top-level domains, etc.). For

the active and passive DNS comparison, we decided to utilize datasets collected during the
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entire month of March 2016.

(a) Active DNS.

(b) Passive DNS.

Figure 3.5: The distribution of different query types (QTYPE) in the Active (left) and
passive (right) DNS datasets. The Active DNS dataset is sustaining the same volume of
records per day, by design, whereas the passive DNS dataset is uctuating more over time.
Note the growth after March 28, when the Spring Break was over, and the Institute was
operating at full capacity again.

Figure 3.5 and Figure 3.6 show eight plots of the distribution of records in both our
Active and passive DNS datasets. Note that all plots are log-scale fprakis. As we can
see, the Active DNS dataset is stable with few uctuations compared to passive DNS. This
is primarily an artifact of the collection technique since the daily changes in the domain
seed is minimal. On the other hand, the passive DNS dataset is primarily driven by the
behavior of the users on the local network, which may vary on weekends, holidays, and
during speci ¢ periods such as exams. This explains the sudden increase in traf ¢ for

passive DNS since our campus network experienced a reduction in traf ¢ from Na¥ch
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until March 25" during spring break. Therefore, Figure 3.6¢ shows an increase to more
than double the unique resource records (RRs) identi ed per day after Monday, R&irch
when the spring break ended.

It is worth noting thafThalescan generate an order of magnitude more unique domain
names, IP addresses, aRBATAIn the Active DNS dataset (see Figure 3.6, sub guaes
to €), compared to the passive DNS data, collected at a large university. This means that in
actual DNS records, the Active DNS dataset is more than comparable to the passive DNS
that someone can collect in a large university. Now, as we can see from Figure 3.6, (f),
Active DNS cannot create as dense graphs of resource records as someone would expect
to nd in passive DNS data. This is somewhat expected, as in Active DNS, Thales is
scanning all possible domain names that can be seen in our public sources. This inevitably
will include rare domain names, and in the context of a graph compiled by RRs, they will
form islands. While not necessarily bad, we advise researchers to take cautionary sanity
steps when they utilize the Active DNS data for spectral processes. With the diversity of
the various query record typeQTYPES9, we are able to identify the two different datasets
compared can be seen in Figure 3.5a and Figure 3.5b. Although there is a signi cant
difference regarding the volume of the records available, on average, the visibility is very
similar since we are collecting the most popu@f YPEswhen querying for the active
DNS datasets. However, as seen in Figure 3.7, Active DNS collects consistently more
response typeRTYPES per domain for the same week and domains compared to passive
DNS with a median of RTYPEsin passive DNS and RTYPEsin active DNS. This is
because Active DNS queries for all of its se@@YPEsper day and per domain while in
passive DNS, th@TYPEsand therefordRTYPEshave to be generated by organic traf c
(e.g., Active DNS will scan for MX record$)TYPELS) for all of its seed domains per day

while in passive DNS this activity may not be observed consistently).
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(a) Unique domain names per day. (b) Unique IP addresses per day.

(c) Unique resource records (RR) per day. (d) Unique responses (RDATA) per day.

(e) Unique, effective second-level domaiff) The density of the Resource Records graph
names per day. in the Active and passive DNS dataset.

Figure 3.6: The distribution of different records in our Active and passive DNS datasets.
The plots show that ACTIVE DNS can generate orders of magnitude more data than the
passive DNS collection engine (Figures a to e) and is much more diverse (Figure f).
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Figure 3.7: Unique RTYPESs per domain CDF.

3.4.2 PassiveandActive DNS dataapplications

We do not intend Active DNS to replace Passive DNS in all security research applications.
Here we explicitly discuss some of the advantages and weaknesses of each. Understanding
when it is appropriate to use passive or Active DNS, the conclusions we can draw from
each dataset, and their limitations are fundamental to the success of projects built on DNS
datasets. We conclude this section with a taxonomy of research projects we have identi ed
that successfully utilize Active DNS, highlighting the impact of our work.

Coverage Breadth: The generated queries are the main factor that limits the breadth
of coverage for both Active and passive DNS datasets. In the case of passive DNS, these
gueries are generated organically by the users and system of the monitored network. Web
browsing, automatic updates, security appliances, and email are just some of the activities
that result in DNS requests. The size, security posture, and type of network will all play
a role in what domains resolutions are included in the dataset. A university's research
network will query for a different subset of second-level domains than a network consisting
of primarily residential customers will.

On the other hand, in Active DNS, the breadth of queries we perform results directly
from the seed lists we aggregaléhalesqueries every domain in the seed every day. When
available, zone les make an excellent core component of the seed list because they allow

us to enumerate the domains of the respective TLD, irrespective of popularity or usage.
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However, not all TLDs make their complete zones public. For example, Thales will not
query for everyRU domain, only those that also appear on one of our additional seed lists
because we cannot access fR& zone les.

With this in mind, Active DNS is better suited for mapping the infrastructure of second-
level domains in most cases because if provides a large breath. chapter 4 highlights this
point as we could identify related TSS domains before the scammers used them. How-
ever, researchers with access to passive DNS can continue successfully using it to map
infrastructure, provided the domain in question is queried for by a system on a monitored
network. In certain speci c instances, passive DNS may be preferable, for example, when
the second-level domain does not appear in our seed list. Combining both will provide the
largest available breadth of coverage for infrastructure mapping.

Coverage Depth:When comparing the depth of coverage of passive vs. Active DNS,
we examine the coverage subdomains beyond the second-level domain and the diversity
of RTYPEs observed. For subdomain depth, Active DNS focuses on the second-level do-
mains. In this way, it sacri ces depth for breadth, taking only a surface-level snapshot
of each second-level domain. This disparity becomes more noticeable when considering
disposable domains and dynamic DNS, which can contain rich behavior at the third or
fourth-level domain. With this in mind, tasks such as determining the network footprint of
a speci ¢ organization utilizing a small number of second-level domains is best performed
using Passive DNS datasets (provided they have suf cient coverage). The second com-
ponent of coverage depth is the number of unique resource records obtained for a speci c
domain. On average, Active DNS provides mBEYPESper domain, which we discussed
in the previous subsection.

Temporal Considerations: Active DNS queries all domains systematically, with sev-
eral hours between successive resolutions. The temporal patterns of passive DNS arise
organically. In many cases, this will result in passive DNS datasets having more frequent

resolutions for popular domains in the network (especially those with short TTLs) and more
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speci ¢ coverage of less popular domains within the capturing network.

Human factors play a key role in passive DNS, while the periodicity with which Active
DNS performs queries is independent of our cultural calendars. Work hours, weekends,
and holidays all affect the volume and diversity of DNS activity, particularly in corporate
and university networks.

For example, Active DNS cannot capture a full picture of fast- uxing domains, which
may change how they resolve much faster than the multi-hour timescale on which Thales
gueries. The same is true for malicious domains registered and mitigated within a 24-hour
time window before being added to our seed list.

Behavioral Considerations: Passive DNS datasets can provide additional context sur-
rounding a domain that is not captured in Active DNS. For example, determining the rela-
tive popularity of two domains is not possible using only Active DNS but can be estimated
using passive DNS, at least within the capturing network. A security researcher might es-
timate the impact of a potentially malicious domain by counting the number of unique IPs
guerying for that domain in a given passive DNS dataset. The analysts need to account
for factors such as mobility, IP churn, pollution, and biases in the dataset, but this type is
mainly possible in passive DNS and not Active DNS. For that reason, tools designed to
help network administrators understand the state of their speci ¢ networks will continue to
require passive datasets.

Overall, when both Active and passive DNS datases are suf cient to perform a par-
ticular experiment, we assert that researchers should choose to use Active DNS. This
choice dramatically increases the work's repeatability and removes ethical considerations

surrounding client privacy.

3.5 The impact of Active DNS data on security research

As we have established, DNS datasets have been utilized in security research and creating

security applications [13, 6, 7, 14, 5], with passive DNS being the most popular intelli-
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Table 3.1: Taxonomy of works that utilized Active DNS data

DNS Features Infrastructure Additional
Category| Reference Domain Name Features Non-A/AAAA RecordMapping Expansion Temporal Modeling/Evaluatio
Antonakakis2016[50 X X X
Alrawi2021 [51] X X X
§ Kintis2017 [52] X X X
2 Tian2018 [53] X X
% Mi2019 [54]
= Avgetidis2023 [55] X X
5 Hoang2020 [56] X
2 Khalil2018 [57] X X X X
o Bushart2018 [58] X
Lee2021 [59] X
Becker2019 [60] X
Hoang2020 [61] X
5 Portier2019 [62] X X
£ Romero2017 [63] X X X
o Zhou2021 [64] X X X
Romero2016 [65] X X

gence source. However, as we have pointed out, passive DNS data is costly to purchase
and collect, comes with legal obligations, is only local to the monitored network, and has
limited DNS resources. To make access to DNS data easier, free of charge, and available
to the security community and researchers, we presérttiates This collection system
gathers DNS data by actively submitting DNS resolution requests for domain names. In
this section, we will document how the research community has utilized our Active DNS
dataset by presenting a number of publications that utilize Active DNS data.

To demonstrate the value of our collection system and the resulting dataset, we highlight
the reception that our work received from the academic community members. Since its
presentation, our collection system and data-sharing infrastructure have enjoyed a healthy
amount of interest from other security community members for academic and internal pro-
tection purposes. We have been thrilled to have discovered that our work has enabled new
types of research, either due to the simple act of sharing our data or by documenting our
system; we have been inviting others to experiment with the value of actively queried and
collected DNS data. Among the users of our dataset, the most obvious would be the other
members of the academic community that have obtained and used our Active DNS dataset
to produce further works in the academic eld, some of which are exceptionally in uential

in the security eld.

41



Table Table 3.1 presents a taxonomy of the published works that have used the Active
DNS dataset since it was originally shared. We observe that most of the publications utilize
the dataset for cybersecurity and privacy related research, while we also observe applica-
tions in network measurements [56, 62] and graphs and visualization [65, 64, 63]. Moving
into how the dataset is being utilized into the published works, we witness that infrastruc-
ture mapping and expansion are the two most prominent uses. This is to be expected as
Active DNS provides a wide coverage of hundreds of millions domain names per day and
these studies use it to map out the infrastructure of the domain names of their works but
also identify new domain names hosted on the same or nearby infrastructure (infrastructure
expansion). Furthermore, we observe that Active DNS is being used as a dataset for feature
extraction and evaluation of various detectors and systems [54, 57, 60], as a large seed to
study domain name squatting [52, 53] and nally as a dataset that provides wide access to
non-A or AAAA DNS responses for measuring the operational use of TXT records [62]
and for identifying benigif€NAMEhains [58]. Lastly we observe that many studies utilize
multiple days, month or even years of Active DNS data to observe the temporal changes in
domain name to IP mappings.

Issa Khallil et al. [66] were some of the rst researchers that utilized Active DNS data
that we shared using our program to achieve malicious domain detection using only Active
DNS datasets, which was then validated by external ground truth. Their work shows that
despite the limitations'Active DNS data can be utilized to construct strong associations
among domains and subsequently detect malicious domains with high accurbey”’
arguments for using Active DNS data instead of other datasets echo our motivations for
developing and building a data-sharing system. They note that using Actively collected
DNS data instead of passive DNS prevents any misplacement of user data and bypasses the
dif culty of obtaining a quality passive DNS dataset with comprehensive coverage of the
entire domain space. Their work demonstrated that even though active data contain more

limited information than other types of DNS data, active DNS data “is an important and
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easily accessible information source for malicious domain detection.”

However, due to its nature as both a proposed system that anyone can implement and
a dataset that we offer freely to the research community, Active DNS required some time
for researchers to become familiar with the potential of the dataset and expand its potential
uses. One of the more in uential works that utilized our data, along with other types of ac-
tively collected Internet data, was the very widely cited work by Antonakakis et al. [50] in
“Understanding the Mirai Botnet.” As is documented in their work, the researchers utilized
several Actively collected datasets, such as Censys [67] data and our own Active DNS,
which was a signi cant contributor to DNS Resource Records. Using both Active DNS
and passive DNS records, the researchers expanded their ability to identify shared DNS
infrastructure by linking related historical domain names (RHDN) and related historic IPs
(RHIPs). In conjunction with the other datasets, Active DNS was used to research the own-
ership of C2C infrastructure. With the help of clustering and data from other DNS sources,
researchers could identify various independent C2 clusters that shared no infrastructure,
which lent credence to the idea that there were multiple active bot operators during their
study period. This effort highlights the use case for Active datasets in assisting malware and
resource attribution efforts in the security community. We also utilized and documented the
process of using Active DNS to link related historical domain names and related historic
IPs in our work on Technical Support Scams in section subsection 4.2.1.

Then we saw the work by Kintis et al. [68] on “Hiding in Plain Sight: A Longitudi-
nal Study of Combosquatting Abuse,” where the authors introduced the conceminef
bosquatting in which attackers register domains that combine a popular trademark with
one or more phrases to confuse the potential victim. Their work relied heavily on access
to DNS and domain name data, and as such, they utilized Active DNS along with passive
datasets to measure the impact of this newly documented phenomenon. One of the critical
ndings in this work is that the number of combosquatting domains is steadily rising in

active and passive DNS datasets while traditional abuse domains remain stable over time.
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The most important nding, though, was that due to the way combosquatting domains are
formed, there is no practical upper bound to the number of combosquatting domains that
can be generated per domain, a feature in contrast with other types of domain squatting.
They could also provide a picture of the infrastructure hosting these combosquatting do-
mains thanks to the extensive breadth of coverage provided by Active DNS.

Furthermore, our work has also been utilized by researchers without a traditional secu-
rity background. Active DNS data was instrumental in the work by Rosa Romero-Gomez et
al. [63] with the title “Towards Designing Effective Visualizations for DNS-based Network
Threat Analysis.” In this work, the authors design an interactive threat analysis visualiza-
tion that relies on DNS data to assist security researchers in threat detection. Active DNS
was used as the dataset on which the visualization platform was built. Active DNS offered
a wide breadth of data without the need for considerations such as user consent and was
provided for free in a parsed format. Not only was their work successful, but they could
demonstrate the usefulness of their visualization platform by conducting a user study of IT
security practitioners and having them perform various tasks, all of which were built and
performed on top of our Active DNS dataset.

Our work and data collected for Active DNS have also been utilized in research into
user privacy and how new protocols might affect user privacy regarding DNS communi-
cation. The work of Nguyen Phong Hoang et al. [56] aims to assess the privacy bene ts
of proposals, such as DNS over HTTPS/TLS (DoH/DoT) and Encrypted SNI (ESNI), by
considering the relationship between host names and IP addresses, the latter of which are
still exposed. For the authors to be able to quantify the privacy implications of the var-
ious protocols, they had to conduct active DNS measurements to obtain a large number
of samples. So they turned to Active DNS as a source of active DNS data as well as set
up their own infrastructure with vantage points in different geographic areas to investigate
how much a network observer can learn about the domains visited by a user based solely

on the IP address information captured from encrypted traf c.
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Another work by Nguyen et al. [61] tried to present the rst study of co-located websites
since 2007. Their study relied on Active DNS measurements to conduct an empirical study
that revisited web co-location using active DNS datasets collected from the Active DNS
project. Their results show that the web is still small and centralized to a handful of hosting
providers, with more than 60% of websites co-located with at least ten others in a group
comprising less popular websites. In contrast, 17.5% of most popular websites are served
from their own servers, the study found. Their work also mentions that this study was
conducted using Active DNS datasets, primarily the already mentioned and documented
extensive coverage of the domain space provided by the large seed that Active DNS utilizes.
It also mentions some limitations due to the decision to use Active measurements, such as
the potentially limited amount of regional IPs if all the queries are conducted from a single
location.

We also identify interest in producing datasets that offer some of the advantages Active
DNS offers, such as no recorded personal user data. One such work is by Pavlos Pa-
padopoulos et al. [69] in which the authors try to create a Privacy-preserving Passive DNS
dataset. Their solution relies on existing dataset manipulation regarding user privacy and
tries to evaluate how effective it would be for a typical Passive DNS dataset to be converted
into a privacy-preserving DNS dataset. The authors in their work mention Active DNS as
a different approach that inspired their work but with different research goals. So we can
see that Active DNS is not only mentioned as a dataset that was utilized in the project but
also as a research idea and a solution to an engaging, thought-provoking problem that the
community has still not reached a consensus about the best approach to user data privacy
or the user privacy implications of passive DNS data usage in research.

Another interesting use of our Active DNS data comes from the work of Jonas Bushart
and Christian Rossow [58]. They study DNS ampli cation attacks against the core DNS
infrastructure and then develop and present a new application-layer DoS attack against

core DNS infrastructure that uses ampli cation. The authors utilized Active DNS data to
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identify legitimate use cases for o @NAMEhains in their work. They identi ed that the
longest validCNAMEhain in our data in 2016 was eight, while resolvers such as Unbound
have a typical limit totCNAMEhases of nine. So we can see that active DNS can also be
used as a simple snapshot of the typical behavior of DNS responses for a large percentage
of the Internet, and in this work was utilized to identify a typiCMAMEhase length and

then make suggestions about limiting the chase length to prevent DoS attacks, such as the
one they propose, while also allowing for legitimate and be@iAMEises.

Aside from the use of the Active DNS dataset, Active DNS is also one of the featured
works in a study by Yuri Zhaniarovich et al. [70] in which the authors present an extensive
survey of malicious domain detection systems that utilize a variety of DNS datasets. Their
work documents many of the instrumental detection systems that inspired our work and
include a discussion of the performance of the various detection systems utilizing many
different datasets. The work further contains a discussion about the impact of the data col-
lection aspect of the work. Their ndings concur with what we will present, that Active
DNS datasets can assist in discovering malicious domains even before their actual mali-
cious use if the active DNS collector habmad coverage of the domain hame space

Another use-case for our Active DNS dataset is mentioned in the work by Ryan Curtin
et al. [71] in which the authors propose a DGA domain detection system by utilizing re-
current neural networks and side information. The authors mention that due to the lack
of easily obtainabl&VHOISinformation and especially after the passing of the European
GDPR regulation®WHOISbecoming less and less effective at providing side-information
about domains for classi cation. Hence, the authors point out systems such as Active DNS
as a different channel of information that can be used to enrich their system along with
implementation such as Alembic [72], which tries to identify domain name residual trust.
We present an implementation of Alembic in section subsection 4.3.1 that is based solely
on Active DNS data, mainly non-frequeRiTYPEssuch asSOA to provide residual trust

results without the use of anyyHOISdata.

46



Altogether, it is evident that th€halescollection system and the Active DNS dataset
it generates have received signi cant interest and attention from the academic community,
with researchers using it to produce new works mainly in the security eld but also in
the measurement and visualization elds. From active threat detection, to measuring the
Mirai botnet and how big the web iFhalesand the Active DNS dataset have been valu-
able resources for the academic community, providing new insights, enabling new types of

research and making access to large DNS datasets easier.

3.6 Summary

As mentioned throughout this work, DNS is vital to the operation of the Internet. Users,
systems, and services rely on its operation for most network communication—often with-
out even realizing it. Malware is no different. It makes use of DNS to locate C&C servers
and provide network agility. Despite all its uses and applications in network security, it is
incredibly dif cult to gain access to large, open, and freely available DNS datasets. Such
data is often burdened with privacy regulations or access restrictions even when available.
This severely limits the pool of security researchers that can leverage DNS datasets in their
work. Furthermore, it limits the repeatability of existing DNS-based research. There was a
need in the research community for access to large, open, and freely available DNS data. To
that end, this work shows how we built a new system, Thales, to query and collect massive
guantities of DNS data starting from publicly available lists of domains (e.g., zone les,
Alexa, Common Crawl, etc.). We are releasing this system's resulting active DNS data to
the public. Since this data is derived from public sources, it can be easily incorporated
into new or existing research without having to worry about privacy regulations or access
restrictions.

To prove its merit, we provide an in-depth comparison between active DNS and a pas-
sive DNS dataset collected on a large university network. Overall, this analysis showed that

active DNS data provides a greater breadth of coverage (i.e., a greater quantity and greater
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variety of records). Still, passive DNS data provides a denser, more tightly connected
graph. Due to these differences, we provided some case studies demonstrating how active
DNS can be used to facilitate new research or even re-implement existing DNS-related re-
search (thus promoting repeatability). We sincerely hope that by opening up Active DNS

to the security community, we can spur more and better research around DNS.

48



CHAPTER 4
INFRASTRUCTURE EXPANSION THROUGH FREE ACTIVE DNS DATASETS

4.1 Motivation

Our second contribution builds on top of the work in Active DNS by utilizing the dataset

to expand our observational reach and document novel enrichment techniques while at the
same time dealing with a real-world problem affecting millions of users. The rst published
demonstration of Active DNS enrichment techniques and utility is the study of Technical
Support Scams (TSS), which was a joint research project with Bharat Srinivasan [8] and
published at the World Wide Web Conference in 2018 (WWW18). In this work, Bharat
designed and executed a search-engine-based system for discovering TSS. After identifying
more than 3,996 TSS-related FQDNs operated by TSS scammers, we utilized Active DNS
to identify 5,225 new FQDNSs totaling to 9,221 FQDNs. Since TSS is a cross channel
abuse observing a more complete picture of the infrastructure of the scam operators would
require passive DNS visibility from multiple different geo-distributed carriers and ISPs.
Active DNS is a prime alternative of a free and without privacy restrictions dataset that we
utilized in this work to identify new malicious infrastructure that was not visible through
the search-engine-based system, as Thales is querying daily the majority of the gTLDs
where most of the TSS related domains reside [8].

In this chapter, we will quickly document the experimental setup and demonstrate the
methodology and module that led to signi cant expansion in visibility, as well as show how
well-known network enrichment techniques allow us to discover more previously unknown
TSS domains. Furthermore, we present how similar data enrichment techniques can allow
us to utilize our Active DNS dataset to study a wide variety of security-related issues. The

results of these case studies are presented in section 4.3.
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4.2 Active DNS Network Enrichment of the Infrastructure of Technical Support

Scammers

The Technical Support Scam (TSS) is a prevalent cybersecurity issue wherein malicious
actors deceive their targets into transferring signi cant sums of money for counterfeit tech-
nical assistance services. This deceptive practice has persisted since the Internet became a
routine aspect of daily life for the general populace. Initially, TSS involved scammers con-
ducting unsolicited calls to individuals while impersonating legitimate technology vendors.
Over time, it has evolved to encompass advanced online manipulative techniques, aimed at
coercing potential victims into contacting phone numbers under the malefactors' control.
Prior research, such as that by Miramirkhani et al. [21], has documented the diverse array
of methods employed by TSS websites to reach unsuspecting individuals, particularly by
exploiting domain parking and ad-based URL shortening services to serve advertisements.

However, TSS scams utilize a number of other social engineering and technical meth-
ods to spread and avoid detection. To that end, in this work, we aim to provide a more
comprehensive study of the TSS environment. The initial contribution of this study was the
ability to scan and identify TSS pages by actively crawling for them, which was performed
by Bharat [8], and we will quickly summarize before we expound on the second contribu-
tion of this work. The second contribution focuses on utilizing Active DNS data to expand
our observational reach and document novel enrichment techniques while at the same time
dealing with a real-world problem affecting millions of users. We will document the theory
and proof of concept experiments we performed to verify the validity of our data enrich-
ment methodology; then, we will document the experiment that allowed us to expand the
initially identi ed scam domains by30% We show that well-known network enrichment
techniques allow us to discover many more previously unknown TSS domains.

In this work, the authors utilized a data-driven methodology to explore TSS tactics

and infrastructure used to support search-and-ad abuse. To achieve this, Srinivasan built a
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search and crawl web engine to collect various data about TSS websites. Then we assisted

by helping design, implement, verify, and provide data for the Network Ampli cation Mod-

ule NAM). In this section, we will brie y discuss the methodology used by Bharat [8], to

provide context on the study and then move on to describe the NAM implementation, its

impact on the study and the infrastructure analysis of the TSS domain names.

4.2.1 Methodology

The system, in total, implements TSS data collection and analysis functions and consists

of the following six modules:

1)

(2)

3)

(4)

()

The Seed Generator module creates search query phrases likely to be employed by
individuals seeking technical support resources. This module leverages a known
corpus of TSS webpages from Malwarebytes and a probabilistic language modeling

approach to generate these search phrases.

Utilizing the generated search phrases, the Search Engine Crawler (SEC) module
extracts technical support-related content from widely used search engines, such as
Google, Bing, and Yahoo!, through search results (SRs) and sponsored advertise-
ments (ADs). Additionally, the SEC mines a few lesser-known search engines, in-
cluding goentry.com and search.landl.com, which we have identi ed as being ex-

ploited by technical support scammers.

The Active Crawler Module (ACM) proceeds to monitor and document URI redirec-
tion events, HTML content, and DNS data associated with the URIs/domains present

in the ADs and SRs gathered by the SEC module.

The Categorization Module, which incorporates a pro cient TSS website classi er,

distinguishes TSS SRs and ADs based on the acquired content.

Employing DNS information, the Network Ampli cation Module (NAM) enhances
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signals derived from the labeled TSS domains, such as host IP addresses, to broaden

the set of domains delivering TSS through an enrichment algorithm.

(6) Finally, the Clustering Module utilizes the collected data on TSS domains to group

domains exhibiting similar attributes at both the network and application levels.

Our direct contribution to this project was tbNS Crawlercomponent of the Active
Crawler Module. It offers a portion of the Active DNS dataset we have already documented
in chapter 3 and was provided as an already deduplicated and processed dataset.

More information about the other components of the analysis system can be found on
the originally published work [8], along with more details about the operation of each mod-
ule. Next, we focus on the development and implementation of the Network Ampli cation

Module, which was our other contribution to this work.

Figure 4.1: X-TSS threat collection and analysis system.

4.2.2 NetworkAmpli cation Module

In this research, we build upon the documented methodology for utilizing search listings
to identify active TSS websites, which provides a foundational level of understanding
surrounding these scams. It is conceivable that incorporating network enrichment tech-
niques on our Active DNS dataset can further this intelligence, revealing additional TSS-
supporting domains that the search engine crawler might have missed.

One indication of these supplementary TSS domains, that we exploit in this work,
comes from the sharing of network-level infrastructure with already recognized TSS do-
mains. In this context, a DNS request resolves a domain name, d, to an IP address, IP, at
a speci c time,t, generating dd,ip,t) tuple. LetD; s represent a set of labeled nal-

landing TSS domains. For each domdi2 D; s, we calculate two sets: (RHIP(d),
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the set of all IPs mapped to domain d as documented by the DNS Crawler within the time
window T, and (ii) RHDN(ip), the set of domains historically connected with iher the

ip /24 1P subnet in the RHIP set within the time winddw , where is also a time unit
(typically one week in our case). Subsequently, we compukg nan (d), representing

all domains related td at the network level as discovered by fREIIP-RHDNexpansion
(network enrichment method).

For each domaid® 2 Dip rman (d), we evaluate if the associated webpageis a TSS
webpage using the classi er module (subsection 4.2.2). Only if this condition is met, we
adddto an enrichmentseR%¥  tss(d), linked withd, as co-location can occasionally be
misleading [73]. The cardinality of the nal enrichment set provides the enrichment factor,
A(d). We de ne the expanded set of TSS domals, tss, as the union of all enrichment
sets. Combining the initial domain s&; s, with the expanded sdEf  tss, yields the

nal set of fraudulent technical support domaiRg tss. The data relating to historic

DNS resolutions originate from our prior work on the Active DNS project section 3.2.

4.2.3 Network EnrichmentEf cacy

The network-level enrichment process or NAM was instrumental in uncovering additional
TSS domains. After removing domains with enrichment fagt¢d) < 1, we were left

with a conservative estimate of 2,623 domains in Ehe s set, contributing to the ex-
pandedRHIP-RHDNset,E 5. Figure 4.2 displays the cumulative distribution of these
domains' enrichment factors. Approximately 60% of the domainsAkéd) 50, while

the remaining 40% had (d) > 50, with a maximum value of 275.

Altogether, the total number of unique FQDNSs hosting TSS content was 9,221, com-
prising 3,996 TSS FQDNs from nal-landing websites in search listings and an additional
5,225 TSS FQDNSs identi ed through the network-level enrichment process using the Ac-
tive DNS dataset. These extra domains were not visible in search engine results or visited

by anyone on the university network. Without the Active DNS data querying new domains
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Figure 4.2: CDF of the network enrichment factor, A, of nal-landing TSS domains dis-
covered using search listings.

upon registration, we would not have access to these. The 9,221 FQDNs correspond to
8,104 TLD+1 domains, demonstrating the substantial impact of enrichment in discovering
domains not visible through search listings alone. The network enrichment process also
revealed 840 passive-type TSS domains co-located with one or more aggressive TSS do-
mains, suggesting that some passive scams are operated by the same individuals behind the
aggressive ones—a nding that diverges from the original non-ampli ed set where aggres-

sive and passive TSS domains appeared uncorrelated.

4.2.4 TSSStudyEnrichmentConclusion

In this section, we have showcased how a free dataset, Active DNS, can help enhance the
visibility of a prominent work by identifying new TSS domain names through infrastructure
enrichment thus increasing the domain visibility b$0% Future works can utilize the
freely available Active DNS dataset and implement a similar enrichment process as NAM

,demonstrated in subsection 4.2.2, to expand the visibility of their studies.

4.3 Abuse Detection using Active DNS Case Studies

With these considerations in mind and the information provided about the operation of

our system, we have exposed several of the dataset properties from the active DNS data
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and have further shown how information enrichment techniques can be utilized in order
to take advantage of these new Active DNS datasets. We should clarify that our goal is
not to claim any of the following abuse detection processes as a novel contribution. All of
them have been discussed in previous works in the eld. Instead, our goal is to practically
demonstrate, using the actual Active DNS datasets, the security merit that Active DNS data
can offer to the research and operational security communities, by simply adopting existing

research and network security techniques.

4.3.1 Enhancingdl'he DetectionOf Domain'sResidualTrustChange

As we've established in the TSS case study the associations between the organizations and
infrastructure that support and host a domain name can assist us in identifying malicious
domains, even before they are utilized. This leads us to the topic of domain reputation
and how that reputation changes based on infrastructure observations about each domain,
a topic that we studied in the following case study.

On the Internet, domain names serve as trust anchors for numerous systems and ser-
vices, and for many, ownership of a domain is enough to prove one's identity. Work by
Lever et al. [74] opened a discussion about the problems caused by the use of domains as
trust anchors. It showed that residual trust, implicitly inherited by domains after an own-
ership change, is a root cause of many seemingly disparate security problems. Therefore,
identifying changes in ownership due to expiration or any other cause is an important prob-
lem in protecting against the potential abuse of residual trust. WHOIS [75] is typically used
to discover more information about the owner of a particular domain, and thus, it would ap-
pear to be a natural t for creating a remedy to this problem. However, collecting WHOIS
data at scale is outside the grasp of most organizations due to rate limitations imposed on
the automated collection of WHOIS records by domain registrars. It is also less helpful as
time goes on due to privacy policies that registrars offer automatically to new clients as well

as regulations that limit the amount of personally identi able information that can be in-
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cluded in the WHOIS information. To make matters worse, any potential limits frequently
vary by registrar, further adding to the complexity of reliably collecting WHOIS data at
scale. To circumvent this problem, Lever et al. proposed Alembic [72], a lightweight algo-
rithm for locating potential ownership changes that rely solely on passive DNS data. This
algorithm relied upon three different components: changes in infrastructure, changes in
lookup volume distribution, and changes in SOA records.

While passive DNS might be simpler to collect for any large network, it is also very
sparse as we discussed on section 3.4, resulting in two limitations with respect to Alembic.
Scores can only be computed for domains observed in passive DNS and that have suf cient
historical resolutions. Active DNS would thus seem like a natural t as a way to enhance
the existing datasets assisting in alleviating these limitations. First, as Figure 3.6a has
shown, Active DNS is capable of capturing many more effective second-level domains
than passive DNS. Given that the passive DNS dataset used for comparison was generated
from a large university network, this result is signi cant. It demonstrates that even large
networks have dif culty matching the breadth of domains that can be collected using Active
DNS querying and effective seed management. Next, active DNS querying can consistently
gather speci ed DNS record types over time. In particular, Figure 3.5b and Figure 3.5a
show that active DNS results in substantially more SOA records than passive DNS each
day. Since one of the key components of the Alembic scoring is SOA records, Active DNS
should be able to enhance the performance of the Alembic scoring algorithm. While active
DNS provides many bene ts, it is important to note that the one component Active DNS
cannot enhance is the lookup volume distribution of domains. This component is derived
from user behavior observed in passive DNS, and therefore, there is no analog in the Active
DNS dataset, as we have previously mentioned.

To evaluate whether Alembic could work using only active DNS, we implemented a
modi ed version of the algorithm, with the assistance of the original author, that excluded

lookup volume distribution as a component and used a xed window size of two weeks.
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Figure 4.3: Histogram showing the distribution of Alembic scores for March 27, 2016.

Then we computed scores for March 27, 2016, using our modi ed algorithm. In total,
this resulted in 63,332,836 domains with non-zero scores, where larger scores indicate
higher con dence in an ownership change. The distribution of those scores can be seen in

Figure 4.3.

4.3.2 EnhancingPublicBlocklists

Another documented use for Active DNS is the system's ability to enhance blocklists and
other datasets containing malicious resources or targets. In the case of Public Blocklists,
that information is part of Open Source Intelligence (OSINT) and is often used by the
security community for various reasons, both operationally (e.g., as a blocklist of domains
or IPs a device should not contact), and in research and development (e.g., as a means to
train and evaluate a detection system).

As we showed previously, section 3.4 Active DNS data collected by Active DNS has
had visibility into malicious domain names for several days, even months, before they are
identi ed and released in a malicious domains list. To further demonstrate the advantages
that Active DNS data collection compared with static blocklists, we performed an exper-
iment when the system was rst documented and our work was published. We collect
malicious domains that appear in public blocklists and then identify them in the Active
DNS dataset.

Due to the nature of Active DNS, we can use the collected data to reveal abuse signals
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about domains before they are identi ed as domains participating in actual malicious use.
Blocklisted domains, for example, are an interesting category of candidate indicators of
abuse that can be registered, set up, and pointed to an IP location well before they are
used in malicious activities. Thus, Active DNS could be used as a potential source of raw
datasets that can be utilized for timely domain abuse detection.

As we have already discussed, we could gather a plethora of public domain name block-
lists alongside the active DNS data collection. As expected, domain names in these block-
lists also appeared in the Active DNS traces we collected while operating the Active DNS
project. We identi ed two important dates for all the domain names seen in both the public
blocklists and Active DNS data. The rst date denotes the day Active DNS initially probed
the domain name. This behavior is driven by the addition of the domain in our seed list
that can be caused by a change in any of the zone les collected daily from any top-level
domain authorities. The second important date we identi ed is the rst day one of the
many blocklists we collect (on a daily basis) actually listed this domain name as part of a
particular abusive activity.

We compared the rst-seen dates of blocklisted domains and the rst-seen date of a do-
main resolved by Active DNS. We plotted the results in a cumulative distribution function
(CDF) that depicts the time difference in days between a resolution in our passive collection
or a resolution in Active DNS data and the appearance of the domain in a public blocklist.
Negative values denote the number of domains that have rst appeared in our Active or
passive DNS data before eventually getting blocklisted. On the other hand, positive values
represent domains that had been blocklisted before they had a resolution in our data.

It is worth pointing out that not all the public domain name blocklists were used as a
seed domain source for Active DNS, rather the ones described in section 3.2. We point
that out because we should expect a fair amount of both positive and negative values in
these CDFs. Positive values indicate that a domain name was rst seen in a blocklist and

then in either the active or passive DNS data that we present in Figure 4.4, while negative
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values indicate that the domain was rst seen in any of our DNS collections before being
blocklisted.

It is readily apparent by the plots presented at Figure 4.4 that DNS datasets in general
and Active DNS, in particular, tend to have early visibility when it comes to domains
compared with public blocklists.

One of the reasons for this performance is that our system, Active DNS, resolves do-
mains that came in part from zone les for major top-level domains. It queries any domain
registered in that zone within a day after it was registered and added to the zone le. This
behavior creates a temporal history of the DNS activity capable of describing the IP in-
frastructure history that supported the domain name, before blocklisting, at the time, and
after it was blocklisted. This is a new and very useful property that Active DNS datasets
can freely offer to the security community, and it is a property that is rarely seen in passive
DNS data. Active DNS exhibits this behavior for a simple reason compared to traditional
passive DNS; infections get remediated, and hosts are mobile, thus making it hard for the
network operator to passively observe the network evolution of the infrastructure that sup-
ports a domain. On the other hand, Active DNS effectively creates a timeline of resolutions
for a speci ¢ domain, accompanied not only by IP information but also by other record
types and any other data we collect and store through our active queries. Thus, Active DNS
is able to offer a strong signal augmenting existing passive DNS data to which researchers
and network operators have access. This point has already been demonstrated in chapter 4
where we apply the network enrichment techniques using a variety of datasets. The ef cacy
of this process in the context of our Technical support scam (TSS) work can be found at
subsection 4.2.3, and it shows how the technique was able to expand our effective visibility
for the TSS project.

Figure 4.4 shows the CDF plots for different classes of malicious domain names ( Fig-
ure 4.4ato Figure 4.4d). The values plotted include the domains in our Active and passive

DNS datasets that have been blocklisted. Several instances of these domains are found
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(a) Zeus malware. (b) Spam.

(c) Phishing. (d) Exploit.

(e) Difference of days from the rst time a(f) The difference between the rst date a

domain name was seen in Active and passiptocklisted domain was seen in Active DNS

DNS before it appeared in a PBL. versus the passive DNS dataset for the domains
that were seen before they were blocklisted.
Approximately 70% of the 17,000 domains
that exist in both datasets and were blocklisted
were seen rstin the Active DNS dataset.

Figure 4.4: Cumulative distribution of the rst seen date in active and passive DNS, sub-
tracting the rst seen date of the same domain in a PBL for Zeus, Spam, Phishing, and
Exploit domains.
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in our dataset long before they were blocklisted; for example, 50% of domain names as-
sociated with spam was queried approximately 2.5 months before they were added to a
blocklist. On the other hand, we do not have the same visibility for ephemeral types of
attacks, such as phishing or exploit kits. In the latter two cases, approximately 75% of the
domain names are queried by Active DNS at least one day earlier than blocklisting, with
the 50% mark being approximately 50 days earlier.

In total, 42,000 domain names have been blocklisted while also appearing in our Active
DNS dataset. From this set of domains, 30% were queried, and DNS data were collected
for approximately 100 days before the blocklisting instance ( Figure 4.4(e)). For 75% of
the block-listed domain names, Active DNS has been collecting and storing data for more
than a week before they appeared on a PBL. Considering that PBLs have been used as
ground truth for various security systems [15, 76, 77, 78], anyone with access to such a
dataset would have the ability to utilize this data over time to model the behavior of these
domains and identify the threats long before current systems, or even dare we say, before
the adversaries utilize them.

On the other hand, we could identify 20,000 domain names in our passive DNS dataset
that also appear in blocklists. The dashed line in Figure 4.4 plots represents these domain
names. Approximately 50% of the domain names that are blocklisted appear in the passive
DNS data feed, with only 25% revealing themselves 50 days earlier than the blocklisting
event, as shown in Figure 4.4e. In this case, we have to note that there are only 20,000
domain names that were blocklisted, and the visibility that the passive DNS dataset pro-
vides us is approximately 15% for the 100 days mark. About 50% of all the domain names
were seen roughly two days before they were blocklisted, likely due to the domains being
actively utilized by the malicious operators. This clearly supports our claim about the merit
of Active DNS datasets and how well they complement existing passive DNS repositories.
The early linkage between domain names and IP infrastructure witnessed by the active DNS

data will be able to enrich the signal that passive DNS data contains, potentially making
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local DNS modeling efforts easier for researchers and operators.

In most cases, as shown, the active DNS dataset contains domain names far before they
appear in either the passive DNS or the blocklist dataset. Note that the intersection between
Active and passive DNS records that have been blocklisted is approximately 19,000 domain
names. Almost half of the domains in the active DNS dataset and 95% of the domain names
in the passive DNS dataset. Passive DNS seems to show better results in the early days for
the spam domain names case ( Figure 4.4b), but active DNS catches up very fast (within 15
days) and then loses the advantage again at the time of the block listing events (0 points in
the plot). This is expected as spam is a high churn, wide breadth, and low-yield malicious
activity.

Lastly, Figure 4.4f depicts the difference between the day a blocklisted domain name
was rstseenin our Active DNS dataset and the day it was seen in our passive DNS dataset.
This includes only the domain names seen before the PBLs included them. Approximately
17,000 domain names were found in active and passive DNS before they were blocklisted.
The vast majority of them were rst resolved by Active DNS at least one day before a
system in our university visited it, thus capturing it in our passive dataset. Approximately
40% of the domain names were already resolved by Active DNS for more than 100 days
before they appeared in the passive DNS dataset. An observation that supports our claims
that Active DNS can provide early data and a timeline of activity for domain names that
might be utilized for malicious purposes in the future.

The majority fell in the range between 0.4 and 0.5, and further inspection revealed that
the SOA component contributed the most to these scores. In short, most of the scores in this
range resulted from changes in the domain's SOA record. Since we saw very little differ-
ence in hosting infrastructure, these scores could be the result of minor changes within the
SOA record. The following most extensive range was between 0.9 and 1.0 and consisted
of 5,652,910 domains. According to the algorithm, domains with a score in this range are

most likely to have undergone a change in ownership. 5,625383%) of these domains
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had a score of 1.0, indicating that both infrastructure and SOA records had undergone com-
plete changes. Indeed, we found 10,885 of these domains on a public service's list [79] of
expired domains for March 27, 2016. The remainder of these domains provides interesting
cases for further study. Our modi ed version of the Alembic algorithm, initially proposed

by Lever et al., provides an interesting example of how active DNS can be used to enhance
or extend existing research. Without Active DNS, deploying an algorithm like Alembic
would require access to a large-scale passive DNS dataset (e.g., university, enterprise, In-
ternet service provider). However, using openly available Active DNS data, as offered by

this research, can help remove the barriers to using or deploying existing DNS research.

4.3.3 TrackingMaliciousDomainNamesin Non-RoutabldP Space

The nal case study around the applications of Active DNS data that we will demonstrate
in this chapter focuses on the study of BogoBegonsare private, reserved, or otherwise
unallocated network blocks [80, 81, 82]. Bogons, for any average internet user, should
be boring since they should not be hosting anything in the context of the global Internet.
But occasionally, a domain name, likeessisux|.]bix (on March 2016), resolved to
a bogon like0.0.0.0 despite the fact this IP can not host anything. The presence of a
domain name, however, indicates a service that should be globally reachable exists. These
“nonsense” resolutions are at times caused by miscon gurations, brand protection services,
and occasionally malicious actors. To investigate further, we don our threat researcher hats
and analyze domain names that resolved to bogon IP space during our analysis. Here
we focus on malicious infrastructure as it is a primary interest of the security community.
However, we also note that Active DNS data that resolves to bogons would be useful in
other contexts, such as identifying potential trademark infringements.

We identi ed two known malicious campaigns in the subset of bogon data: “Operation
Hangover” and “CopyKittens.” The former is the infrastructure of a cyber espionage threat

targeting government, military, and private sector networks with some ties to India [83].
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Table 4.1: Operation Hangover and CopyKittens Attack Group Infrastructure and Domain
Names.

Operation Hangover CopyKittens
alertmymailsnotify[dot]com alhadath[dotlmobi
cloudone-opsource[dot]jcom big-windowss[dot]jcom
download-mgrwin[dot]Jcom cacheupdatel4[dotjcom
necessaries-documentation[dotjcom  fbstatic-akamaihd[dot]com
newsfairprocessing[dotjcom fbstatic-a[dot]space
onestop-shops[dot]com fbstatic-a[dot]xyz
servicesloginmail-process[dotlcom  gmailtagmanager[dotjcom
servicesprocessing[dotjcom haaretz[dot]link
websourceing[dot]jcom haaretz-news[dotjcom
worldvoicetrip[dot]jcom mswordupdatel5[dotjcom

mswordupdatel6[dotjcom
mswordupdatel7[dotlcom
patch7-windows[dot]com
patch8-windows[dot]jcom
patchthiswindows[dot]com
walla[dot]link
wethearservice[dotjcom
wheatherserviceapi[dot]info
windowkernel[dotJcom
windows-drive20[dot]Jcom
windowskernell4[dotjcom
windows-my50[dot]com
windowsupup[dotljcom

Domain names are seen in Active DNS data for this threat are shown on the left-hand
side in Table 4.1. The latter is infrastructure for threats targeting “high ranking diplomats

at Israel's Ministry of Foreign Affairs and some well-known Israeli academic researchers

specializing in Middle East Studies” [84] and its active DNS domains are shown on the

right column in Table 4.1.

These are helpful indicators despite the fact these attacks are known and likely inac-
tive. Neutered yet unidenti ed infections are likely still operating in networks today, which
should lead to incidence responses and damage assessments. For example, knowing the
speci ¢ internal machine that was infected with targeted malware is valid even after an at-

tack has taken place. An end-user device on a company's corporate network has different
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implications than a locked-down server in a data center or the CEQ's laptop. Interestingly,
some targeted threats resolve to bogon space, while active, to reduce their network foot-
print [85]. This suggests a signal for malicious detection in the non-routable IPs that can

be found in Active DNS data.

4.4 Summary

In this section, we demonstrate actual applications of how the freely available Active DNS
dataset can be utilized to expand the network visibility of security relevant studies and tasks
and how it can be used to complement passive DNS datasets and aid in abuse detection
efforts. More speci cally, in section 4.2 we showcase how the Network Ampli cation
Module has expanded the visibility of Technical Support Scam domain nam&308%
Furthermore, in section 4.3, we demonstrate how Active DNS can be utilized for other
research and operational activities in network security settings ranging from being used
as an alternative to passive DNS data to identify changes in the residual trust of domain

names, to enhancing public blocklists and the tracking of malicious domain names.
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CHAPTER 5
STUDYING THE OPERATIONAL IMPACT OF CHANGES TO THE GLOBAL
DNS INFRASTRUCTURE THROUGH DISTRIBUTED ACTIVE PROBING

5.1 Motivation

The work in this chapter presents a study of the deployment of a DNS extension called
EDNS Client Subnet (ECS) [9], which was initially proposed as an experimental Internet
draft in 2011 [86]. The ECS extension changes how client IP information is shared with
upstream DNS infrastructure in order to optimize Content Delivery Network (CDN) selec-
tion. It provides more granular client information to authoritative DNS servers that reveal
information about the underlying client making a request. This entire process is transparent
to end users who receive no indication of whether ECS will be used by their recursive DNS
server. ECS is currently "on by default” for all traf c through many of the largest open
DNS recursive servers. To date, this extension has been adopted by many of the largest
open DNS providers on the Internet —including Google Public DNS, OpenDNS, Quad9,
and NextDNS [87, 88, 89, 90].

The resulting widespread adoption of the ECS extension by commercial open recur-
sive resolvers means that information is now shared across many networks on the Internet
that previously did not have access or visibility to such information. This is potentially
problematic because DNS sometimes leaks information about user behavior. For example,
the automated DNS behavior of some applications (e.g., web browsers) can reveal limited,
indirect information about local users [91]; that is the reason for recommending that DNS
prefetching is disabled when dealing with sensitive applications. In addition, DNS attacks
on anonymity networks, such as Tor, have been demonstrated. Still, they are either patched

or are based on the non-trivial capability of monitoring the recursive footprint used by most
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Tor nodes [92].

Furthermore, information leaks through anonymity networks have long been addressed
by SOCKS tunneling of UDP queries [93]. Beyond these potential security issues, ECS
fundamentally alters the privacy expectations traditionally associated with using a shared
recursive DNS server. Therefore, the potential to exploit these negative repercussions of
ECS must be studied and better understood.

Although ECS is only an extension to the DNS system, with potential implications for
user privacy, we were further interested in studying it in order to gure out how it would
affect Thales our Active DNS collection system, and what the impact, if any, of the newly
introduced data elds would be to our system capabilities and the value of the resulting
dataset. As we studied the history, discussions, and implementation of ECS, we identi ed
that it might offer new, valuable information to DNS collection systems. Seeing as we were
already in the process of nding new use cases forthalesinfrastructure and also laying
out the potential updates to the system that we mentioned in chapter 3, we decided to try
and study the effects of this new DNS extension and also try to utilize these new data elds
in the DNS packet to enrich our DNS based datasets and more speci cally if we should add
and store ECS data elds in our existing Active DNS collection.

Beyond the potential adverse side effects, we note that ECS introduces bene ts to end
users and security researchers. Numerous open DNS providers offer extra features built
on top of DNS, such as content Itering, ad blocking, malware protection, and more [88,
90]. These features may be attractive to end users looking to protect their networks. How-
ever, before ECS, such users may have incurred a performance penalty for switching DNS
providers due to CDN optimization based on proximity to a client's recursive DNS server
rather than the client's actual location. Thus, ECS allows users a greater choice of DNS
providers without a performance penalty.

Additionally, as we also mentioned, we started work on this project in order to explore

whether the ECS extension can allow security researchers to gain more signi cant insights
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into potential infections above the recursive DNS server than they would with a traditional
passive DNS collection. This would be particularly valuable to security researchers when
monitoring DNS queries at the authoritative DNS server, which sees all non-cached queries
for a zone, as mentioned in subsection 2.1.3. Additionally, due to the way it is implemented
and deployed, ECS provides a potential added bene t for organizations running DNS sink-
holes. By providing wide-reaching client-level visibility, DNS sinkholes can be used to es-
timate infected populations and provide different responses to clients in different networks
if ECS information is appropriately collected and stored. This extra level of visibility can
be used to generate previously impossible insights before ECS's introduction.

This work aims, primarily, to understand the real-world adoption of ECS since its incep-
tion by utilizing existing datasets and exploring the operational applications that a system
such asThalescan provide to researchers. It further seeks to provide a discussion of the
potential security bene ts and pitfalls introduced by ECS, especially concerning the topics
of user privacy, forensic investigations, and further expanding operational security mea-
surements. It then tries to identify whether these new data elds in the DNS packet can
offer further information and enrich our Active DNS collection system and, in general,
DNS datasets. It accomplishes these goals by providing a longitudinal study of ECS de-
ployment using DNS data collected from several vantage points before and after its of cial
adoption in 2016. The outcomes of our investigation can be summarized in the following

contributions:

* We measure the ECS adoption from the perspective of three different DNS authorita-
tive name servers to show how the protocol grew before and after its of cial adoption
in 2016. We show that, despite being an optional extension, ECS has seen steady

adoption over the years, with numerous DNS providers now supporting it.

* We show how ECS reveals more information about the clients making DNS requests

and discuss the effects of this increased visibility. We discuss how it may provide
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more freedom to end users and how it can aid security practitioners. At the same
time, we discuss how it potentially exacerbates existing threats and offers researchers

better forensic investigation capabilities through user location information.

* We examine the practical bene t provided by ECS to end users by using a combi-
nation of Alexa domains and our active collection infrastructure to construct a novel
experiment that identi es one interesting operational applicationhaiesin assist-
ing us in studying the DNS infrastructure itself. We show that the vast majority of
highly ranked ECS-enabled domaiis notbene t from the use of ECS. Thus, most
ECS-enabled domains appear to exacerbate existing privacy problems related to DNS

without any bene t to the end user.

5.1.1 Evolutionof DNSwith ECS

The typical resolution process, as we have mentioned already in subsection 2.1.1 can be
conceptually split into two parts. The rstis the communication between the stub resolver
(client) and the recursive, seen in steps (1) and (8), which is said to betaw the recur-

sive The second is the iterative resolution process shown in steps (2) to (7), which is said
to occurabove the recursiveBelow, we discuss how the adoption of ECS enables entities
above the recursive to acquire client-speci ¢ information that was not available to them

before.

Figure 5.1: Legacy DNS network topology. Typically, recursion took place in the user's
own autonomous system, and authorities were often situated in the same AS as the web
server. Both DNS and HTTP traf ¢ followed the same network path.
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Figure 5.2: Modern DNS network topology. Increasingly, clients query a “cloud DNS” host

or open resolver situated at a different autonomous system, and modern websites frequently
outsource DNS management to third parties. Due to the inclusion of ECS information in
DNS requests, a fraction of autonomous systems that would otherwise be unrelated to the
path between the user and the actual web server are now in a position to gather client-
speci ¢ information about browsing (or other) activity.

Figure 5.3: lllustration of the iterative name resolution process. In the diagram, the recur-
sive is labeled as RDNS, and the authority is referred to as Auth.

EDNS Client Subnet (ECS) [9], has been adopted by most large open recursives [94,
95], which does not change the resolution process below the recursive but augments the
information exchanged between recursives and authorities. Without ECS, only communi-
cation below the recursive (step 1) reveals the IP address of the clients. Thus, authorities
receive no information about who is performing a query other than the IP address of the
recursive. For example, as shown in Figure 5.1, only the IP address of the recursive DNS
(RDNS) server is revealed to entities outside the local autonomous system (AS).

What primarily changes with the adoption of ECS is the information contained in the
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communications above the recursive, which is shown in steps (2) to (7) in Figure 5.3. The
steps are still the same; the main difference is that when the recursive resolver and the
authoritative DNS servers support ECS, the DNS packet contains the extra information to
help the authority identify the user's general geographic location. This change has come
about due to the changing landscape in how DNS resolutions are performed nowadays. The
rise of open recursive DNS servers, which are typically situated in separated ASes than the
users (as shown in Figure 5.2), disrupts the optimal delivery of content (e.g., as performed
by CDNSs), which previously assumed users were proximate to their resolvers. When a user
resolves the name of a CDN-enabled website, the authority DNS server would respond
with a web server address close to the recursive instead of the actual user. Thus, a North
American user relying on a European DNS server could be directed to a non-local CDN
mirror, slowing the resulting TCP connection.

ECS attempts to address this issue by including a truncated portion of the client's IP
address, referred to as tBeurce netmaskn all subsequent requests made by the recur-
sive to an authority supporting ECS. An authority usually indicates that it supports ECS by
including a scope netmask in reply to an ECS-enabled query. On the other hand, some re-
cursive resolvers send ECS-enabled queries to all authorities. This added user information
allows selecting a mirror that is in close proximity to the actual user, not just their cloud
recursive. According to the ECS protocol [9], the source netmask should be determined
using the most detailed network information available to the recursive, but by default and
what we have observed in practice, it includes the rst three octets of a client's IP address.
An authority may include in its responseseope netmastat can guide a recursive's fu-
ture choice of source netmask. Including a scope netmask by the authority is one way to
signal that the authority supports ECS. The scope netmask indicates the authority's desired
source netmask length, which should correspond to the minimum length that will allow for
an optimal answer with respect to network performance. The recursive resolver also uses

the scope netmask to help with caching an answer; based on the documentation, the an-
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swer from an ECS query with a scope netmask indicates the scope under which the answer
is valid, and the recursive can proceed with caching the answer for the clients under the

speci ed netmask. The caching behavior and the potential issues that can arise from it are

further discussed in [35].

Finally, the discovery process of ECS authorities by the resolvers varies but usually
relies on the recursive resolver sending ECS-enabled queries and observing if the authority
responds with a scope netmask in most cases. Some operators repeat the discovery process
over time, while other recursives do not keep a list of authorities that support ECS and

instead send ECS-enabled queries to all the authorities.

5.1.2 Implicationsof ECSMisuse

One might think that the information that ECS introduces to the DNS packet does not
present any additional privacy leakage since the actual HTTP traf ¢ will eventually reveal
a user's IP address to the web server (and all entities along that path). However, this is not

true on the modern web for two main reasons:

1. The recursive DNS server is often situated in a different AS than the user.

2. The authoritative DNS server is often situated in a different AS than the website.

Consequently, when resolving a domain name, there is no guarantee (and should be
no assumption) that the same organization will manage both the DNS server and the web
server. ECS introduces new ways to expose the added user information to parties that would
typically not have visibility in the traditional DNS resolution case. When using an ECS-
enabled cloud-based recursive, the DNS resolution request might have to follow a different
path between the recursive and the authority (red line Figure 5.2). For example, a user
located in a European country using an open cloud-based DNS resolver could have their
DNS packet information leave the con nes of their ISP and traverse outside third-party

networks on the way to the DNS resolver. This is a case of below the recursive information
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leakage and applies to all DNS queries before and after ECS adoption where the DNS
recursive resolvers are outside the user's ISP network. On the other hand, after the cloud-
based DNS recursive accepts the query, if the recursive support ECS, all subsequent hops
from the recursive to ECS supporting authorities would include the client's ECS-related IP
pre x. When, in this case, the authority is on a different path, signi ed by the red line in
Figure 5.2, all the hops will receive the unencrypted ECS IP pre x of the client. This ties
back to point (1), where even when the authoritative is in the same AS as the web server
(e.g., as shown in Figure 5.1), the network path from the user to the web server will be
different than the path from the third-party open DNS resolver (e.g., Google's 8.8.8.8) to the
web server. More importantly, regarding (2), due to the increasing reliance on third-party
DNS hosting services (e.g., No-IP, EveryDNS, EasyDNS, Afraid, Zoneedit, Cloud are),
the path between the recursive and the authoritative may be completely different than the
path between the user and the web server, as shown in Figure 5.2.

As we show in section 5.3, it appears there is signi cant misuse of ECS on the Internet.
While, in many cases, this may pose no privacy concerns, in others, the users' anonymity
may be seriously jeopardized. For example, Kintis et al. [50] discussed how this informa-
tion could enable highly stealthy and targeted man-in-the-middle and surveillance attacks
against dissidents, minorities, and even entire industry sectors. This information leak po-
tential is even more sharply debated at the beginning of the new decade after the impact of
the ever-shifting legal landscape was realized due to a number of legal changes and interna-
tional awareness about minority populations. This awareness brings renewed focus to the
potential privacy impact and the actual freedoms of populations under mass surveillance
systems, especially considering that ECS monitoring can be enabled at any point of transit
along the global network path, and utilized as a coarse sieve for the selection of populations
for further investigation, due to their Internet activity.

In any case, it cannot be denied that users can indeed bene t from ECS; however,

its correct and absolutely necessary deployment is paramount in order to minimize the
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possibility of privacy leakage.

5.2 Methodology

In this section, we discuss how we study the adoption of the ECS protocol by recursives
from three different vantage points and investigate the client information sharing due to
ECS from the perspective of the authority (i.e., whdtitional client-related information

ECS shares with authorities) and its applications. We rst describe the datasets and provide
statistics about the observed legacy and ECS-enabled requests throughout our different
collection sources. Then, we demonstrate that the ECS protocol is already widely adopted
across our sources and constitutes a signi cant percentage of the DNS traf c. Next, we
demonstrate how the ECS-enabled captured traf ¢ can be utilized to provide a view of the
clients behind the ECS-enabled recursives that make the DNS queries to the authoritative

servers through a sinkhole authority case study.

5.2.1 Datasets

Top Level Domain (TLD): This historical dataset consists of queries to popular Top-Level
Domain (TLD) zones. The DNS queries for this dataset span one year, from July 2014 to
July 2015, beginning just before the wide adoption of ECS. This source gives us a coherent
view of the rst years of the ECS adoption and shortly before the release of the RFC (RFC
7871 [9]) in 2016.

DNS Zones: This DNS dataset consists of DNS traf ¢ to authoritative DNS servers for
several popular zones. The data from this authority ranges from March 2017 to June 2019.
It contains DNS traf ¢ for 9.8 Million unique IPs. We are utilizing this dataset to get a
coherent view of ECS adoption after the of cial release of the RFC.

Sinkhole: Our sinkhole passive DNS data consists of a total of 24 sinkhole domain names
related to targeted attacks from Advanced Persistent Threats (APTs) and typosquatting [96,

97] and combosquatting [52]. When users visit these sinkholed domains due to social
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engineering or a typographical error when typing the domain name in the browser, our
domain names get resolved, and we record the resolution process.

ISP DNS dataset:This dataset was collected by a large ISP (top 10) in North America over
the rst ve days of April 2019. This ISP provides services over the entire North American
region and provides us with real-world information about the state of ECS and its usage.
We use this dataset in section section 5.4 to provide us with more insight into the bene ts
that ECS-enabled domains obtain by adopting the protocol.

Alexa: As part of the study we use the list of the most popular domains compiled by
Amazon's Alexa. We use this dataset to help identify popular domains on the Internet and
examine their support for ECS and how they might bene t, or not, from supporting ECS.
Thalesgenerated random client queries:Finally, we use the already documeniHuales
infrastructure, modi ed to query selectively with either pre-selected ECS client pre xes or
random ECS client pre xes, and also collect, process and store the new incoming informa-
tion. The resulting datasets enabled us to study whether popular domains on the Internet
that support ECS actually bene t from enabling support for the extension, as well as the
change in behavior throughout the years.

Table 5.1 provides a detailed view of the rst three datasets mentioned above, the size
for each one, and the time period they cover. At this point, we should note that the TLD
authority data is approximately 1.5 years older than the Zones and Sinkhole datasets. Even
though this could seem inconsistent at rst, our results will demonstrate the statistical sig-
ni cance of our measurements, even though time periods might not overlap. Moreover,
obtaining contiguous datasets of such large volumes and different time periods is particu-
larly dif cult. However, we chose to use all three datasets in our study to paint a clear and
longitudinal picture of the different ECS uses and changes from the very early adoption
days until recently. The fourth dataset, the ISP DNS dataset, is used to provide our study
insights into the bene cial aspects of the adoption of ECS, such as its utilization from CDN

providers.
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Table 5.1: The four types of passive DNS datasets that we utilize in our study. For the rst
three datasets, the dates span from July 2014 before the of cial adoption of ECS and then
follow the evolution and growth of its deployment using popular DNS Zone authority data
that we collected.

Dataset Type Size Time Period

TLD Authority 141.9T 2014/07/01—2015/07/09
Zones Authority 50.9T 2017/03/10—2019/07/17
Sinkhole Authority 455.6G 2017/09/10—2019/06/20
ISP DNS dataset 4.2T 2019/04/01—2019/04/06

5.2.2 ldentifying ECSin Our Datasets

Figure 5.4 shows the volume of ECS-enabled and legacy DNS resolution requests for the
TLD and the DNS Zones authorities. We observe that in both authorities the vast majority
of the DNS requests are non-ECS-enabled. In the TLD authority dataset, which goes back
to July 2014, we observe no ECS-enabled queries until mid-August 2014. We spot the rst
noticeable volume of ECS-enabled queries on August 20, 2014, with a total of 2.6 million
queries from 95 different recursives, all of which can be traced back to Google by using
the Route Views [98] BGP announcement project database. ECS-enabled traf ¢ constitutes
about 0.2% of the daily TLD traf ¢ in 2014-2015, featuring an increasing trend over time.
After the adoption of the ECS RFC, we noticed that the ECS-enabled requests make up
30% of the daily DNS traf ¢, with a mean of 295 million requests per day. This clearly
indicates the signi cant growth after ECS was adopted as an RFC.

Our sinkhole dataset contains observations between September 10, 2017, and June 20,
2019. On the rst day of our experiment, we had 11 domain names sinkholed. We kept
incorporating more and more domain names in our sinkhole, reaching a maximum of 24
domains. Figure 5.6 shows the volume of ECS-enabled and normal DNS resolution re-
guests. Contrary to the previous two datasets, we observe that the ECS-enabled requests
constitute the majority of the traf ¢ to our sinkhole authority, while the daily query volume
is unsurprisingly orders of magnitude smaller than that of the other two authorities. In total,

we saw 11.5 billion DNS requests from which 69% contained ECS information.
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By looking at the IPs of the recursives making the DNS requests at the TLD and DNS
Zones authority in Figure 5.5, we initially observe that the vast majority of the recursives
that query the authorities do not use ECS. The ECS requests come from a small number of
recursives that increased from less than 100 in the rst months of ECS-enabled traf c in
2014 to more than 1,000 in 2017-2019. Figure 5.7 shows a similar trend for the recursives
at the sinkhole authority. The ASes that host ECS-enabled recursives are predominately
owned by Google to the tune of 1,579 (85%), 2,444 (46%), and 500 (78%) of the recursives
for the sinkhole, DNS Zones, and the TLD authorities. Likewise, Google's recursives
handle most of the ECS-enabled traf c, as shown in Table 5.2, which shows that in all of
the authorities, Google handles the vast majority of the ECS traf c.

Considering this large data aggregation on Google's recursives and the overall sensitiv-
ity of the DNS lookup data, ECS can be a signi cant privacy concern in the event of any
large recursive operator deciding to monetize this data, or during the case of a breach in
one of the open recursives. Similar concerns on data aggregation on third-party recursives
have been raised regarding other recent proposals concerning DNS [99, 100]. While the
recursives used for the ECS requests were located in at least 21 countries, with the majority
of them (54%) stationed in the US, based on the ECS information, we were able to observe
more than 76,000 “/24” networks from 202 countries, according to the MAXMIND Geo-
Lite2 City [101] database and the Public DNS recursive locations as publicly disclosed by
Google. Some of those networks that we were able to observe based on the clients behind
the recursives, link back to governmental IP space, or IP addresses tied with illicit activities

(according to various blocklists).
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Table 5.2: Top 5 Autonomous Systems where the ECS-enabled recursives reside. Clearly,
the vast majority of the ECS-enabled requests to all of the authorities come from Google's
recursives.

TLD Authority DNS Zones Sinkhole Authority
Recursive IP AS Owner Queries Recursive IP AS Owner Queries Recursive IP AS Owner Queries
GOOGLE - Google LLC, US 743M GOOGLE - Google LLC, US 212B GOOGLE - Google LLC, US 8B
AS-APPRIVER - APPRIVER LLC, US 3,546 OVH, FR 19B AS-CHOOPA - Choopa, LLC, US 155,307
COMCAST-7922 - Comcast Cable Communications, LL 2,649 OPENDNS - Cisco OpenDNS, LLC, US 11B DYNDNS - Oracle Corporation, US 40,754
CHINANET-BACKBONE No.31,Jin-rong Street, CN 365 IPV6 Internet Ltda, BR 844M CHINANET-IDC-GD China Telecom (Group), CN 38,270
DETEQUE - Deteque LLC, US 142 DYNDNS - Oracle Corporation, US 148M SKYTEL-AS, GE 36,140

5.3 Measuring ECS in the Real world

In the previous section, we presented the state of ECS adoption, as can be observed through
passive measurements. In this section, we will present a measurement study of the real-
world deployment of ECS among popular websites to examine whether its use is justi ed
by exploring the operational applications Tfiales We will also present a study of sink-

holed domains and how the use of ECS can provide us with information about the clients
connecting to our sinkhole, potentially enabling better and more readily available data for
forensic investigations.

To begin, we investigate the privacy preservation claims in the ECS RFC [9] with re-
spect to the length of the source netmask (Section subsection 5.3.1) and show that the
pre xes suggested for ECS do not necessarily re ect the reality in terms of routing on
the Internet, where the vast majority (50%) of pre xes have the same /24 that ECS rec-
ommends. Second, in Section subsection 5.3.2, we revisit prior work by measuring the
deployment and distribution of ECS-enabled resolvers and identify steady growth in the
adoption rate of ECS across both popular and less popular sites. Third, we examine various
properties of the observed ECS speakers. We show that over the years, more and more
domains have opted to support ECS; even though many ECS speakers do not appear to
represent content delivery networks, the same technology ECS is meant to assist. In fact,
the majority of ECS-enabled domains (80%) do not exhibit any kind of CDN behavior.
(Section section 5.4). Lastly, in Section subsection 5.4.2, we show that ECS-enabled do-

mains often do not exhibit CDN behavior but utilize outsourced and managed DNS services
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by commercial providers. These services reside in different autonomous systems (AS), and
anyone else on the DNS path can collect client-speci c information (through the ECS client

netmask) that would be otherwise unavailable to them if not for ECS.

5.3.1 Reuvisitingthe Default ECSCon guration

In Section 11.1 of RFC 7871 for ECS [9], the authors discuss some privacy considerations
due to the use of the proposed extension. The RFC authors' suggestion is for recursive
servers to truncate the client's IP address into a source network mask, which typically con-
tains the rst 24 bits, in an effort to preserve privacy. The authors also suggest that entities
responsible for operating ECS-enabled recursives should adjust the source netmask such
that it reveals the least information possible about the client, while still providing bene -
cial information to ECS-enabled authorities so that they can serve the client the proper IP.
To the best of our knowledge, no study demonstrates what portion, if any, of an IP address
can be safely revealed while still preserving user privacy. Thus, it is unclear if the RFC's
suggestion of using a source netmask is suf cient.

Before evaluating the privacy suggestions in the RFC, we rst compared the assumed
“I24 default” in the protocol to the general allocation and delegation practices found in
IPv4. The RFC suggests that the /24 of the client's IP is suf cient to protect users' privacy
while allowing better geolocation identi cation. However, that brings up the question of
whether another choice, for example, /16 or some other mask size, would perform as well
while leaking less information. To that end, we show the distribution of the announced
pre xes on the Internet for two snapshots, one in April 2015 and one in June 2019. The
dataset also includes the organization for each announced pre x. These gures showcase
the changes the Internet has undergone over the past few years.

For the 2015 dataset, we downloaded the public delegation les from each of the ve
Regional Internet Registries (RIR) [102]. Since delegations are updated daily, we picked a

single snapshot spanning April 6, 2015, to April 7, 2015, to limit experimental complexity
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and account for time zone variations across registries. The delegation les only map pre-
xes to autonomous systems. Therefore we utilize the Team Cymru IP to ASN tool [103]

to associate the pre xes and their associated organizations. On April 9, 2015, there were
325,680 pre xes found for the entire IPv4 address space. While the vast majority of these
were /24s, the shortest pre x found was a /8, and the longest was a /32. Figure 5.8 shows
the distribution of these pre xes across the different subnet masks. Note that the vast ma-
jority (50%) of the pre xes are allocated as /24, and only 12,496 (4%) are less than or equal

to a /16 subnet.

Figure 5.8: The distribution of pre xes (log scale) announced on the Internet for 2015 as
reported by Team Cymru's IP to ASN Mapping service.

Figure 5.9: The distribution of pre xes (log scale) announced on the Internet as reported
by Route Views in 2019.
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We examine the same statistics for June 2019, this time through the Route Views [98]
dataset (that already has the ASN to organization mappings), in order to measure how this
aspect of the Internet has evolved. As indicated by Figure 5.9, the total number of pre xes
currently is 732,182, more than double compared to four years ago. This is expected since
the Internet landscape has constantly been evolving over time, with more and more com-
panies opting to use it. However, the distribution of the pre xes has remained more or less
the same, especially for the lower pre xes (up to /24). Approximately 396,045 (54%) of
the announced pre xes are /24, and 17,588 (2.5%) are less or equal to /16. The utilization
of pre xes larger than /24 has also increased considerably, but that is not of immediate in-
terest to our study since the RFC has determined that, at most, a /24 can be leaked without
compromising the client's privacy. Overall, by comparing the two gures side by side, it
is evident that there is a trend of smaller portions of the IP space being delegated to the
organizations, resulting in a higher percentage of longer network pre xes.

Considering that ECS reveals the IP address of the stub resolver, and depending on an
organization's network infrastructure, ECS might reveal information about the stub's be-
havior to third parties that might not be necessary for the optimal routing of data back to
the client. This applies particularly to cases where the client inside a network uses a DNS
provider outside the organization network with ECS enabled as the default. In such cases,
ECS should ideally use only the pre x length that would provide enough geographical in-
formation for optimal content delivery. With this in mind, we attempt to measure the extent
to which this if feasible as we vary the length of the subnet mask. We expect that, by reduc-
ing the pre x length, the behavior of clients within an organization will no longer be able
to be uniquely identi ed. This is also a way to theoretically test the ability to set custom
ECS network masks as per the RFC. Organizations that want to avoid this type of informa-
tion leak should augment their IT policies to make sure that any client operating on their

network is not using cloud-based DNS providers that might expose their organization's IP
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Figure 5.10: The probability that a client's organization can be precisely identi ed, given
its actual network pre x (y-axis) and the revealed source network mask through ECS (x-
axis).

to outside parties. Considering the prevalence of the use of cloud-based DNS resolvers and
their use in devices like mobile phones, we believe that this part of the study can help shed
some light on the potential issues that can arise in such a scenario.

We set up the measurement as follows: Using the Route Views dataset [98] of pre xes
and corresponding organizations, we organized the pre xes as a radix tree so that it is easy
to collect the organizations covered by a given pre x. Then, we calculated the probability
of a network pre x falling into a single organization for a given source network mask. We
chose to use network pre xes instead of IP addresses because they align more closely with
organizational delegations from RIRs. We limit our computations to pre xes between “/8”
and “/24” because ECS suggests that a “/24” pre x is suf cient. For each possible network
pre x in the Route Views dataset, we sequentially reduced the length of the source network
mask being revealed and measured the number of unique candidate organizations after each
reduction. The probability computed for a given network pre x and source network mask
equals the percentage of pre xes for which only a single organization was a possible match,
i.e., the probability of uniquely identifying an organization for a given pre x and source
network mask.

For example, let's assume a stub resolver connects from a given pre x X.Y.Z.W/24
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(with subnet mask length 24). We reduce the length of the network mask to 22, and we
get all the organizations that are covered by X.Y.Z.W/22 with pre x lengths 22,23 and 24
(there is no point examining lengths more than 24 since we assumed that the origin subnet
is a /24). If only one organization appears, then the target organization can be uniquely
identi ed, even after reducing the mask length by 2 bits.

Figure 5.10 shows that changing the source network mask does not always increase
the number of candidate organizations a request may originate from. For example, a user
connecting to the Internet through a /24 and revealing a /16 source network mask can be
linked to asingleorganization about 20% of the time. The likelihood of uniquely identi-
fying the organization jumps to 50% if a user connects from a /16 and reveals a /14 mask.
Consequently, it is often quite easy to precisely identify the originating organization, de-
spite changes in the source network mask introduced by ECS. Most organizations, though,
have publicly documented network boundaries, so this is only a consideration for not doc-
umented organizations.

With these observations in mind, we can observe that the default subnet considerations
made by the ECS RFC are proving to have wider implications in terms of identifying be-
havior from within networks, especially because so much of the Internet infrastructure is
based around network masks of /24. This is also the observation that the authors of the RFC
had made early during draft-making progress [104] that there should be a selectable mask
length ag due to the potential privacy concerns of the initial proposal. Unfortunately,

there is still no user-facing option to select the size of the subnet mask.

5.3.2 ECSAdoptionOverthe Years

In 2013, a group of researchers from the Technical University of Berlin measured ECS
adoption among the Alexa top million websites [34]. In their ndings, it is stated that
approximately 13% of the Alexa top million domains were found to provide some support

for ECS.
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With the goal of measuring how the adoption has evolved over time, we set up a custom
resolver that complies with RFC 7871 and implements ECS. Then we performed similar
experiments by sending ECS-enabled requests to authorities and analyzing their responses.
The pipeline of the query information is simple and has been a parhalessince it's
inception. First, we collect all the Alexa top million domains that we are going to Actively
query. Second, as part of the resolution process we query for the nameservers that are
authoritative for these domains. As a nal step, we pull the domaitecord from the
corresponding authority using our ECS-enabled resolver with a random client subnet. The
detailed results for two randomly selected days, one in April 2015 and one in June 2019, are
presented next. These snapshots will reveal useful information regarding the ECS adoption.

In August 2015, using the prototype versionTdfaleswe found that there were 5,607
ECS-enabled authorities, which account for approximately 3% of all authorities (187,730),
that serve domains in the Alexa top million. Due to network errors and miscon gured
authorities, we were able to successfully measure 731,813 (73%) of these domains, out
of which 161,302 were ECS-enabled and served by the previously identi ed ECS-enabled
authorities. Almost 22% of the domains are ECS-enabled; this represents a 9% increase in
ECS-enabled domains since 2013.

In the June 2019 case, approximately 92% of the total domains were successfully mea-
sured, as a result of the upgraded collection infrastructure, and the number of ECS-enabled
authorities is 19,133 (out of 173,905 authorities), a huge increase compared to 2015 data.
This accounts for 11% of the unique authorities that serve the top domains in the Alexa
dataset. However, ECS adoption over the years has been strong, and 418,314 out of the
measured 922,139 (45%) domains support ECS. This is a signi cant increase compared to
2015 as well.

Given that ECS aims to improve network performance, intuition suggests that popular
sites are more likely to bene t from its use, and therefore, they should be more likely to use

ECS-enabled domains. To test this hypothesis, we aggregated the ECS-enabled domains
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in the Alexa top million by their Alexa rank. Figure 5.11 and Figure 5.12 present the
distribution of ECS-enabled domains and authorities, respectively, according to their rank
for our measurements in 2019 and 2015. The authority rank is de ned as the average Alexa

rank of all domains for which the given DNS server is authoritative.

Figure 5.11: The percentage of ECS-enabled domains from the domains that responded,
aggregated into buckets of 10,000 elements, for the Alexa top million websites for 2019
and 2015. As expected, the most popular domain names are also ECS-enabled. In total, we
identi ed 161,302 ECS-enabled domains in April 2015 and 418,314 in June 2019.

By closely examining Figure 5.11, we see that there is indeed a recognizable trend
that a larger percentage of the highly ranked domains tend to support ECS compared to the
lower ranks, with some notable exceptions. Especially for 2015, this is very clear, even
though the ECS adoption between ranks does not vary as greatly as in 2019. The top ranks
of the Alexa dataset traditionally do not change drastically over time compared to the lower
ranks. Additionally, these domains are associated with sites visited by millions of clients
daily. Consequently, these sites often have multiple servers located all around the globe and
may use CDNSs to help improve network performance. Such sites represent the intended
bene ciaries of ECS. Compared to 2015, it is apparent that many more domains support
ECS today, even in the lower ranks. Websites are increasingly relying on CDNs to enhance

their customer. This, combined with the introduction of new domains in the dataset that
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Figure 5.12: CDF of the authority rank for ECS and non-ECS enabled authorities. The
authority rank is the average Alexa rank of the domains that this authority is authoritative
for. The ECS-enabled domains are served by 19,133 authorities in June 2019, compared to
5,607 authorities in April 2015.

were not there in the past and serve different content, which justi es the difference over the
years.

The majority of authorities Figure 5.12) in the 2019 dataset have ranks falling around
the middle of the top million. In the 2015 dataset, the landscape is more balanced, with
ECS-enabled authorities having almost a linear distribution over the possible ranks. This
is reasonable since the authority ranks are averages, suggesting that many authorities today
are shared by domains spanning multiple ranks in the Alexa top million. The prevalence
of shared hosting and DNS services likely explains much of this behavior and is another
example of the operational visibility capabilities that a large and consistent collection sys-
tem such aS halescan provide with its depth of data over a few weeks of passive DNS
collection information from a speci ¢ network.

This result highlights that there has been a clear trend in ECS adoption over the years.
Even though ECS is presented as an optional standard designed to solve a particular issue,
we have observed a steady increase in the adoption of this extension over time by a variety

of websites without an apparent consideration as to whether the adoption of ECS would
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offer a performance improvement to the website.

5.3.3 ClientIP Subnetinformation

We could observe clients' geographic and network locality using DNS logs generated from
the authorities we discussed above. Since the authorities enabled ECS, recursives submit-
ted ECS-enabled domain resolution requests, leaking the rst three octets of the clients'
IP addresses. Using this leaked client pre x, we could identify in greater detail the poten-
tial geographic location of the DNS requests rather than relying solely on the recursive IP.
Furthermore, we could identify speci ¢ organizations and networks, many of the research
institutes and government networks that were interested in the domain names in our sink-
hole authority. This information was collected by solely operating an authority and would

have been unavailable to us if it were not for ECS.

Client Geolocation and Network pre xes

In the absence of ECS, the visibility of the authorities would have been limited to the
recursive IPs. However, when ECS is considered, we can observe a signi cantly better
picture of the geolocation of the clients “behind” the recursives. Figure 5.13 shows the
geographic distribution of the ECS-enabled recursives and the clients that resolved domain
names in each of the authorities. More speci cally, we were able to identify 180, 231, and
204 more countries in the sinkhole, in TLD and the DNS Zones authorities, respectively,
when we considered the geolocation of the client pre xes in the ECS enabled requests
compared to only taking into account the location of the recursive IPs. The source of the
DNS requests can be traced back in greater detail when ECS is enabled.

When looking into the origin network pre xes of the requests, we identi ed some
noteworthy cases of networks that queried our domain names in the sinkhole Author-
ity. Among the requests received by our sinkhole domains, the pre xes 180.94.82.0/24
and 180.94.94.0/24 (two networks in Afghanistan and delegated to “AFGHANTELECOM

89






	Title Page
	Acknowledgments
	Table of Contents
	List of Tables
	List of Figures
	Summary
	1 | Introduction
	Motivation
	Thesis Statement
	Contributions
	Dissertation Overview

	2 | Background and Previous Work
	Background
	Previous Work

	3 | Active collection of DNS data
	Motivation
	System Overview
	System Reliability
	Comparison of Active and Passive DNS datasets
	The impact of Active DNS data on security research
	Summary

	4 | Infrastructure Expansion Through Free Active DNS Datasets
	Motivation
	Active DNS Network Enrichment of the Infrastructure of Technical Support Scammers
	Abuse Detection using Active DNS Case Studies
	Summary

	5 | Studying the operational impact of changes to the global DNS infrastructure through distributed active probing
	Motivation
	Methodology
	Measuring ECS in the Real world
	ECS speakers and CDNs
	Discussion and Summary

	6 | Conclusion
	Overall Contribution
	Considerations and limitations
	Future Work and Improvements
	Closing Remarks

	References

