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Abstract. A comprehensive understanding of network traffic is essen-
tial for enterprise security teams to effectively manage networks, enforce
security controls, investigate incidents, and adhere to increasingly strin-
gent regulatory and compliance requirements. Despite the wide range of
monitoring systems and threat/IP intelligence feeds used to automati-
cally assess and label IP traffic, a substantial “long tail” of IP addresses
remains unexplained because it lacks domain associations, reputation
signals, or sufficient structured metadata. These unattributed IPs cre-
ate operational blind spots: they may conceal security relevant behavior,
complicate incident response, or disrupt policy enforcement. Accurately
assessing them requires reasoning over sparse behavioral patterns and
heterogeneous contextual signals, a task typically performed manually
by analysts through a slow and unscalable process. We propose CRISP
(Contextual Reasoning and IP Semantic Processing), a hybrid system
that combines traditional IP labeling methods with LLM-based reason-
ing, invoking the LLM only for ambiguous cases that require analyst
attention. CRISP enriches each IP with its observed traffic features and
external IP intelligence data, automatically labels high confidence cases
using deterministic rules, and uses an LLM workflow to generate au-
ditable assessments and labels for the remaining analyst attributable
IPs. Our results show that off-the-shelf general-purpose LLMs, when aug-
mented with domain specific adaptations, can effectively assess and label
previously unattributed IP addresses. Compared to manual analyst in-
vestigation, CRISP reduces assessment time from minutes to seconds and
lowers analysis cost by more than 99% while maintaining high agreement
with experienced human analysts. These findings demonstrate that LLM-
assisted reasoning offers an operationally feasible approach for reducing
long-standing visibility gaps in enterprise traffic analysis and improving
enterprise security posture.
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1 Introduction

Comprehensive visibility into network traffic is essential for enterprise security
teams to manage networks, investigate incidents, enforce policies, and satisfy
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regulatory and compliance requirements. For instance, security paradigms such
as zero trust and default-deny models, while powerful in principle, require pre-
cise knowledge of network behavior [8,26]. Without such visibility, applying these
models risks breaking critical services or, conversely, lets malicious activity slip
through undetected. To support traffic attribution, security teams rely on an
array of IP blocklists, reputation services, VirusTotal, AbuseIPDB, commercial
threat intelligence feeds, and other metadata driven classifiers. These mecha-
nisms are effective for identifying well known threats and services, but they
leave behind a persistent long tail of unattributed IP addresses that lack clear
reputation signals, domain associations, or sufficient structured metadata. In
this paper we refer to these as analyst attributable IPs: IPs that cannot be
labeled confidently by automated systems and therefore require manual analyst
reasoning. These IPs may correspond to benign but business-critical services,
suspicious infrastructure that does not yet meet threat intelligence thresholds,
policy violating applications such as peer-to-peer or anonymization services, or
traffic whose purpose remains genuinely ambiguous. In all cases, the lack of at-
tribution creates operational network visibility blind spots complicating incident
response, policy enforcement, and security governance.

The core challenge is that these IPs often cannot be classified through simple
pattern matching. Their interpretation requires reasoning over sparse behav-
ioral signals, low-level flow features, partial IP intelligence, port usage, owner-
ship information, abuse reports, and weak or conflicting contextual evidence.
Today, this task is typically handled manually by experienced security analysts
through a slow attribution process that does not scale to the volume of analyst
attributable IPs observed in large enterprise networks.

This is where Large Language Models (LLMs) offer a compelling new op-
portunity. LLMs, trained on diverse textual and semi-structured data, exhibit a
remarkable ability to synthesize information, infer context, and reason over het-
erogeneous, informal, and fuzzy data that often surrounds these hard-to-classify
analyst attributable IP addresses. However, a naive and broad application of
LLMs directly for all network traffic attribution is unsuitable for operational use
as LLMs are known to produce inconsistent outputs, lack transparency, or hal-
lucinate unsupported conclusions [42]. We therefore present CRISP (Contextual
Reasoning and IP Semantic Processing), a hybrid system for explainable IP
traffic attribution. Taking raw IP traffic in the form of NetFlows as input, CRISP
first constructs an enriched IP profile for each IP by combining its observed traf-
fic features with external IP intelligence. It then applies traditional attribution
tools and deterministic rules to automatically label high-confidence IPs. For the
remaining analyst attributable IPs, CRISP uses a two-stage LLM workflow with
domain specific adaptations to generate auditable assessments and labels. This
design limits LLM use to cases where contextual reasoning is required while
preserving transparency and auditability. This paper investigates two research
questions:

— RQ1: Can off-the-shelf LLMs assess and label hard-to-attribute IP addresses
in a way that is comparable to experienced security analysts?
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— RQ2: Can LLM-assisted attribution scale to enterprise operational settings
by converting large sets of unresolved IPs into explainable categories that
support security triage, compliance review, and follow-up investigation?

We answer RQ1 through an evaluation using analyst labeled IPs from prior
work and a user study with six experienced security analysts. We answer RQ2
through a case study on previously unresolved orphan IPs from prior work. In a
random sample of 1,000 external IPs from a large U.S. university network, CRISP
automatically labels 76% using deterministic rules, leaving 24% as analyst at-
tributable. On a ground-truth set reviewed by analysts, CRISP achieves high
agreement with human analysts while reducing assessment time from minutes
to seconds and lowering analysis cost by more than 99%. We further show that
CRISP substantially outperforms a baseline that applies LLMs directly to raw
NetFlow records, demonstrating the importance of domain specific adaptations
and structured prompting.

This paper makes the following contributions:

We design CRISP, a hybrid IP attribution system that combines determin-
istic IP intelligence rules with LLM assisted reasoning for ambiguous cases.
— We evaluate CRISP through a user study with experienced security analysts,
showing high analyst agreement and substantial reductions in time and cost.
— We demonstrate that CRISP’s domain specific adaptations substantially im-
prove accuracy over naive LLM-based labeling of raw NetFlow records.
— As a case study, we apply CRISP to unlabeled IPs from prior work and
show how it converts network blind spots into explainable categories useful
for security triage, compliance review, and operational decision making.

2 Background and Related Work

Historically, IP traffic labeling has focused on detecting specific behaviors rather
than supporting broader network explainability [33,10]. Early approaches relied
on pattern recognition algorithms [19], while more recent systems use machine
learning and deep learning (ML/DL) models for traffic classification [29,17].
These methods can achieve high accuracy when target classes are well defined,
such as known malicious activity, popular services, hosting providers, or cloud
platforms, and they underpin many commercial tools currently used for traffic
classification. However, they provide limited support for IPs that lack strong
intelligence signals or fall outside predefined labels, including the analyst at-
tributable IPs we focus on. These IPs are not always missed instances of known
classes; instead, they are traffic destinations for which the available evidence is
sparse, ambiguous, and often outside the coverage of existing signatures, labels,
or training data. As a result, attributing them requires analyst reasoning and
explanation rather than standard supervised classification alone.

The growing utility of general-purpose LLMs, which require less task specific
engineering and can operate over heterogeneous inputs, has prompted several
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Fig. 1. System design of CRISP. The system uses existing tools and threat-intelligence
techniques to automatically label IPs that can be attributed with high confidence, and
relies on an LLM-based assessment and labeling pipeline for the remaining analyst
attributable IPs.

works to explore their use for traffic classification [43,27,41,38]. LLMs are at-
tractive for this setting because they can synthesize structured, semi-structured,
and natural language data. However, they may hallucinate, produce inconsis-
tent outputs, or generate conclusions that are difficult to verify [42], which is
especially problematic in security contexts where explanation and accountabil-
ity matter. They are also expensive and resource intensive to deploy at scale.
Recent studies attempt to mitigate these limitations using fine-tuning pipelines

[4], custom tokenization schemes, and other engineering-heavy modifications [16].
Such approaches can improve performance, but they also reintroduce some of the
engineering and generalization challenges that affect traditional ML /DL systems.
Prior work has also shown that general-purpose LLMs often fail on complex tasks
requiring extensive context and structured reasoning [31,6]. Moreover, Zhou et al.
found that a fine-tuned LLM, despite achieving high accuracy, performed com-
parably to or slightly worse than state-of-the-art ML/DL systems on well-known
network datasets [43]. These results suggest that LLMs offer limited advantage
for straightforward pattern recognition tasks. Their strength instead lies in con-
textual reasoning over heterogeneous evidence. CRISP therefore adopts a hybrid
design: conventional attribution tools and deterministic rules label high confi-
dence IPs, while a constrained LLM workflow is reserved for analyst attributable
IPs that require contextual reasoning. CRISP constrains the LLM through well
established design principles, structured prompts, and a two-stage assessment
and labeling workflow to mitigate hallucinations and maintain auditability and
transparency.

3 System Design

As shown in Figure 1, CRISP takes as input a set of external IP addresses ob-
served in outgoing enterprise NetFlow records and produces application level
labels using a hybrid design: high confidence IPs are labeled using determin-
istic rules and existing intelligence sources, while analyst attributable IPs are
forwarded to a constrained LLM workflow.

IP Profile Construction For each external IP, CRISP constructs an en-
riched IP profile from two classes of evidence: traffic features derived from Net-
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Table 1. List of features that make up an Table 2. Rules used to automatically
IP profile that is given as input to CRISP label IPs based on industry practices
and subject matter expert knowledge
Feature Source
Date Detected Label Rule
Protocol Distribution Flow features ~—3 reports on VT
Source IP Distribution obtained from Malicious or IP ir?BLAG [25]
Destination (server) NetFlow data [3]
port distribution . At least one
Potentially malicious file or
ASN / IP Ownership Malicious [32] B S
. domain association [7]
Geolocation IPRegistry [12]
IP Type(Fixed/Mobile ISP, K At least one
commercial, education etc.) nown domain in TRANCO
Service top 200K [34]
Associated Files [36] VirusTotal [35]
Associated Domain Names [37] Abuse confidence
P Ab " IP Abuse score >—75 on
f uSe reports AbuseIPDB [2] AbuseIPDB [1]
rom community
Registered /known use TANA, Wikipedia, Proxy, TOR, Reported on
f destinati : Speedguid VPN, Bogon, IPRegistry [11
of destination port(s) peedguide.net Cloud Provider egistry [11]
Parking IP Zirngibl et. al. [45]

Flow records and external IP intelligence (Table 1). Using subject-matter exper-
tise, we selected features that are commonly used by analysts during manual IP
investigation and are available through operationally deployed tools. Traffic fea-
tures include the date observed, protocol distribution, source IP distribution, and
destination port distribution. External intelligence includes ASN and ownership
information, geolocation, IP type, associated files and domains from VirusTo-
tal, AbuselPDB reports, and known uses of observed destination ports. CRISP
intentionally excludes source port distributions because, for outgoing flows initi-
ated inside the enterprise network, source ports are typically ephemeral and did
not provide useful signal during preliminary testing.

Automatic Attribution CRISP first applies deterministic rules to identify
IPs that can be labeled with high confidence (Table 2). These rules use existing
security intelligence sources and operational heuristics to identify categories such
as malicious IPs, potentially malicious IPs, known services, abuse-reported IPs,
proxies, Tor/VPN infrastructure, cloud providers, bogons, and parked IPs. IPs
labeled at this stage are treated as automatically attributable and do not require
LLM processing. This stage serves two purposes. First, it preserves transparency
by using verifiable sources for high confidence cases. Second, it reduces cost
and risk by limiting LLM use to IPs that remain ambiguous after conventional
attribution.

IPs that remain unlabeled after automatic attribution are treated as ana-
lyst attributable and passed to the LLM workflow. Recent work has identified
several effective practices for reducing hallucinations and improving reliability
when using LLMs for analytical tasks [31,9,22,28]. Following these principles,
we designed a two-step LLM workflow that separates assessment from labeling,
which improves consistency, transparency, and prompt controllability.
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Assessment Stage In the first stage, the LLM receives an enriched IP pro-
file in JSON format and produces a concise 2-3 sentence assessment of the IP’s
most likely behavior or function, referencing only the provided data. The prompt
adopts the persona of a network analyst [15] and constrains the model to rely
solely on the supplied intelligence sources and flow features. This reduces oppor-
tunities for hallucination and produces an auditable rationale for each assessment
[40]. In this stage, CRISP processes one IP at a time because large networks may
contain thousands of analyst attributable IPs, far more than can fit in a single
LLM context window.

LLM Labeling Stage In the second stage, CRISP sends all the generated
assessments to the LLM and asks it to assign consistent application-level labels
to each IP based solely on its assessment. Separating assessment from labeling
allows the assessment step to serve as task specific context compression [31],
stripping away extraneous profile details [21,18] while retaining the key behav-
ioral signals. It also reduces inconsistent or overly granular labels across individ-
ual IPs and enables domain experts to curate the labeling prompt, such as by
specifying preferred label sets, without modifying the assessment process. The
labeling prompt permits ranked labels or an “ambiguous/unclear” label when
evidence is insufficient, giving the model an explicit “way out”, which has been
shown to reduce hallucinations and improve overall accuracy [31]. CRISP uses a
zero-shot approach because analyst-attributable IPs, by definition, do not map
cleanly to known signatures or predefined categories; if such categories were al-
ready known, simpler rule-based or supervised techniques would often suffice.
In our implementation, we ask the LLM to assign the application based label
that best summarizes the likely purpose of traffic to each IP [14]. The complete
prompts used for both stages are provided in Appendix A.

4 System Evaluation

We evaluate CRISP along four dimensions. First, we perform a preliminary val-
idation using analyst labeled orphan IPs from prior work. Second, we measure
how many IPs in a random sample of enterprise traffic can be automatically
attributed and how many require analyst level reasoning. Third, we conduct a
user study with experienced security analysts to evaluate the correctness and
quality of CRISP’s assessments and labels. Finally, we compare CRISP against
a baseline that applies LLMs directly to raw NetFlow records to quantify the
impact of CRISP’s domain specific design.

Preliminary Validation on Analyst Labeled Orphan IPs Before evalu-
ating CRISP on newly collected enterprise traffic, we first validate its workflow
using analyst labeled orphan IPs from prior work [32]. Orphan flows are outgoing
flows to external IP addresses that lack an associated domain name. The prior
study identified 26,385 orphan IPs in a large enterprise network over a seven-
month period: 11.6% were automatically labeled, 51.67% were labeled through
manual analyst analysis, and the remaining 36.73% were left unresolved.
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Table 3. Performance of various LLM models. Top ranked models from various vendors
on OpenRouter during the time of writing were selected for evaluation.

% Accuracy: % Accuracy: 30 Avg. Cost for Avg.

Vendor Model Release Date 30 Orphan iPs Ground Truth IPs 30 IPs (8) Variation
GPT-40 May '24 100.0 93.33 0.32 6.67%

OpenAl GPT-5 Aug 25 100.0 70.00 1.02 11.67%
GPT OSS 120b Aug 25 100.0 86.67 0.01 10.0%

Googl Gemini 2.5 Pro Jun 25 100.0 80.0 0.99 3.33%
08¢ Gemini 2.5 Flash Jun ’25 100.0 93.33 0.56 3.33%
Llama 4 Maverick Apr 25 100.0 73.33 0.03 5.0%
Meta Llama 4 Scout Apr ’25 100.0 86.67 0.01 5.0%
Llama 3.3 70b In. Dec '24 100.0 70.0 0.01 5.0%
Anthropic Claude Sonnet 4.5 Sep 25 100.0 80.0 0.57 0.0%
xAT Grok Code Fast 1 Aug 25 100.0 83.33 0.09 13.33%
DeepSeek  V3:1 Terminus Sep 25 100.0 90.0 0.03 3.33%
eepoee V3 0324 Mar ’25 100.0 93.33 0.29 3.33%
Ensemble: Max. Accuracy (GPT-4o, 9

Gemini 2.5 Flash, DeepSeek V3 0324) 100.0 100.0 0.67 3.33%
Ensemble: Best Open source Models (GPT OSS 120b, 100.0 93.33 0.31 6.67%

Llama 4 Scout, DeepSeck V3 0324)

We used this analyst labeled portion as an initial validation set. These labels
span six application categories: Windows Update Delivery Optimization, Mi-
crosoft Teams, BitTorrent, NTP time servers, Apple FaceTime/iMessage, and
Blizzard Games. We randomly sampled five IPs per category, yielding 30 IPs,
and constructed enriched IP profiles using the features described in Table 1. As
shown in Table 3, all evaluated LLMs correctly assessed and labeled these 30
IPs. This result suggests that, when sufficient behavioral and intelligence sig-
nals are available, CRISP can accurately recover analyst attributed behavior
from enriched IP profiles. We return to the unresolved 36.73% of orphan IPs in
Section 5.

4.1 Enterprise Traffic Dataset and User Study

To evaluate CRISP on operational traffic, we collected all outgoing NetFlow
records from a large U.S. university network on 1 June 2025. From the set of
unique external IP addresses observed in these flows, we randomly sampled 1,000
IPs and constructed enriched IP profiles for each. Applying the deterministic
rules from Table 2, CRISP automatically labeled 76% of the sampled IPs. The
remaining 24% lacked sufficient high confidence evidence and were treated as
analyst attributable IPs. We processed these 240 analyst attributable IPs us-
ing CRISP’s assessment and labeling workflow with OpenAI’s GPT-40. Manual
inspection of the generated outputs showed that, despite the large number of an-
alyst attributable IPs, many exhibited recurring behavioral patterns that could
be grouped into a smaller set of high-level application or usage categories.

To evaluate the correctness of the LLM generated outputs and to create a
ground truth dataset for further analysis, we conducted a user study among
security analysts with varying levels of experience. Since analyst attributable
IPs are inherently difficult to label, particularly in cases when IP intelligence
data is sparse, we prioritized obtaining multiple analyst responses per IP rather
than collecting a larger set with only one analyst response per IP. This approach
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reduces ambiguity in the ground truth and helps resolve potential disagreements
an analyst might have with the LLM’s response. Consequently, based on the
number of security analysts who agreed to participate in the study and the
number of expert hours they were willing to contribute, we limited the user
study, and subsequently the ground truth dataset, to 30 randomly selected IPs
from the 240 analyst attributable IPs.

Participants completed the study through a Flask web application. The study
had two parts. In the first part, analysts were shown the enriched IP profile to-
gether with CRISP’s generated assessment and label. They rated the assessment
and label using four Likert-scale questions: assessment comprehensibility, assess-
ment correctness, label alignment with the assessment, and label correctness. The
full questionnaire and response options are given in Appendix B. If an analyst
assigned a score of 3 or below to any question, they were asked to provide their
own assessment, label, and explanation. In the second part, analysts indepen-
dently assessed and labeled two additional IP profiles without seeing CRISP’s
output, allowing us to measure the time required for manual attribution. Six
analysts participated in total and were divided into two groups of three. The
30 IPs were randomly divided into two sets and the three users in each group
evaluated the same set of IPs. The study was reviewed and approved by our
Institutional Review Board.

Table 4 summarizes the results. Across all analysts, CRISP received mean
scores of 4.6 for assessment comprehensibility, 4.3 for assessment correctness,
4.7 for label alignment, and 4.3 for label correctness. These results indicate
strong agreement between CRISP and experienced human analysts. Disagree-
ments were limited: among the four IPs that received a score of 2 for any ques-
tion, the remaining analysts in the same group agreed with CRISP’s output. The
disagreements primarily reflected a preference for an “unknown” label or more
conservative phrasing in the assessment when available evidence was weak.

Scalability = The second part of the user study illustrates the scalability chal-
lenge of the manual attribution task. Analysts required an average of under 5
minutes to assess and label one IP. In contrast, GPT-40 processed all 30 IPs in
2 minutes and 20 seconds, averaging 4.7 seconds per IP, at a total cost of $0.32.
Compared with manual analyst investigation, CRISP reduces per IP assessment
time from minutes to seconds and lowers the estimated direct cost of generating
assessments and labels by more than 99% 3, while producing assessments and
labels that largely agree with experienced analysts.

4.2 Performance Across LLMs

We next evaluate how CRISP performs across different LLMs. Using the 30 IP
ground truth set from the analyst study, we tested 12 models from multiple
vendors through the OpenRouter API [23]. An output was considered correct
only if both the assessment and the label were correct. We also estimated cost

3 Based on the average salary of security analysts in the US reported by recruiting
platforms at the time of writing [44].
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Table 4. User study setup. Participants were divided into two groups, with all members
of a group receiving the same data. In Part 1, they evaluated the LLM’s assessments
and labels; in Part 2, they produced their own assessments and labels based on the IP
profiles while their completion time was measured.

Years of | Mean Scores for LLM Assessment | Mean Scores for LLM Label |

Experience

Group Analyst ID Avg. time to

| Comprehensibility ~Correctness | Alignment  Correctness | 259058 & label 11P

analyst1 9 4.1 3.7 4.5 4.0 475s

Group 1 analyst2 4 44 41 45 4.0 1265
analyst3 2.5 4.6 4.3 42 4.4 397s

analyst4 4.8 4.2 4.9 4.2 565s

Group 2 analysts 7 5.0 4.9 4.9 4.4 90s
analyst6 4 4.8 4.6 5.0 46 87s

Mean \ 4.6 4.3 | 47 4.3 \ 290s

using token counts reported by the API and each model’s published price per-
million-tokens.

As shown in Table 3, model performance varied substantially. GPT-40, Gem-
ini 2.5 Flash, and DeepSeek V3 achieved 93.33% accuracy, while some newer or
larger models performed worse. Errors were concentrated in IPs with sparse
evidence, particularly those involving UDP flows to registered ports without
clear application mappings or additional intelligence. Lower performing mod-
els often hallucinated in these cases, for example, by associating applications
like BitTorrent with unknown ports, or by speculating that the traffic might
be peer-to-peer, gaming related, or even malware C2. Although such interpreta-
tions are possible, the provided IP profiles do not contain evidence to support
them. As such, preferred labels would be “non-standard or custom service” or
“ambiguous/unclear”, which was also confirmed by analysts in the user study.
Even though these fallback options were explicitly offered in the prompt, several
models appeared reluctant to use these “way out” labels consistently. Additional
misclassifications arose for IPs with traffic to multiple ports with known uses, as
well as for IPs for which more than one label was reasonably plausible. In these
cases, some models either “tried too hard” or overlooked clear evidence in the
IP profile in an effort to force a single label, even though the prompt explicitly
allowed returning multiple ranked labels when warranted.

Variation Determinism is important for an IP labeling system. Similar or
identical inputs should consistently produce the same output. Since LLMs are
known to have issues with consistency, we also measured output variation by
running each model twice on both the orphan-IP validation set and the analyst-
study ground-truth set. We define variation as the fraction of IPs for which the
same model produced different labels across the two runs. Models with higher
variation were often the same models that speculated more or hallucinated de-
tails not present in the input IP profile. In addition, newer architectures such as
GPT-5, which does not support a temperature parameter, may also contribute
to this increased variability [30].

Ensemble One of the reported best practices for building effective LLM
agents for complex tasks is an orchestrator-worker architecture [28]. Motivated
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by this, we created two ensemble configurations where multiple LLMs indepen-
dently assess and label each IP, and a synthesizer assigns the final label via
majority vote. Table 3 shows the results for two such ensembles. The best per-
forming ensemble achieved 100% accuracy on both datasets with low variation,
while remaining cheaper than using a single large model such as GPT-5.

4.3 Impact of Domain Specific Adaptations

To evaluate the contribution
of CRISP’s domain specific
adaptations, we compared it
with a baseline that applies

Vendor Model Release Date o ficcuracy % Aecuracy

Baseline

OvenAl GPT-40 May 24 13.33 93.33

an LLM directly to raw Net- P GPT-3 Turbo May 23 20.0 63.33
. V3.1 Terminus Sep 25 36.67 90.0

Flow records. The baseline DPeepSeek ‘Diepscck R Jan 125 10.0 86.67
1 _ L1 4 Scout Apr ’25 10.0 86.67

uses a single prompt to as Meta  [[500"3 70b In.  Apr 24 13.33 76.67

sess and label each IP from
its raw flows, without en- Table 5. CRISP outperforms a baseline system that
riched IP profiles or the two naively uses an LLM to assess and label IPs, even
stage assessment and labeling as the underlying LLMs improve.

workflow. Table 5 shows that

CRISP substantially outper-

forms this baseline across all evaluated models. For example, GPT-40 improves
from 13.33% accuracy with the baseline to 93.33% with CRISP. Similar gains
appear across DeepSeek and Llama models. Baseline outputs often relied on
shallow port based inference, such as labeling port 443 traffic as HTTPS, and
frequently hallucinated unsupported applications or inconsistent labels for IPs
with similar profiles. These results demonstrate the benefit of CRISP’s com-
bined domain specific adaptations, including enriched IP profiles, constrained
prompts, and separate assessment and labeling stages, over directly applying an
LLM to raw network traffic. We also compare model pairs from the same vendors
released approximately one year apart. CRISP outperforms the baseline in each
case, suggesting that domain specific task structure remains important even as
underlying LLMs evolve over time.

5 Case Study: Explaining Previously Unresolved Orphan
IPs

To demonstrate how CRISP can reduce operational blind spots, we apply it to
the unresolved orphan IPs from prior work [32]. As described in Section 4, this
orphan [P dataset contains outgoing traffic to external IPs with no associated
domain name. Although 63.27% of the 26,385 orphan IPs were labeled through
automated tools or manual analyst effort, the remaining 9,651 IPs were left un-
resolved because they required case-by-case reasoning that did not scale. We
treated these unresolved IPs as analyst attributable and constructed enriched
IP profiles using the same traffic features and intelligence sources described in
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Table 1. CRISP labeled a majority of these IPs (67.4%) as traffic associated
with benign services such as web services, media streaming, CDNs, cloud host-
ing, and gaming. Approximately 5% of IPs were labeled as security relevant,
including scanning activity, brute force attempts, potential DDoS activity, tro-
jans, or botnet related traffic. After manually reviewing the profiles of these IPs,
we found that although the available intelligence signals did not meet the thresh-
old required for immediate action, the LLM was able to connect observed flow
behavior with suspicious patterns reported by the security community or with
historically abused ports. These cases highlight how CRISP can surface IPs that
warrant further investigation, even when traditional indicators are inconclusive.

Approximately 11% of IPs were labeled as services such as database opera-
tions, network configuration and management, education/research, government
or military-related infrastructure, security services, file servers, and video con-
ferencing platforms. For such IPs, naively applying restrictive policies such as
default deny could disrupt critical organizational functions. CRISP also identi-
fied 23 IPs associated with peer-to-peer traffic, BitTorrent, or Tor. As regulatory
and compliance requirements increasingly mandate strict control over such traf-
fic [5,24,20], the presence of these services within network blind spots presents
a compliance risk, potentially exposing organizations to violations without se-
curity teams being aware of it. Finally, 15.8% of IPs remained labeled as “non-
standard or custom service” or “ambiguous/unclear”. These labels do not provide
complete attribution, but they still reduce uncertainty by separating genuinely
ambiguous traffic from benign services, suspicious activity, and policy relevant
applications. Overall, this case study shows that CRISP can reduce enterprise
network visibility blind spots at operational scale by transforming unresolved
IPs into explainable categories that support security triage, compliance review,
and follow-up investigation.

6 Discussion, Limitations and Future Work

Our evaluation shows that CRISP can produce assessments and labels that
largely agree with experienced security analysts, while the case study demon-
strates that the system can scale to unresolved IPs observed in an operational
enterprise network. While CRISP substantially reduces the size of network blind
spots, some IPs remain difficult to interpret and are appropriately labeled as
custom service or ambiguous. Although such labels may offer limited immediate
insight, they play an important role by explicitly identifying cases that require
additional data collection, policy review, or targeted investigation. Due to the
limited number of experienced network analysts who agreed to participate in
the study, and the expert hours they were able to contribute, the ground truth
dataset was limited to 30 IPs. Furthermore, analysts evaluated CRISP’s outputs
before providing alternative labels for lower-scored IPs, which may introduce an-
choring bias into the resulting ground truth. However, each IP was independently
reviewed by multiple analysts to reduce reliance on individual judgments and
improve label reliability, prioritizing annotation quality over dataset size. Addi-
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tionally, the rule set used for automatic labeling in CRISP is limited. Rather than
attempting exhaustive coverage, we focused on industry best practices derived
from subject-matter expertise and prioritized high precision over high recall. Fu-
ture work could expand CRISP through the integration of dynamic data sources
via MCP servers [39], retrieval augmented generation (RAG) [13], and agentic
architectures that query live intelligence sources on demand. Future work also
includes evaluating safeguards for practical deployment of CRISP, including in-
put sanitization to mitigate prompt injection attempts and the use of locally
hosted models where confidentiality requirements prohibit external processing.

7 Conclusion

Enterprise networks contain a persistent long tail of IP traffic that cannot be
confidently attributed using conventional tools alone. These analyst attributable
IPs create visibility gaps that complicate security incident response, policy en-
forcement, compliance review, and monitoring. We presented CRISP, a hybrid
system that combines deterministic IP-intelligence rules with constrained LLM-
assisted reasoning to generate explainable assessments and application-level la-
bels for such IPs. CRISP achieves high agreement with experienced analysts
while reducing assessment time from minutes to seconds and lowering analysis
cost by more than 99%. Compared with applying LLMs directly to raw NetFlow
records, CRISP substantially improves accuracy and reduces unsupported con-
clusions. Collectively, these findings demonstrate that LLM-assisted analysis can
make large scale attribution of enterprise network traffic operationally feasible,
enabling security teams to substantially reduce long standing network visibility

gaps.
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Appendix A: LLM Prompts Used for CRISP and Baseline
System

crisp_assessment_system_prompt = """You are a network telemetry analyst. I will give you
JSON metadata about a single IP. Your job is to infer the most likely PURPOSE of the traffic
and briefly explain why.

Requirements:

- Only use the fields provided in the JSON.

Prefer precise usage labels over generic ones.

If the data is ambiguous, pick the most likely usage and list 1-2 alternatives.
Be concise and deterministic.
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Consider (when present): destination_port_info (IANA/ISC notes),
destination_port_distribution, source/destination ports, reverse DNS/hostnames,
ASN/organization, VT domain/file notes, IP registry "type" (isp/cloud), and common service
mappings.

Output strictly as JSON with this schema:

{
"ip": "<IP address>",
"Analysis": "<2-4 sentences citing the strongest fields/signals from the JSON>",
"alternatives": [{"usage_label":"<alt>", "why":'"<one sentence>"}]

}ll nn

crisp_labeling_system_prompt = """You are a network telemetry analyst. You will be given a

list of IP addresses and their expert assessments. Each assessment describes the observed
behavior of the IP, based on traffic patterns, port usage, reverse DNS, ASN, WHOIS data, and
other metadata. Your task is to assign a short, application-based label to each IP address
that best summarizes the likely PURPOSE of its traffic. The goal of labeling is to help
analysts group IP addresses by their usage or role on the network.

Requirements:

- Label each IP address only based on the assessment of each IP address.

- After labeling an analyst should be able to group the IPs based on the labels.

- Use consistent phrasing across similar cases (be deterministic).

- If the assessment suggests that the traffic could be from a custom, specialized,
proprietary service or non-standard service, label it as "non-standard or custom service".
- Based on the assessment, when necessary, you can assign a maximum of two ranked labels
separated by "/" if the assessment suggest more than one possible usage for the IP address.
The first label should be the most likely usage and the second label should be the less
likely usage.

- When absolutely necessary, if the assessment is too ambiguous, have too many possible
interpretations, or lacks enough information to confidently assign a specific label the IP
as "ambiguous/unclear".

Output strictly as JSON with this schema:
{
"<IP address>":'"<assigned label>",
"<IP address>":'"<assigned label>",

}nun.. ’

Appendix B: User Study Questionnaire and Scoring Scale

LLM Assessment Evaluation Question Scoring Scale

: Confusing or incomprehensible
: Vague and hard to follow

1
2
How comprehensible is the system’s assessment? 3: Somewhat clear but needs improvement
4: Mostly clear and easy to understand
5

: Very clear, concise, and fully understandable

: Completely inaccurate
: Mostly inaccurate
How correct is the system’s assessment? Moderately accurate / mixed accuracy

: Mostly accurate

GO W

: Completely accurate and reliable
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LLM Labeling Evaluation Questions Scoring Scale
1: Not aligned at all
2: Poorly aligned
How well does the system’s label align with the assessment? 3: Partially aligned
4: Mostly aligned
5: Fully aligned and strongly supported by the assessment

: Completely incorrect
: Mostly incorrect
How correct is the system’s label for this IP? : Partially correct

: Mostly correct

GO W =

: Completely correct and appropriate
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