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Abstract. Malware analysis often occurs in low-support settings, where
only a few labeled samples are available and analysts require rapid feed-
back to guide investigation. In these conditions, existing malware family
classifiers—largely driven by learning-based techniques—offer limited as-
sistance. We present BRAID (Behavioral Relationship Analysis via Imple-
mentation Details), which exploits the observation that while malware
families may share similar high-level behaviors, the code that imple-
ments them is often family-specific. By deriving implementation-level
behavioral abstractions, this approach links related samples and sepa-
rates them from superficially similar but unrelated malware using mini-
mal data. To balance coverage and scalability, it selectively disassembles
only behavior-relevant code across multiple memory snapshots, preserv-
ing visibility into multi-stage malware while reducing disassembly time
by over an order of magnitude. Evaluated on diverse public datasets
including up to 153 families with one labeled sample per family, our
approach improves macro F1 by more than 2x on supported samples
relative to the state-of-the-art. The uncovered connections expose un-
documented cross-family code sharing and family-specific traits useful
for threat intelligence.
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1 Introduction

Malicious software remains a costly and persistent threat to modern comput-
ing systems. The financial burden of responding to malware-driven breaches
routinely exceeds $4 million per incident on average, even before accounting
for long-term remediation and business disruption [30]. In 2024 alone, a single
ransomware attack caused an estimated $2.3 billion in losses [1] and exposed
sensitive information of more than 190 million individuals [2]. With malware-
driven cybercrime damages projected in the trillions of dollars annually, there is
an urgent need for effective analysis of emerging threats.

Limiting the impact of novel malware depends critically on timely manual
analysis. While automated systems handle commodity malware, understanding
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new or evolving threats still relies heavily on human experts. Ugarte-Pedrero
et al. [36] showed that even with extensive automation, a commercial security
operation would still require roughly 250 full-time analysts to investigate the
daily influx of malware samples. Beyond managing volume, analysts must rapidly
decide which samples warrant deep inspection, as remediation is most effective
when performed within hours of first observation [39].

To manage volume and time pressure, analysts use prior knowledge of mal-
ware families to accelerate the analysis of new samples [39]. Family-level classi-
fication is a cornerstone of this process, enabling the transfer of insights about
capabilities, development lineage, and defensive responses across related sam-
ples [6]. However, this strategy breaks down precisely when it is most needed
— during the early emergence of a malware family — because existing family
classifiers typically require a substantial number of labeled examples per family.

To better assist analysts when evidence is limited, the research community
has relied on large, labeled datasets such as MOTIF [16] and BODMAS [44]
to train malware family classifiers. While these datasets span hundreds of fam-
ilies, they exhibit a pronounced long-tail distribution, leaving few families with
enough samples to support robust training in real-world settings [11]. Crucially,
this long-tail regime mirrors the actual conditions analysts face with emerging
malware families. In such settings, classifiers frequently conflate samples that
reuse common third-party components, such as packers [3], or share standard li-
braries [22]. Reliable family identification under these constraints requires signals
of relatedness that remain stable despite limited training data.

Our key insight is that the implementation of malicious behavior provides
a natural and underutilized signal for reliably identifying malware families in
data-scarce settings. While different families may share high-level behaviors, the
code that implements those behaviors—the family’s core logic—often remains
distinct. We exploit this observation by deriving implementation-based behav-
ioral abstractions and applying existing binary code similarity techniques to link
related malware even in families with few samples. Focusing on code responsi-
ble for malicious behaviors offers more stability than approaches considering all
code [20], ignores benign libraries, improves robustness in data-sparse settings,
and substantially reduces the cost of disassembly and binary code comparison.
These efficiency gains are particularly important for multi-process and multi-
stage malware. Furthermore, by tracking relationships between the processes
that implementations appear in, we can separate family-specific logic from third-
party components reused across families. We instantiate these insights in BRAID,
which operates exclusively on artifacts already produced by standard sandboxes
for Windows malware, integrating directly into existing analyst workflows [39].

Our contributions are as follows:
– Implementation-based relationship discovery. We introduce a method-

ology for identifying relationships between malware families based on shared
and divergent behavior implementations. Our approach uncovers previously
undocumented cross-family code sharing in multi-stage malware and reveals
family-specific traits that can inform robust threat-intelligence signatures.
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– Selective disassembly for scalable extraction. We propose a novel se-
lective disassembly technique that targets only the code implementing spe-
cific behaviors. This approach reduces disassembly time by over an order of
magnitude while maintaining the fidelity required for binary code similarity.

– Improved few-shot family classification. We use implementation-derived
behavioral relationships in a hybrid graph-based labeling approach to prop-
agate labels from sparse seeds. The resulting malware clusters align better
with expert analyst labels than aggregated AV labels. In the single-labeled-
sample setting, this approach improves macro F1 by 2× on supported sam-
ples over current state-of-the-art.

2 Background

Evaluating malware family classifiers under realistic conditions requires datasets
that span numerous families and reflect operational diversity [11]. Consequently,
recent work [11, 17, 21, 42, 45] has converged on a small number of large, public
benchmarks covering hundreds of malware families. Two such datasets are MO-
TIF [16], which contains 3,095 Windows malware samples across 454 families,
and BODMAS [44], which includes 57,293 samples across 581 families. MOTIF
is curated from five years of threat intelligence reports published by 14 major
cybersecurity organizations and remains the largest publicly available Windows
malware dataset with family labels directly supported by public reports.

Despite their scale, these datasets exhibit a pronounced long-tail distribution
in family size: only a few families contain more than 100 binaries (e.g., just over
9% in BODMAS). This sparsity undermines supervised and few-shot learning
approaches, which typically require many examples per class to establish stable
decision boundaries. As a result, classification performance is skewed by well-
represented families, obscuring behavior in the data-sparse setting. Crucially,
this long-tail phenomenon reflects the real-world conditions analysts face when
encountering emerging or niche malware, where labeled examples are scarce. In
such settings, robust family classification requires signals of relatedness that re-
main reliable even when statistical aggregation across many samples is infeasible.

A natural candidate for a reliable signal is the implementation of malicious
behavior. While malware families often share high-level goals, such as process
injection or ransomware deployment, these goals can be achieved with different
code. Behavioral taxonomies such as MITRE ATT&CK [33] capture what mal-
ware does but not how it is implemented. It is precisely this how — i.e., the code
that realizes malicious logic — that encodes family identity. Focus on these spe-
cific regions of code is essential to avoid complications that arise from code reuse.
For example, the use of packers and obfuscation frameworks introduces common
code across otherwise unrelated families [3]. Shared compiler-generated code and
standard libraries further confound naive code-similarity approaches [22].

Our key observation, however, is that the diversity of behavior implementa-
tions is not incidental. For instance, although 168 distinct families in MOTIF
exhibit behavior matching the signature Create Process with Hidden Window, we
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observe 465 unique implementations. We found that these variations arise from
many sources, including design choices, such as passing data via function ar-
guments versus global variables, and obfuscation techniques, including dynamic
API resolution and junk code insertion. Rather than obscuring relationships,
this implementation-level diversity provides the discriminative structure needed
to link samples within a family and separate them from unrelated malware.

3 Related Work

Many prior works classify malware into families using supervised learning tech-
niques [11,16,19,20,41,43,44]. These approaches are effective given sufficient la-
beled data; however, acquiring high-quality labels at scale is costly. Li et al. [20]
mitigate this limitation while addressing concept drift by training on assembly-
level Control Flow Graphs (CFGs) of samples taken from periods before and
after concept drift occurs to identify stable features to rely on. Their approach,
however, fails to hone in on the code for malicious behaviors and does not op-
erate on memory snapshots captured during dynamic analysis—two key criteria
we show are important when operating in low support settings.

Alternatively, semi-supervised learning leverages large volumes of unlabeled
or weakly labeled samples [21, 31, 42]. Rieck et al. [31], for example, propose an
incremental approach that alternates between clustering and classification, de-
ferring the classification of small clusters until enough evidence accumulates. Wu
et al. [42] address noisy labeling by identifying likely labeling errors and then ap-
plying a semi-supervised learning strategy tailored to imbalanced malware family
distributions. Li et al. [21] introduced MalMixer, a system that separates inter-
polatable and non-interpolatable features, enabling classification of some families
with as little as a single labeled sample. Despite diminishing the requirement for
labeled samples, semi-supervised approaches still require enough samples, both
labeled and unlabeled, to construct statistical models for each family. As a re-
sult, they struggle to classify families with few collected samples, including those
encountered during early stages of emergence—precisely when timely and accu-
rate classification is required. These conditions lead Li et al. [21] to state that
“accurately classifying small families is not the intended application” of their
approach. Additionally, the static features that certain approaches [21, 42] rely
on are especially vulnerable to static obfuscation (e.g., packing).

Prior work has also explored the use of binary code similarity and runtime
behaviors in conjunction with unsupervised learning techniques to identify rela-
tionships between malware samples [5, 8, 10, 14, 15, 27]. Cozzi et al. [8] identify
relationships among Linux IoT malware, but their approach relies on access to
debugging symbols, publicly available source code, and the absence of static ob-
fuscation like packing, assumptions that rarely hold for Windows malware. To
bypass packing and other forms of static obfuscation, Mirzaei et al. [27] extract
executable code from multiple process-level memory snapshots per malware sam-
ple. While effective at increasing code coverage, these techniques do not account
for performance costs (easily on the order of tens of minutes) incurred when dis-
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assembling and analyzing large numbers of snapshots. Such costs are magnified
in operational settings where analysts work in highly iterative workflows [38,39].

At the other extreme, Hu et al. [14, 15] reduce analysis time by capturing
a single memory snapshot from the malware’s initial process. Although this
improves efficiency, it can miss code executed in later stages or in additional
processes spawned during execution, which often contain the family-defining
malicious logic that analysts seek to understand. Alternative methods, such as
those by Dam et al. [10] and Bayer et al. [5], cluster malware based on data
dependencies in system calls. These approaches avoid code and memory analysis
altogether and therefore scale well, but they overlook cases in which malware be-
haviors are shaped by third-party obfuscation tools or by multi-stage execution.
As a result, they provide limited support for analysts attempting to disentangle
family-specific behavior from shared infrastructure code.

Our Work: We present an implementation-level abstraction that works in
lower support settings than prior work. Our approach departs from prior work
by exploiting execution stage structure: in practice, code from droppers and
obfuscation tools executes early, while family-defining logic appears later. This
temporal separation distinguishes family-specific implementations from reused
infrastructure code, enabling reliable linkage of related samples. Our design also
accounts for the realities of human-driven malware analysis, where efficiency is
essential to avoid disrupting analysts’ tightly coupled loop of experimentation.

4 Methodology

Figure 1 provides an overview of our multi-phase workflow for extracting and
comparing implementations of malicious behaviors. In Phase 1○, we capture
runtime memory snapshots of processes created or injected into during malware
execution. In Phase 2○, we identify API calls associated with specific behav-
iors, which we refer to as behavioral anchors. Using these anchors, Phase 3○
performs selective disassembly to extract the corresponding implementations,
defined as the binary functions containing each anchor. Finally, in Phase 4○,
we compare extracted implementations against a hierarchically organized data-
store of previously observed implementations to identify relationships between
implementations and their associated malware samples.

The emphasis on efficiency throughout our design is due to the realities of
human-driven malware analysis. An observational study of security professionals
by Votipka et al. [38] shows that analysts reason about novel malware through an
iterative process, where the impact of delays is magnified. Accordingly, we avoid
adding burdens to malware analysis pipelines [6,39] by using behavioral artifacts
already produced by standard sandbox environments and ensuring that our anal-
ysis time remains negligible relative to sandbox runtime. Aligning scalability and
accuracy with analyst workflows helps our design support timely decision-making
when automated methods are least effective due to limited data.



6 K. Valakuzhy et al.

Fig. 1: We extract memory snapshots and identify anchors ( ) for different behaviors
( , ), extracting the surrounding functions using our selective disassembler ( ).
These functions provide interpretable connections between malware samples that can
aid analysts in analyzing novel malware.

4.1 Phase 1○: Runtime Memory Extraction

To capture implementations of the malware’s behaviors, it is critical that the
malware executes its malicious logic in the analysis environment. This is essen-
tial for recovering implementations hidden by static obfuscation techniques, such
as packing, which conceal code until runtime. However, malware often suppresses
malicious behavior if it detects that it is being observed [24] and can evade analy-
sis by injecting code into benign processes, distancing execution from the original
malicious executable. Although analysis environments are constantly improving,
malware also continue to update their evasive methods. For our approach, we
expose malicious behaviors using a malware sandbox — the primary dynamic
analysis tool relied on by analysts in practice [6, 39].

Once behaviors are executed, their binary implementations can be captured
via memory snapshots. To bypass obfuscation techniques such as packing, snap-
shots are taken at process termination [23]. To reduce disassembly overhead,
we restrict snapshots to memory regions that were executed or written to by
the original malware process or its descendants, accounting for techniques such
as process injection. Nevertheless, disassembling these snapshots remains time-
consuming; as shown in Table 1, disassembly requires approximately five min-
utes per sample on average, and sometimes exceeds 30 minutes. Consequently,
minimizing disassembly overhead is a central consideration in our approach, mo-
tivating the targeted analysis techniques introduced in subsequent phases.

Some advanced obfuscation tools re-obfuscate code after execution, remov-
ing behavior implementations from post-execution memory snapshots. While we
considered addressing these cases by including five additional snapshot triggers
(i.e., on process start, first network activity, and when newly written memory
regions are executed, modified, or are made executable), these triggers increased
the number of extracted implementations by less than 1%. This result aligns
with previous measurements on the rarity of re-obfuscating packers [35]. Given
the limited benefit, our prototype relies solely on post-execution snapshots.
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Table 1: Reductions in average disassembled data and analysis time, relative to the
baseline approach (A1). Analysis conducted on 100 randomly selected MOTIF binaries.

ID Data (KB) Time (s) Data Red. Time Red.

A1 8,900 341 – –
A2 3,100 85 2.9× 4.0×
A3 66 1 135× 341×

A1: Final snapshot per memory region (IDA Pro). A2: A1 + behavior-anchored
snapshots only (IDA Pro). A3: A2 + behavior-anchored selective disassembly.

4.2 Phase 2○: Identifying Behavioral Anchors

Next, we search the memory snapshots to locate the binary code responsible for
the malware’s executed behaviors. Intuitively, many behaviors can be located by
the key pieces of code, which we coin behavioral anchors, required to implement
the behavior. Some types of effective anchors are system calls and Windows
APIs, as invoking these is required to read or modify resources managed by
the operating system.1 To find API calls that can serve as anchors, we use
behavior signatures already present in the malware sandbox. While constructing
new signatures is outside the scope of this work, prior work by Comparetti et
al. [7] notes the practicality of manually adding behavior signatures, citing the
rich context and high level of abstraction offered by dynamic analysis.

After identifying APIs that match behavior signatures, we determine their
locations (i.e., virtual addresses) within the previously taken memory snapshots
via the function call stack [23]. We then validate each anchor by confirming that
it points to bytes in memory that disassemble to an instruction capable of invok-
ing the API, either a call or jmp instruction. These validated behavioral anchors
pinpoint the binary-level functions we ultimately use as our behavior implemen-
tations and allow us to discard snapshots that lack anchors. This filtering reduces
disassembly time, as shown in Table 1, reducing the average disassembly time
for each sample’s memory snapshots to 85 seconds (A2). In the next phase, we
further reduce this time with a technique we have coined selective disassembly.

4.3 Phase 3○: Extracting Implementation-Specific Artifacts

For our approach, we choose to extract behavior implementations at the function
level, as functions provide a natural unit for grouping code [23] and enable the
use of established function-level techniques to compute similarity. Specifically,
we consider any function that contains a behavioral anchor as a behavior imple-
mentation. While conventional disassembly tools like IDA Pro and Ghidra can
recover these implementations from memory snapshots, most of their runtime is
spent processing code in unrelated functions. In practice, we observe that behav-
ior implementations account for less than 1% of the bytes of code in a snapshot.

1 Special instructions, like RDTSC or CPUID, can also serve as behavioral anchors.
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This imbalance motivates our selective disassembly approach, which targets only
the functions that implement observed behaviors.

Algorithm 1: Selective Disassembly
1 Function SelectiveDisassembly(anchor_addr, δ):
2 RecursiveDescent(anchor_addr);
3 end_addr = anchor_addr;
4 start_addr = GetPriorAPICallAddress(anchor_addr);
5 while NumInstructionsDisassembled() < δ do
6 DisassembleRange(start_addr, end_addr);
7 end_addr = start_addr;
8 start_addr = GetPriorAPICallAddress(start_addr);
9 end while

10 implementation = GetFunction(anchor_addr);
11 return implementation;

Our selective disassembly approach, shown in Algorithm 1, begins at the ad-
dress of the behavioral anchor (anchor_addr), a known instruction boundary
within the target function. We first apply standard recursive descent disassem-
bly [28] (Line 2), which follows control flow to disassemble instructions after the
behavioral anchor that belong to the same function. However, recovering instruc-
tions that precede the anchor is more challenging for variable-length x86 instruc-
tions. To address this challenge, we use API call sites collected during execution
as additional known instruction boundaries. Specifically, we select the nearest
preceding call site to our previous starting point (GetPriorAPICallAddress)
and disassemble the region between the two points (Line 6).

When the preceding API call belongs to a separate function, recursive de-
scent alone will not cross function boundaries to disassemble the rest of the
target function. Therefore, we include a linear sweep approach [28], which as-
sumes instructions are laid out successively, to disassemble adjacent functions
after recursive descent completes. We select APIs as starting points progressively
farther from the behavioral anchor until we disassemble a configurable threshold
δ of instructions (Line 5). The impact of δ is measured in Section 5.1. Finally,
in GetFunction, we follow control flow to find instructions in the same function
as the behavioral anchor. With this approach, we reduce the disassembly time
in Table 1 from 85 seconds to under one second per sample (A3).

4.4 Phase 4○: Function-Based Clustering

After extracting implementations of observed behaviors, we model the relation-
ships between malware samples and behavior implementations as a heteroge-
neous graph to provide the structural foundation for identifying malware fami-
lies. Formally, we define a graph G = (V,E), where the node set V = VS ∪ VI
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consists of memory snapshot nodes VS , produced during dynamic execution, and
behavioral implementation nodes VI , extracted from those snapshots.

As a preprocessing step, we discard implementations consisting of fewer than
five instructions. Such short functions are excluded in binary similarity anal-
yses [23] because they typically correspond to trivial wrappers, such as thin
stubs that immediately transfer control to API calls without modifying inputs
or outputs. These implementations exhibit little structural diversity and provide
limited discriminatory value for distinguishing malware families.

We define three classes of edges to encode relationships among the remaining
nodes. First, extraction edges link memory snapshots and their extracted be-
havior implementations. Second, execution-flow edges link memory snapshots of
related processes, capturing parent–child relationships and code-injection events.
Finally, similarity edges link behavior implementations that exhibit the same be-
havior and similar code. More formally, a similarity edge is added between two
implementation nodes Ia and Ib that match a common behavior signature if their
similarity satisfies sim(Ia, Ib) ≥ σ, where σ is a similarity threshold. Restricting
similarity comparisons to implementations of the same behavior ensures a de-
gree of semantic similarity while substantially reducing the number of required
function comparisons. The appropriate value of σ depends on both the similar-
ity metric and the analyst’s tolerance for false positives; rather than fixing it a
priori, we derive suitable values empirically in our evaluation.

To compute similarity between behavior implementations, we represent each
function as a string formed by concatenating the opcode bytes of its instruc-
tions in sequential order. Using opcode bytes provides a simple normalization
that improves robustness to irrelevant binary differences, such as variations in
memory addresses [14, 15]. Similarity between opcode strings is measured using
Normalized Levenshtein Similarity (NLS), which is computed by dividing their
Levenshtein edit distance by the length of the longer string and subtracted from 1
to yield a score in the range [0, 1]. Despite its simplicity, this metric performs
well in practice and balances accuracy and computational efficiency.

This graph representation supports both unsupervised clustering and semi-
supervised classification for realistic sparse-label conditions. While our clustering
uses a standard community detection technique, we leverage a custom label-
propagation approach for our semi-supervised setting. Specifically, we treat a
set of labeled nodes from the training data as seeds and apply Voronoi graph
partitioning [12] to propagate labels to unlabeled nodes. Each unlabeled node is
assigned the label of the nearest seed by shortest-path distance in the graph.

To consistently label snapshots associated with the same malware sample, we
assign zero weight to execution-flow edges and assign unit weight to all others.
This scheme ensures that snapshots of the same sample receive identical labels
while preserving meaningful distances between different samples and their be-
havior implementations. When multiple seed nodes are reachable at the same
minimum distance, ties are broken at random. Nodes that are unreachable from
any seed are treated as out-of-distribution and are not assigned a family label.
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5 Evaluation

We now assess the benefits of our approach. First, we compare our selective
disassembly approach to a state-of-the-art disassembler. Second, we evaluate
our implementation-based similarity on families with few examples. Lastly, we
share instances where our analyses led to insights on cross-family relationships,
both confirming and extending results from professional analyst reports.

Implementation Details. Commercial malware sandboxes are regarded by prac-
titioners as a critical tool for analyzing evasive malware [29, 40]. Accordingly,
BRAID relies on dynamic behavior signatures used by sandboxes to identify mali-
cious behaviors during execution. For our prototype, we use VMRay Analyzer 2,
a widely used sandbox in industry, government, and academic research [29], con-
figured with 64-bit Windows 10 virtual machines. Importantly, our approach is
not tied to any specific sandbox and can operate with any environment that pro-
vides structured behavioral observations and memory snapshots. Based on the
finding of Kuchler et al. [18] that unique code execution by malware plateaus
early during runtime, we fix a 180 second timeout for all experiments.

Our selective disassembly component is implemented in Python on top of the
Capstone framework 3 (v4.0.2). For comparison, we use the industry standard
IDA Pro (v7.6) disassembler as a baseline. All experiments are conducted on a
Linux server running Ubuntu 20.04 with two 8-core Intel Xeon E5-2450 CPUs
at 2.10 GHz and 96 GB of DRAM. While we report absolute timings for repro-
ducibility, the relative performance improvements we observe stem from design
choices in selective disassembly rather than hardware-specific optimizations.

Data Selection. We adopt the MOTIF dataset for our evaluation as its family
labels are sourced from expert-curated threat reports, making it particularly
well suited for evaluating family-level relationships. We also include the popu-
lar BODMAS dataset [44] whose labels are mostly derived through automated
antivirus label aggregation, with around 1% assigned by expert analysts.

Table 2: Final datasets used in our evaluation after preprocessing and filtering.

MOTIF BODMAS

ID Step Samples Families Samples Families

S1 Supported PE EXE 2,132 346 39,582 468
S2 Set canonical labels 2,132 340 39,582 425
S3 Remove generic labels 2,131 339 32,768 362
S4 Extract implementations 1,643 277 18,034 253

From these datasets, we assess how well BRAID can identify malware fami-
lies with as few as two samples; Table 2 depicts how we obtain our evaluation
2 https://www.vmray.com/vmray-analyzer/
3 https://www.capstone-engine.org/

https://www.vmray.com/vmray-analyzer/
https://www.capstone-engine.org/
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dataset. Our current prototype is designed to extract assembly code from Win-
dows EXE files, setting aside .NET and DLL files (S1). To reduce noise from AV
labels, we apply ClarAVy [17] to collapse family aliases into canonical names (S2)
and remove family labels corresponding to generic AV detections (e.g., “generic”
or “agent”) (S3). These steps substantially impact the AV-labeled BODMAS
dataset, but have minimal effect on MOTIF, which addressed these issues dur-
ing curation. Finally, we retain only samples for which BRAID identifies at least
one behavior implementation (S4), yielding our evaluation datasets. We discuss
reasons, and potential fixes, for missing behavior implementations in Section 6.

5.1 Benefits of Selective Disassembly

To evaluate the accuracy and efficiency of selective disassembly, we compare
it against the state-of-the-art IDA Pro disassembler. We use IDA Pro’s output
as a baseline for correctness and as a performance benchmark for robust, non-
selective disassembly. We evaluate both approaches on 1,000 samples from the
BODMAS dataset, rerunning our approach with multiple choices for the bound
on the maximum number of instructions disassembled per implementation δ.

Table 3: Impact of δ on selective disassembly. Results are averaged over 1000 samples
from BODMAS. Similarity to IDA Pro is computed using NLS.

Approach δ
Extraneous
Disassembly Time (s) Similarity to

IDA Pro

IDA Pro N/A >2,410 KiB 131.1 1.00

Selective
Disassembly

200 21 KiB 0.4 0.90
500 34 KiB 0.6 0.92

1,000 40 KiB 0.9 0.94
2,000 61 KiB 1.1 0.94

The results in Table 3 show that selective disassembly recovers functions
that are 94% similar to IDA Pro, while requiring only 1% of the disassembly
time. Increasing δ beyond 1,000 instructions yields diminishing returns, as only
1% of the functions recovered by IDA Pro exceed this length. Based on this
observation, we set δ = 1,000 for all subsequent experiments. Comparison of the
functions produced by these two disassemblers reveals that differences arise from
misinterpreting data between functions as code, a well-known challenge for linear
disassembly of Windows binaries [28]. We leave the incorporation of additional
disassembly heuristics, such as function start detection [28], to future work.

5.2 Malware Family Identification

To evaluate BRAID, we first set the code similarity threshold σ using the MOTIF
dataset. Afterwards, we use the BODMAS dataset to compare our malware
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family clusters to aggregated AV labels and test our label-propagation approach
(see Section 4.4) against state-of-the-art malware family classification.

Threshold selection. We select σ via grid search, choosing the value that yields
malware clusters on MOTIF that most closely match expert-provided family
labels. For each value of σ, we construct a graph using BRAID and use the Louvain
community detection algorithm [4] for clustering. Cluster quality is assessed
using Adjusted Mutual Information (AMI) [37], which measures the agreement
between two clusterings while correcting for chance. We also report AMI scores
obtained on the BODMAS dataset to assess cross-dataset generalization.

Table 4: AMI for different values for σ. Scores better than AVClass2 are bolded.

σ 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0

MOTIF 0.425 0.501 0.644 0.733 0.755 0.762 0.764 0.753 0.742 0.720
BODMAS 0.699 0.733 0.794 0.803 0.807 0.807 0.801 0.797 0.792 0.786

As shown in Table 4, σ = 0.7 produces clusters that align most closely with
the MOTIF ground truth. Notably, this threshold also achieves near-peak per-
formance on BODMAS, indicating that the selected value generalizes beyond the
dataset used for tuning. For additional context, we compare BRAID’s clustering
results against those produced using aggregated antivirus labels generated by
AVClass2 [32]. BRAID achieves a 9% higher AMI than AVClass2 (0.76 vs. 0.70),
highlighting the value of the relationships captured by our approach.

Classification Results. With σ fixed, we evaluate family classification perfor-
mance with respect to (i) the number of families and (ii) the number of labeled
training samples. We use the approach of Li et al. [20] as a baseline due to its re-
ported strong performance relative to other family classification models, publicly
available implementation, and ability to handle changes in malware over time
(i.e., concept drift) with as few as ten samples. Their approach achieves these
outcomes by training on data from pre- and post-drift to select features that
remain reliable as malware changes. To simulate concept drift, we use collection
timestamps from the BODMAS dataset to select, for each family, training sam-
ples that were collected before testing samples. For Li et al.’s approach, we use
the earliest 50% of training data as pre-drift and the remainder as post-drift.
When only one training sample is available for a family, we include it in both
training sets. We remove any samples for which Li et al.’s data collection pipeline
fails to extract features to ensure a fair comparison under full data availability.

The top half of Figure 2 shows the performance of each approach with one
training sample per family. We add families from largest to smallest, mimicking
family size thresholds from prior work [21], up to all 153 families with at least 2
samples to ensure presence in both training and testing data. We report macro
statistics to weight each malware family equally despite the long-tail distribution.
As expected, performance degrades as the number of families increases, but
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Fig. 2: Comparison of BRAID and Li et al. [20] across varying numbers of families and
training samples. Error bars indicate standard deviation across three runs.

BRAID maintains a steady advantage, achieving an 88% improvement in Macro
F1 over the baseline with 10 families and a 111% improvement with 153 families.
Additionally, our approach exhibits lower variance across runs.

Our second evaluation examines the impact of increasing the number of la-
beled samples. We select the 74 families from BODMAS with at least 11 samples,
using the first 10 for training and the remainder for testing. Holding the test set
fixed, we increase the number of training samples per family from 1 to 10, adding
samples in temporal order. The bottom half of Figure 2 shows that our approach
remains stable, whereas Li et al.’s approach [20] markedly improves as training
samples per family increase (up to 6). Upon closer inspection, we find that sensi-
tivity to training set size is heavily dataset dependent. Repeating this experiment
on MOTIF resulted in even greater performance gains as the number of training
samples increased, with further details in Appendix A.1.

5.3 Overlap with Benign Executables

BRAID is designed to cluster known malware families, a practical focus given the
availability of high-performance malware detectors [20]. However, some behav-
iors (e.g., remote access) are not inherently malicious, and their signatures may
occasionally match benign software. To evaluate this effect, we analyzed 1,000
benign Windows binaries from the Dike dataset4, which is used to evaluate mal-
ware detection systems [13]. Although BRAID extracted 40 implementations,
the maximum NLS similarity between benign and malicious samples was only
0.21. This is well below the thresholds (σ) used in our evaluations, suggesting
that BRAID primarily captures connections specific to malware.
4 https://github.com/iosifache/DikeDataset

https://github.com/iosifache/DikeDataset
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Fig. 3: Unique behavior implementations found in petrwrap and petya. Notice shared
implementations between petya and the 2nd stage of petrwrap.

5.4 Forensic Analysis using Behavioral Abstractions

We further demonstrate the value of BRAID by using behavior implementations to
explain inter-family relationships in the MOTIF dataset. Without understanding
the cause of cross-family code sharing, novel malware samples may be incorrectly
grouped with known families, delaying remediation efforts [36]. To study such
relationships, we identify 21 clusters that contain samples from exactly two mal-
ware families and randomly select 25% (5 clusters) for inspection. In four cases,
the cross-family code similarity arises because malware from one family func-
tions as a dropper that executes malware from another family as a payload, a
relationship that is difficult to uncover without identifying the different stages
of execution. The final case, warzone and avemaria, reflects an alias relationship
missing from ClarAVy’s list used to preprocess the data in Section 5.

BRAID identifies all four dropper–payload relationships through a common
pattern: payloads execute in separate processes with distinct behavior imple-
mentations. Accordingly, when a memory snapshot corresponding to a newly
spawned or injected process exhibits different behavior implementations than
the snapshot of its parent process, we mark the child snapshot as a new stage.
Figure 3 illustrates how stage boundaries expose code-sharing relationships that
would otherwise be obscured, improving family classification in data-sparse set-
tings while providing actionable explanations for cross-family links.

We further find that execution stages help identify cross-family relationships
introduced by shared third-party tools. Figure 4 illustrates one such case, where
an implementation is shared between the locky, flokibot, and cerber malware
families. Closer inspection reveals that this connection only appears in the first
execution stage of these families—a stage in which malware commonly relies
on external tooling. Manual analysis confirms this intuition, finding that the
function is added by the Nullsoft Scriptable Install System (NSIS), a Windows
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Fig. 4: Implementations from three different families. Different stages of execution help
to distinguish family-specific behavior from third-party tooling behavior.

installer framework used to hinder analysis [9]. In contrast, implementations
expressed in later stages align with family-specific functionality. For example, the
second stage of locky samples share an implementation of the Use Encryption
API behavior, reflecting locky ’s role as ransomware. Similarly, in cerber, the
Search Browser Creds By File behavior appears only in the second stage of
certain samples, a capability that open-source intelligence (OSINT) reports state
was added in newer versions.

Unveiling Undocumented Family-Specific Code. Behavior implementa-
tions that are unique to a malware family provide a powerful basis for construct-
ing robust detection signatures. To evaluate how BRAID can strengthen family
identification, we measure its ability to discover undocumented, family-specific
traits. We use OSINT reports from MOTIF as our baseline of public knowledge,
selecting ten that explicitly reference hashes for at least two samples from the
same family. Two authors independently searched each report for behaviors at-
tributed to each family and assessed whether the report provided the assembly
code for these behaviors. The Cohen’s kappa [26] intercoder agreement between
the two authors was 0.9, indicating strong consistency in their assessments.

Table 5 shows that OSINT reports frequently document high-level behaviors
without providing code-level evidence. BRAID bridges this gap by providing both
behavioral evidence and the family-specific code that realizes it. For example, in
a Kaspersky report discussing azorult malware, our analysis uncovered 11 im-
plementations of malicious behaviors that were unique to the azorult family and
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Table 5: Baseline evidence for malware family groupings provided by OSINT reports,
and additional behavioral and family-specific functions uncovered by BRAID.

OSINT Report BRAID (New Evidence)

Family Intel Behavior Code Behavior Family-Specific
Functions

Azorult Kaspersky ✓ ✗ ✓ 11
Buer G-Data ✓ ✗ ✓ 2
Danabot Proofpoint ✓ ✓ ✗ 0
Deloader Fortinet ✓ ✓ ✓ 1
Gandcrab Fortinet ✓ ✓ ✓ 9
Locky MalwareBytes ✗ ✗ ✓ 4
Melcoz Kaspersky ✓ ✗ ✗ 1
NeutrinoPOS Kaspersky ✓ ✓ ✓ 10
Trickbot Bitdefender ✓ ✗ ✓ 1
Zebrocy CISA ✓ ✗ ✗ 0

absent from the original report. Across the ten examined reports, we found un-
documented shared behavior implementations in seven families, with five reports
lacking code evidence entirely. Overall, our approach can surface family-defining
traits missing from OSINT, adding clarity to malware similarities and supporting
the construction of more resilient detection signatures.

6 Limitations

While BRAID works when behavior implementations are extracted, samples with-
out such implementations require complementary techniques. In our prototype,
these cases arise when behaviors are not triggered during execution or when
relevant memory regions are excluded from process-end snapshots. Both issues
can be addressed in future work by expanding behavior coverage through addi-
tional signature sources (e.g., [25]), adding anti-evasion techniques [11], tagging
memory regions at execution time to ensure capture at termination, and even en-
abling memory snapshots at runtime when behaviors are observed to ensure the
call site is present in memory. To handle advanced, virtualization-based packers,
BRAID can be integrated with recent deobfuscation techniques [34].

For unlabeled samples from previously unseen families, three outcomes arise:
(i) unique implementations, (ii) shared implementations with existing families,
or (iii) behaviors not captured by current signatures. In the first case, samples re-
main unlabeled after propagation, providing a natural starting point for manual
analysis and identification of new families. In the second, shared implementa-
tions raise ambiguity between new families and variants. While this distinction
ultimately requires human judgment, our approach helps by producing clusters
that align closely with analyst-defined groupings (per Table 4). In the third case,
we posit that BRAID remains extensible through addition of signatures for new
behaviors in MITRE ATT&CK and similar taxonomies.
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A threat to our approach is the rise of LLM-generated malware. As shared
code-generation tools, LLMs increase the likelihood that unrelated authors pro-
duce similar implementations of the same behavior. While model diversity, prompt
variation, and sampling randomness introduce some variation, they do not elim-
inate this convergence. As a result, similarity-based classification may capture
common generation patterns rather than true lineage, leading to broader impli-
cations on how malware families are defined and interpreted in the future.

7 Conclusion

We provide an end-to-end approach for expeditiously finding connections be-
tween malware samples in low-support settings. Through careful choice of meth-
ods, we reduce the overhead of extracting implementations of behaviors by over
two orders of magnitude, allowing binary code similarity approaches to be in-
tegrated into malware analysts’ time-sensitive workflows with minimal cost. We
also demonstrate how our approach can provide concrete code evidence for as-
sertions in malware reports, explain cross-family code sharing and lineage, and
reveal previously undocumented relationships between malware families.
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conclusions, or recommendations expressed in this material are those of the authors
and do not necessarily reflect the views of the U.S. Department of Defense (DoD).

A Appendix

A.1 Training Data Sensitivity on MOTIF

For completeness, we repeated the evaluation from Section 5.2 using the MO-
TIF dataset, identifying 33 families with at least 11 samples that both BRAID
and Li et al. [20] successfully processed. To avoid overfitting to MOTIF, we
set the code similarity threshold σ to 0.6 based on peak performance on the
BODMAS dataset (Table 4). Figure 5 shows that the macro statistics from both
approaches significantly improve as the number of training samples increases. We
surmise that the differing sensitivity to the number of training samples between
the BODMAS and MOTIF evaluations is influenced by their collection periods;
whereas BODMAS spans only one year, MOTIF covers five years, potentially
resulting in greater concept drift.

A.2 Open Science

The resources used in this study are available at https://github.com/kvalaku
zhy-gatech/BRAID. This includes the datasets, the references supporting our
forensic analysis, and the code for our selective disassembly approach and the
overall pipeline presented in Section 4.

https://github.com/kvalakuzhy-gatech/BRAID
https://github.com/kvalakuzhy-gatech/BRAID
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Fig. 5: Performance of BRAID vs Li et al. [20] at malware classification on 33 families.
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