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Abstract—Ensuring the integrity of firmware running on
embedded systems—such as automotive Electronic Control Units
(ECUs)—is critical to system reliability and security. This pa-
per presents a lightweight, non-intrusive method for detect-
ing firmware flashing events using electromagnetic (EM) side-
channel emissions collected via low-cost software-defined radios
(SDRs). By focusing on short, deterministic update phases (e.g.,
bootloader-based flashing), we avoid the overhead of continuous
monitoring. We propose a kernel-based pattern matching frame-
work that identifies flashing operations by comparing short-time
spectral signatures to a reference. We validate this approach
on SAMV71 development boards and show that appropriate
frequency band selection is key to signal clarity. Cross-board
experiments reveal challenges related to hardware variability,
including missing components. These results highlight the feasi-
bility of EM-based firmware inspection in real-world, resource-
constrained environments.

Index Terms—EM side-channels, firmware verification, flash
detection, boot-load monitoring.

I. INTRODUCTION

Modern embedded systems, including those found in ve-
hicles, industrial machinery, and medical devices, rely on
firmware—Ilow-level software that interfaces directly with
hardware—to execute mission-critical functions. The integrity
of this firmware is therefore critical to ensuring reliable
and secure system behavior. In the automotive domain, for
example, electronic control units (ECUs) manage essential
operations such as braking, steering, and powertrain control.
Unfortunately, attackers have demonstrated the ability to mod-
ify embedded systems with malicious or outdated firmware,
bypassing traditional runtime protections and compromising
system functionality [1], [2].

While electromagnetic (EM) side-channel analysis has been
shown to reveal meaningful information about device behavior,
much of the prior work either relies on lab-grade equipment
or is restricted to FPGA platforms and simulation models
[3]. Other approaches for detecting firmware modifications
either require intrusive instrumentation, proprietary vendor
support, or high-cost side-channel measurement equipment.
There remains a gap in the literature for solutions that work
non-invasively, require no architectural support, and are viable
for low-cost field deployment.

In this paper, we present a practical and resource-
constrained EM monitoring framework for detecting firmware
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reflashing events and firmware variation on a real ARM-
based microcontroller equipped on SAMV71 boards [4]. Our
system focuses specifically on the bootloading phase, where
we demonstrate the feasibility of pattern-based recognition in
the time domain. This approach allows for fast detection and
reduced processing latency that could also be used in run-time
for continuous monitoring to detect certain events based on a
reference model trained on the EM signatures of these events.

Using a simple software-defined radio (SDR) receiver and
fixed-probe setups, we show that even constrained tools can
provide high-confidence detection of firmware flashing. We
then explore the extent of what more we can infer—including
cross-device generalization and robustness against manufac-
turing variance. This work raises important questions about
real-world deployment and also surfaces potential limitations
such as hardware variation or sensitivity to minor changes in
configuration. In summary, this paper makes the following key
contributions:

o Demonstrate firmware flashing detection using near-field
probes and low-cost SDRs (e.g., RTL-SDR, HackRF)
with minimal processing and narrow-band capture.

e Propose a kernel-based pattern matching framework for
fast, low-latency spectral signature detection.

o Identify deployment challenges due to hardware incon-
sistencies (e.g., missing components across boards).

« Provide evidence for broader applicability of the proposed
framework using advanced SDRs (e.g., USRPs) for finer-
grained runtime firmware differentiation.

The rest of this paper is organized as follows. Section
IT provides background on firmware security, existing EM-
based monitoring approaches, and motivates the need for
a lightweight and reliable firmware monitoring. Section III
presents our methodology for detecting firmware events using
EM emissions, including our kernel-based pattern matching
approach. In Section IV we describe our experimental setup.
Section V presents our experimental results, highlighting
detection performance and cross-device generalization under
hardware variability. Finally, Section VI concludes the paper.

II. BACKGROUND AND MOTIVATION
A. Firmware Updates and Security

Embedded systems are pervasive in modern life, performing
critical tasks across a wide range of applications, such as



ECUs in automobiles. ECUs serve as the intelligence backbone
of vehicles, coordinating interactions among sensors, actua-
tors, and communication interfaces. They rely on embedded
firmware to execute real-time control functions and respond
to safety-critical events. This firmware is typically stored in
non-volatile memory (e.g., flash) and can be updated through
diagnostic interfaces, either via on-board diagnostic (OBD)
ports or remotely using over-the-air (OTA) mechanisms [5].

Firmware updates on such systems are typically deployed
as compiled images and written over serial or debugging
interfaces. Secure firmware updates often involve multiple
layers: authentication of the update source, integrity checks
on the firmware binary, secure boot mechanisms to verify
firmware at runtime, and rollback protections.

In practice, however, many legacy systems or less critical
ECUs lack full support for these measures. Moreover, even
when secure boot is implemented, it is often not designed to
detect physical-layer reflashing attempts or low-level firmware
changes made through unauthorized access.

Most ECUs are updated regularly for feature enhancements,
while others are tightly controlled. Despite these efforts, the
diversity of update pathways and legacy support introduces
a broad attack surface [6], [7]. There have been numerous
demonstrations of firmware-level attacks on automotive sys-
tems including reverse-engineer firmware and inject malicious
code via exposed diagnostic interfaces, bypassing OEM pro-
tections [8]. These attacks typically go unnoticed until runtime
behavior changes or failures occur, which can be catastrophic
in safety-critical systems. The issue is compounded by the
lack of visibility into the bootloading phase, where reflashing
often occurs and a malicious reprogramming event may leave
no trace in runtime logs or digital attestation systems.

B. Defensive Use of Unintentional EM Emissions

The phenomenon of unintentional EM emissions from
electronic devices has long been studied in the context of
hardware security and side-channel analysis [9]. These emis-
sions—byproducts of rapid switching activity within integrated
circuits—can unintentionally leak sensitive information or
reveal execution behavior.

In adversarial settings, researchers have demonstrated the
feasibility of extracting cryptographic keys from FPGAs and
embedded systems using EM side-channels, performing re-
mote code execution inference on mobile devices, and even
launching EM fault injection attacks to bypass security checks
[10]-[13]. These studies exploit fundamental principles of
electromagnetics and circuit theory, making the existence
of such channels unsurprising—if not inevitable—given the
physical structure of modern electronics.

However, beyond adversarial use cases, researchers have
also explored EM emissions as a nonmalicious tool for passive
software monitoring and system introspection. Nonmalicious
EM-based software monitoring frameworks such as Spectral
Profiling [14] and EDDIE [15] have demonstrated the viability
of EM spectral analysis for software behavior detection, they
typically operate at coarse-grained levels (e.g., loops, function

calls, states). Further studies have shown instruction-level
tracking techniques using high-fidelity spectrum analysis and
signal processing pipelines [16], [17].

Multimodal analog side-channel analysis is a promising
non-intrusive path forward for detecting state divergences and
physical-layer anomalies in cyber-physical systems. Recent
work by Kacmarcik et al. [18] further demonstrates that
acoustic emissions, in addition to EM emissions, can also be
used to identify abnormal activity in embedded systems, rein-
forcing the idea that a multi-channel monitoring approach can
improve anomaly detection. This opens the door for firmware-
level integrity checks using antennas or sensors placed near
different components, particularly during sensitive phases like
bootloading or reflashing.

Modern vehicles contain over a hundred modular ECUs with
limited software complexity, making them well-suited for side-
channel-based monitoring. Their periodic behavior—driven by
clocks, buses, and control loops—produces distinct frequency-
domain patterns. This structure enables lightweight, spectral
techniques like ours to detect anomalies or unauthorized
firmware changes with minimal overhead.

C. Motivation and Proposed Use

While many existing efforts leveraging the EM emis-
sions target continuous monitoring of software execution,
such approaches often require high-resolution signal acqui-
sition, detailed system knowledge, or persistent observabil-
ity—conditions that are difficult to meet in many real-world
deployments. In contrast, this work focuses on a more practical
and bounded target: the firmware flashing phase. Firmware
flashing is a short-lived but security-critical operation, typ-
ically occurring during system reboots or intentional re-
programming (e.g., during updates or maintenance). These
events present a unique opportunity for low-overhead integrity
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Fig. 1: Time—frequency spectrogram of EM emissions during
two firmware flashing events. The first event (top red box)
highlights regular firmware flashing, while the second event
(bottom red box) corresponds to the flashing of a modified
firmware.



checks, as they are deterministic, repeatable, and temporally
isolated from normal operation.

Fig. 1 presents a spectrogram (time—frequency represen-
tation) of EM emissions collected from the SAMV71 [4]
development board using an RTL-SDR [19] device over a 60-
second interval.

The highlighted red box region corresponds to firmware
flashing operations, which occur over just a few seconds,
clearly exhibiting a distinct chirp-like spectral pattern. In this
experiment, we flash two different images onto the microcon-
troller, one representing a regular/original firmware akin to
what might be deployed on a production ECU, and another that
is slightly modified to simulate a different firmware version.
In our experiments, we utilized these two firmware versions to
illustrate the applicability of this approach in scenarios such
as the temporal identification of “authorized updates™ or the
detection of an “unauthorized modification.”

Both events produce spectrally rich and visually distinct
chirp-like patterns, suggesting that firmware flashing can be
characterized using compact spectral signatures. This observa-
tion motivates our proposed detection framework, which per-
forms lightweight, out-of-band verification of flashing events
by identifying these spectral and temporal features—even in
the presence of hardware diversity or resource constraints.

III. METHODOLOGY

Our methodology aims to detect firmware flashing events
from EM emissions using a low-latency pattern matching
approach. We divide the process into two main phases: training
and testing.

A. Training Phase

In the training phase, we extract one or more spectral ref-
erence signatures that characterize the EM behavior of known
flashing events. While a single averaged signature can suffice
for simple detection tasks, our setup allows for capturing
variations across firmware versions, boards, or experimental
conditions. To enable automated detection, we translate the
visually identifiable flashing patterns observed in the spec-
trogram into structured spectral representations through the
following preprocessing and feature extraction steps.

1) We first identify and crop time segments from spectro-
grams where flashing occurs. These segments exhibit
consistent spectral patterns that make them visually
distinguishable.

2) The average duration of the cropped segments is used
to define a fixed-length analysis window, or frame size,
applied in both training and testing.

3) For each segment, we compute the average FFT magni-
tude across time to obtain a corresponding one dimen-
sional spectral profile, as illustrated in Fig. 2.

4) These profiles can either be averaged into a single
reference signature, or stored individually for more
fine-grained, instance-based matching. This flexibility
supports multiple detection strategies, such as using
firmware-specific kernels or board-dependent references.
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Fig. 2: Spectral profiles of four individual flashing events
across two firmware versions (“regular” in red, “modified” in
black).

This process yields one or more compact EM signatures
for flashing events, serving as pattern-matching kernels for
subsequent detection.

B. Testing Phase

During testing, the objective is to identify whether the in-
coming EM emissions match any known reference signature(s)
generated during training.

1) The incoming EM signal is continuously transformed

into its time-frequency representation using STFT.

2) A sliding window (with the frame size defined during
training) is applied across the STFT output. For each
window, we compute the corresponding 1D spectral
profile, i.e., the average FFT magnitude across time.

3) For each window, we compute the Euclidean distance
between its spectral profile and the reference signa-
ture(s) obtained during training. The inverse of this
distance serves as a similarity score.

4) A flashing event is detected when the similarity score
exceeds a predefined threshold. Optionally, the time
corresponding to the peak similarity score can be used
to estimate the onset of the flashing event.

This technique enables low-latency detection even on con-
strained hardware. The threshold can be calibrated empirically
to balance detection sensitivity against false positives. By
supporting both single-template and multi-template detection,
the approach adapts to different operational scenarios — such
as varying firmware versions, boards, or sampling conditions.

IV. EXPERIMENTAL SETUP
A. Hardware Platform and Firmware Variants

Fig. 3 illustrates the experimental setup used to investigate
firmware-level activities on a SAMV71 development board.
These boards are commonly used in embedded systems pro-
totyping and serve as a practical proxy for automotive ECUs.

At the core of each SAMV71 board is the ATSAMV71, an
ARM Cortex-M7-based microcontroller, which we designate
as the primary device under test (DuT) throughout our experi-
ments. A near-field probe is positioned directly above this chip
to monitor EM emissions during firmware operations.






