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Abstract— We propose the concept ofOverlay-linked IntServ  through several disjoint paths, seeking to improve resike
(OLIntServ), a system architecture that combines network over- and to take advantage of traffic asymmetries.
lays with intra-domain QoS to provide assured communicatios Our experiments using Planetlab indicate that in many cases

over the Internet, while allowing ISPs to extend the reach of h It i d dable d . d
their currently under-utilized IntServ services. We descibe our our approach can result in a dependable decrease In end-

system prototype, and provide some preliminary experimeral t0-end latency, and (perhaps most importantly) decrease th
results on its efficacy. latency variance. Although preliminary, we believe ouitts

demonstrate that our approach is a promising way of bridging
the QoS reservation gap across the Internet.

The increasing reliance on the Internet for time- and
mission-critical communications has brought to the farefr
concerns about its availability and reliability. Whetheredto QoS provision and management has a wide-ranging lit-
natural traffic fluctuations or large-scale distributedidenf erature. A lot of the early work was stimulated by the
service attacks, the available bandwidth for relativelgglo promise of ATM networks. The demand for these services
lived, time-sensitive communication streams can vary étaém was stimulated by multimedia traffic. The relevant promise
cally over the lifetime of such flows. To address such corgerrwas the control of multiplexing behavior in both end-points
end-to-end network QoS reservation protocols were dedignand network elements, with the idea that queuing discipline

However, years of research on various QoS architectusch as Fair Queuing or its many variants could be used to
for the Internet have resulted in sophisticated propodsds tallocate bandwidth resources and provide delay bounds.
have not been broadly accepted commercially. In particular Despite the ever-increasing use of time-sensitive prdsoco
Integrated Services (IntServ) and Differentiated Serv{@iff- (e.g., VoIP, audio on demandtc.) bandwidth reservation has
Serv) have long been supported by major router and operatmyf been particularly successful. This is caused mainly by
system vendors, yet have only seen minimal use in practitiee fear that since these applications have modest barfdwidt
Without postulating as to the possible reasons behind ttle laequirements the operation of a reservation and payment
of enthusiasm on behalf of ISPs and users, we recognize thigastructure would not be feasible economically. Relgent
fact that an enterprise that wishes to have some QoS asssramowever, newer applications such as video on demand, tele-
today (and, we suspect, in the near future) has few optiongresence, and Grid Computing, have bandwidth requirements

Network overlays has been shown to offer some statistidghlat may constitute a significant portion of the available
guarantees that the underlying network fabric does notekor bandwidth. The overheads associated with reservation and
ample, overlays can improve the performance and robustnbgbng are smaller (because we are dealing with fewer, more
of unicast routing [1], [2] by providing alternate pathsrto expensive reservations), while the benefits are greaterisec
a particular source to a particular destination along ptths of the impact of the data flows on the infrastructure.
proceeded through intermediate end-systems. Howeveh, sucin Grid Computing in particular, efforts are already un-
approaches require considerable application custoroizatid derway [5], to allow end-users to create end-to-end light
coordination among the (distributed) overlay nodes. paths (optical links that allow unstructured access to therfi

We proposeBandExSOS, a hybrid architecture that com-infrastructure) by combining individual segments very imuc
bines intra-ISP QoS reservations (based on RSVP) withaa we described in the introduction. The current systens; ho
multi-path-routing overlay architecture based on our jiesy ever, are targeted towards the academic community and hence
work on Secure Overlay Services (SOS) [3]. In our proposedsume that end-users have the required expertise and have
approach, either (or both) communication end-points builtbn-competitive usage strategies. Specifically under thsef
secure RSVP tunnels [4] to the closest overlay node, whi€ontrolled Light Paths” framework [5].a) end-users have to
should reside in the same ISP (or is otherwise “reachable” bg known by the system in advan¢g) policy enforcement is
RSVP). End-to-end traffic is then routed through these ayerlnot addressedy) there is no purchasing of bandwidth, since
nodes. Inside the overlay, traffic is replicated and routdéde network is considered a common resource. In a commercial
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environment, a similar system must deal with billinge( how SOS [3]), with all other traffic being filtered, as shown in
the reserved bandwidth can be paid by the user) and migjure 2. The secret forwarder can vary over time, and is
support bandwidth reservation in a scalable and secureenandifferent for each site protected by the overlay; part of the
Each reservation carries with it some overhead. This ifunctionality built in these indirection mechanisms camse
cludes both protocol overhead, but also state that must ikeelf with maintaining and propagating this informatiom t
maintained by routers for each reservation. As the numbather indirection nodes. Otherwise, we assume that theitgen
of reservations increases so does the overhead. Unless tloérthe protected server and all indirection nodes is puplicl
is some kind of aggregation of requests this overhead wilhown or easily determined by an attacker.
ultimately define an upper bound on the number of reserva-
tions that can be accommodated by the existing infrastrectu
The complexity of some of the proposed systems [6], [7] anc
the small scale of their test-beds casts grave doubts on the
ability to scale to millions of users and thousands of nekwor
elements. Various techniques that attempt to improve kitala
ity through aggregation are vulnerable to abuse. For exampl
Zhanget al. [8] describe request aggregation whereby multiple

Protected
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bandwidth asked for by the individual requests. This apghpa

however, may result in an upstream node declining the singl
request thus denying access to all the requests, even throu
some of the individual requests could have gone through [9].
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Il. ARCHITECTURE Fig. 2. The Secure Overlay Services anti-DDoS system

Our architecture, shown in Figure 1 combines two differefUr approach with multi-path SOS is straightforward: iaste
components: a distributed overlay network that is used f8f Picking one (possibly random) path through the overlay,
multi-path routing of traffic between any pair of overlay egg SPread the packets from the overlay ingress node (or from
and a secure RSVP-based reservations system (BandEx)th§ end host, if no network reservations are possible) acros
building a tunnel from either communication end-point te thll indirection nodes in a pseudo-random manner. This new
closest overlay node. In essence, the overlay provides ffgnmunication mechanism also protects the client-seer ¢
missing link between the IntServ reservations of the enBection establishment and guarantees uninterrupted ctivne
points. By exploiting redundant available capacity and b to the target server throughout the client's sessione Th
spreading the risk of unexpected traffic peaks across madfmitted packets are internally forwarded to the overlagssg
links, our architecture should minimize the impact of sucROint (the node to which the remote peer has created an RSVP
traffic peaks (or denial of service attacks) on any given.linkuinnel to), or to a random overlay node that is authorized
Section IV contains some preliminary experimental evigené® forward traffic to the remote end host. Only authorized
supporting our hypothesis. We should note that our restéts glients are allowed to use the overlay and contact the hpstin
consistent with independent work on the effect of multipatServers and these clients are provisioned in advaage &t
routing on end-to-end latency [10] and availability [11]. ~ registration time) with the appropriate authenticatiortenal,

In the remainder of this section we provide an overview GUch as an RSA public/private key pair and a public-key
these two components. We refer the reader to our previd,;grtificate. BandExSOS may work in conjunction with filteyin

work describing these systems in more detail [12], [4]. routers close to the hosting infrastructure, to allow ondyfic
from the overlay’s egress points (identified through the RSV
A. SpreadSpectrum SOS tunnel) to reach end hosts. All other traffic is filtered out or

Our network overlay architecture extends the ideas of S@6a minimum rate-limited.
[3]. SOS effectively implements functionality equivaletat
that of a firewall “deep” enough in the network such thaﬁ‘ BandEx
the access link to an end-host does not become congesteldaving provided an effective mechanism for protecting the
as a result of a denial of service attack. In terms of netwodata traffic as it transits the network core, we are left with
topology, this typically means the first or second-levelteou the problem of providing an equivalent level of protection f
in the hosting Internet Service Provider's Point-of-Prese the “last-hop”. In other words, we need a mechanism that will
(POP). This distributed firewall may perform access contrehfeguard data streams between the connection end-poihts a
by using protocols such as IPsec or TLS, or by relying on atie BandExSOS core.
thentication and authorization services from the systemgoe We propose a mechanism for secure bandwidth reservation
protected. Traffic is then routed to a secret location, whidby allowing a content provider to pay for a customer’s band-
can be the service provider itself or a node that is alloweddth. Under our scheme, the content provider (Figure 4spay
to contact the service provider (called “secret forwarder” for the bandwidth to the customer, by sending the customer
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Fig. 1. The BandExSOS architecture

an electronic check for the reservation. The customer themour discussion. AALOWSPEC contains the requested QoS
initiates a secure-RSVP operation issuing checks guadnt@arameters and theoLICY_DATA object contains information
by the provider's check to the ISP’s nodes. Eventually thregarding authorization policies for the request. Thegeat®
path reaches the overlay cloud. The overlay is considered dng both checked before a reservation is made to ensure that
RSVP as one hop, so the path eventually exits the overlay ghd request is possiblesvp uses theeLowsPECin admission
resource reservation is resumed until the content progidecontrol to check whether router actually supports and has
network is reached, completing the transaction. adequate resources for the desired QoS. Additionallycyoli
This architecture assumes that the ISP (or ISPs) havecantrol checks whether the reservation is authorized us$iag
business relationship with the content provider. If thim@ information contained within theeoLiCcY_DATA object and
the case, then a credit institution such as a bank can aceasrttost likely, a local policy. Both objects were designed to be
link between the two parties. In this case, the credit in8th completely opaque to thesvp specification. That isRsVP
will issue a “spending authorization” credential to the ot was not designed for a specific QoS or policy model in mind
provider thus completing the chain of trust. so that it could be extended easily for future QoS and policy
_______________________________________________________________ control servicesrFC 2210 specifies an implementationiefrF
+hain of trust from Alce to NE-12 Integrated Services witlRsvpP which is probably the most
common form of therLowsPECIn current implementations.
Our implementation uses th®OLICY_DATA object to convey
s e 055) policy information for the BandExSOS architecturec 2750
describes thePOLICY_DATA object as being composed of

From: ISP
To: Content Provider

Spending authorization
up to $1.00

_ . any number of policy elements. The information within these
R vt Comtet Provier o . elements is application defined and is not dictateckByP.
Spending authorization \ Assuming that network element 12 (NE-12) belonging to
W10$0% \ . ISP is in the reservation path, tiesvP message will include

Network Element 12

bor s (rust s curr, . the credentials shown in Figure 3. NE-12 will receive the
o - i.e. the 1 . . q

. request and will be able to determirselely on the basis
reserve path A > B

Cre:eenndtizs’\ﬁ;ﬁezwm Of the information provided in the m%sage Whether to grant
or deny the reservation request. Thus, each network element
Fig. 3. Trust relationship for secure reservations. Other trust can reserve resources on its own without communicating
relationships are possible, and are orthogonal to the oveal. with other computers of the ISP’s network. This reduces the
Consider the case of Alice who wishes to watch a movverhead of the transaction and speeds the decision.
provided by a Content Provideck). When Alice selects her KeyNote Microchecks BandExSOS uses KeyNote [13] cre-
movie, she will be provided with the appropriate bandwidttientials for bandwidth reservation. These credentialsriees
purchasing credentials and asvFAransaction will be initiated the conditions under which a user is allowed to perform a
to create a path between Alice’s machine anddHe network. transaction and the fact that a Content Provider is autédriz
RSVP messages are composed of objects that specify ito-participate in a particular transaction.
portant parameters for the reservation exchange. Two skthe Initially, the cpencodes the details of the desired bandwidth
objects,RSVPs FLOWSPEC and POLICY_DATA, are relevant into acredit authorization that is sent to the customer, along




v BandExSOS Operation Having seen the overall system
Content architecture, let us look at a particular exampidice is a
Provider Clearing user who wants to watch a movie frolartha’s site. Alice

ISP will need to reserve bandwidth for that particular link with
/ Nick's Isp. Alice contacts Martha and obtains a frestedit

authorization credential, which allows her to issue KeyNote
microchecks. The CA credential shown below (most of the hex
digits from the keys have been removed for brevity) allows
Alice to write checks for up to 0.55 US Dollars, and she can
do so until March 24th, 2007.

End
User

Fig. 4. Microbilling architecture diagram.

with additional credentials that authorize the to utilize the Eﬁﬁguot ?:OX:[ Zln?g 2
bandmdth un_der_ the same condmor_ls as those enclos_ed in the ALI CEKEY = "rsa-base64: MCgCl Q. . .
credit authorization. The customer includes these créalent MARTHA KEY = "rsa-base64: M GJAo. .. "
in theRsSVP messages along with a microcheck for the desired| Aut hori zer: MARTHAKEY
bandwidth. The credit authorizations and microchecks are|Li censees: ALl CEKEY ) )
encoded as KeyNote credentials that authorize payment fof Cndi tlcﬁrnrsénisp:d—oqadsnu':Z& @”rfn'uﬁt 82&0 56
a specmc_ transacnon._The user creates a KeyNote c_redentla & date < "20070324" -> "true":
signed with her public key and sends it, along with her |sjgnature: "sig-rsa-shal-base64: QU6SZ. . ."
credential from thecp, to the first network element of the : -
Isp. This credential is effectively a check signed by the uséfice contacts hensp and receives an offer credential that
(the Authorizer) and payable to thep (the Licensee). The contains the cost and parame_ters of the r_eservauon. For
conditions under which this check is valid match the cred@ample, 50Mbps on a connection from Dublin to NYC for
authorization sent to the user by tloe. Part of the credit 44 cents:
authorization is a nonce, which maps payments to specifickeynot e- Ver si on: 2
transactions, and prevents double-depositing byi$tre Local - Const ant s:

To determine whether he can expect to be paid (and therg ' SPJTEEIE\:( " ff"sgazgggéz_zgé;h- t
fore whether to accept the payment), tse passes the action Aut hori zer: | SP.KEY

description (the attributes and values in the offer) and the | censees: ROUTE KEY

user’s key along with thesP's policy (that identifies thecP's Condi tions: app.domai n == "Band- X" &&
key), the user credential, the credit authorization créeen currency == "USD" &&

(signed by thecp), and the microchecks credential (signed &bandwi dth <= "50Mops” &&

b . . I'i nk_.name == "Dubl i n-NYC' &&

y the user) to his local KeyNote compliance checker. If gamount >= 0. 44

the compliance checker authorizes the transaction, $tre &% date < "20071120 -> "true":
is guaranteed that thep will allow payment. The correct |Signature: "sig-rsa-shal-base64: ab1XXA. .."
linkage among thespP's policy, the cp key, the user key,

and the transaction details follow from KeyNote’s semantid" practice an Offer Credential includes QoS attributeshsu

[13]. If the transaction is approved, thep can configure as bandwidth, using the IntserLowspPECnotation defined

the appropriate routers such that the user's traffic is dreatn RFC 2210. With the offer credential on hand, Alice then
according to the offer, and store a copy of the microched¥it€S @ check for the appropriate amount:
along with the user credential and associated offer def@ils | keynot e- Versi on: 2
later settlement and payment. Local - Const ant s:

Periodically, theisp will ‘deposit the microchecks (and ALI CEKEY = "rsa-base64: Mg..."
associated transaction details) he has collected to theriGte I SPKEY = "rsa-base64: 7231f. ..

Aut hori zer: ALI CEKKEY
and Settlement Centec$c). The csc may or may not be || censees: | SP.KEY

run by the same company as tlo®, but it must have the |Conditions: app.donain == "BAND- X" &&
proper authorization to transmit billing and payment relsor currency == "USD" && anount == "0. 44"
to thecp for the customers. Thescreceives payment records && nonce == "eb2c3dfc8eda” &

date == "20071120" -> "true";

from the variousisps; these records consist of the offer, and
the KeyNote microcheck and credential from the user sent i
response to the offer. To verify that a microcheck is good, th The nonce is a random number that must be different
csc goes through a similar procedure as tlse did when for each check, guaranteeing that there will be no double-
accepting the microcheck. If the KeyNote compliance checkeepositing of checks. Alice then sends the Offer Credeatidl
approves, the check is accepted. Using her public key asthe micro-check to Nick’s router usingsvp. Nick receives
index, the user’s account is debited for the transactionerno these credentials, validates the microcheck to make sate th
Similarly, the1sP's account is credited for the same amounthe will get paid, and configures the router appropriately. If

Si gnature: "sig-rsa-shal-base64: @sd..."




the check is not good, Nick will say so, and refuse to make V. EVALUATION
the reservation. Nick will verify that he will get paid, and
will evaluate the Offer Credential and the microcheck using
simple policy such as:

To demonstrate the feasibility of our architecture, we ieapl
mented the BandExSOS prototype and deployed the indirec-
tion nodes in 80 PlanetLab nodes, while having the client and

Keynot e- Ver si on: 2 server reside in our local network. Our architecture spsdhe
Local - Const ant s: . . packets across all indirection nodes, without performing a
NI CKKEY = "rsa-base64: 7231f ..." measurements or using any type of feedback from the network.
MARTHALKEY = "rsa-base64: M GJAo. . . Alth h h vsis has b h to be b ficial 110
Aut hori zer: POLI CY ough such analysis has been shown to be beneficia [10],
Li censees: MARTHAKEY && NI CKKEY our results are encouraging even in the naive case.
Condi tions: Perhaps the most surprising aspect of our implementation is
app-domai n == "BAND- X" -> "true"; its size: excluding cryptographic libraries, the systemsists

This policy says that anything that Nick's kegnd the of less than 4,000 lines of well commentédcode. Although

Martha’s key jointly authorize is allowed. Thus, Alice mus{hIS IS a prototype |mplementat.|.o.n and does not mchde
submit a valid payment and a valid Offer Credential. Sind@anagement code and other facilities that wou!d be re_q_uwed
the bandwidth was paid for, and a path can be found frofh2 prqducnon system, we feel that the system is surprising
PoOLICY to a user (Alice) that has delegated to Nick’s keJ!ghtwelght and easy to comprehend.
which in turn has created an open-access Offer Credential,
the operation is allowed.

If additional routers need to be configured in Nick&r,

End to End latency vs Packetreplication

| —+—8nodes —&— 1§ nodes —ir— 32 nodes —=— 76 nodes |

the first router forwards the necessary information to the.ne 2.75

Note that it is not necessary for the router itself to perform 250

the signature verifications and policy validations: it can@y

refer these operations to a Policy Decision Point (PDP)sas i 225 \\
envisioned by the IntServ architecture. 200 -

Discussion The mechanism described above allows band- ‘\ \\
width reservation to be set up for the “last hop” in a way 175 \\\ﬁ
that is both efficient and manageable. We now address the two 150
major problems that made bandwidth reservation a nonestart 125 \ \E\}
in the past, namely scalability and trust.

Scalability issues emerge as multiple reserved paths con- 1.00 -
verge in the backbone and core portions of the network,
burdening routers with large numbers of reservation estrie

In our case the scalability problem is not a concern as we are 050 ' - ' ' ' '
only interested in the last-hop, the protection of dataashe 0% 50% 100% 200%
in the core is handled by another mechanism. Thus, we use Packet Replication

reservations only in the portion of the path that they arduliseFig. 5. End-to-end average latency results for the index page

; ; ; a collection of pages for www.cnn.com. The different poits
and dispense with them in the part where they cause proble@iélﬁote the change in the end-to-end latency through the oviay

The problem oftrust is more complex, as allowing a Cus<(7,) when compared to the direct connection 7). Different
tomer to issue a reservation requesy( using a reservation lines represent different overlays sizes. Increasing theeplication

protocol such as RSVP), implies that we need some Wayfbﬁf'tor and overlay size, we get lower average latency ressit
. . ecause of the multi-path effect on the transmitted packets
determine whether wigust the requests issued by the customer
to our network elements. The problem is made worse by theLooking at the end-to-end average latency results in Fig-
fact that connections may span provider boundaries, theis tire 5, we note that as we increase the replication facter (
network elements of a remote provider may receive requetite number of packet copies that are routed through difteren
from a customer that has no previous relationship with thgaths in the overlay), and for larger overlay networks, we ge
provider. Our system addresses this by limiting both the -nurbetter average latency results. The worst-case scenaalvas
ber of network elements that need to receive reservatiods @2.5 increase in latency, dropping tb5 with 50% packet
the domains that need to be crossed before reaching the gey@ication {.e., probability of replicating a packet af0%).
overlay network, and by allowing a (relatively) small numbe To measure the effectiveness of our system in the presence
of entities (the content providers) to have trusted refesiops of highly variable traffic, we simulated network unreaclifpi
with the ISP. For connections spanning national boundariéy disabling overlay nodes at random. In our experiment, the
our framework also supports the use of credit institutiaxs,( overlay ingress point kept spreading data across all oyerla
banks) that can form a top level trust layer, linking ISP taodes, since it was unaware which of the overlay nodes were
content providers in remote jurisdictions. Note that thestr temporarily unreachable (no feedback). We then varied the
structure is independent of the overlay mechanism. portion of the overlay nodes we disabled and measured the

ToiTd Ratio

0.75




1.60 ‘ the number of credentials in a chain depends on the parties
1.40 | ) involved (.e, the number of middlemen in the transaction),
120 ’ . so it is ur_llikely to be_higher thgn 4 to 5.. .
/' To avoid computational denial of service attacks, wherein
g 1.00 / attackers send bogus reservation requests to overlay aodes
2 0.80 routers,Isps must allow only their users to use BandEe.(
§ 0.60 / filter RSVP requests coming from outside thep perimeter).
L o Misbehaving local users can be detected and quarantined
i through credential revocation or other mechanisms.
V. CONCLUSION
0 1‘0 éo 50 40 50 We proposed the concept oOverlay-linked IntServ
% Node Failures (OLIntServ), a system architecture that combines network
Fig. 6. Impact of failures of the overlay network on end-to- overlays with intra-domain QoS to provide assured commu-

end latency. Different curves represent varying levels of acket
replication. With 200% packet replication, latency increases by
less than25% when up to 50% of paths fail.

nications over the Internet, while allowing ISPs to extend
the reach of their currently under-utilized IntServ seegic
o ] o We describe our prototype system architecture that uses our
resulting increase in latency. _The_ results are shown inreigu SpreadSpectrum SOS overlay network [12] and the BandEx
When we do not use any replication, TCP connections perfoudicre network reservations system [4]. By combining the tw
relatively well when the losses are up 950-10% of the g qtems, it is possible to provide a secure, highly avalabl
total packets transmitted. As we increase the packet ®it  gisryption-tolerant end-to-end path without requiringl€o-
factor, we achieve higher network resilience. ~end (across multiple I1SPs) availability of QoS reservation
The dominant cost of the reservation component is thafimitives such as DiffServ. Our preliminary experimental
of authentication and authorizatione, in the evaluation of .. its show that this approach promises to help bridge the
the credentials to determine whether the request is censisty,, petween inter- and intra-ISP network reservations. Our
with the policy. While in the example shown earlier we show|ang for future work include building and deploying a full
requests involving three parties, this is not always the dasr system prototype, conducting further experiments usirads re

example, one or more credit institutions may be used to iRk« traffic and delay-sensitive applications, and exangjthe
the content provider with variousps. For this reason, netvvorkimpact of smart attacks against the system.
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